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ABSTRACT

The purpose of the study is to pinpoint the challenging factors affecting digital transformation and consumer protection
in the digital environment. Through empirical research, this study verifies a conceptual framework that demonstrates
the relationship between difficult variables, digital transformation, and protecting consumers in the digital domain.
An online survey was conducted to test the research model. The survey had 597 valid responses. Descriptive statistics
were used for the demographic profile, factor analysis for the validity of the construct statements, Cronbach’s alpha
for the reliability of the questionnaire, and regression analysis was used to test the hypotheses and validate the proposed
model. The setting of the population under consideration supported each of the hypotheses that were developed, as the
data demonstrate. The majority of consumers frequently disregard the legally binding terms and conditions of the
contracts they sign because they lack the knowledge necessary to comprehend the importance of those clauses.
Keywords: Digital Transformation, Consumers, Consumer Protection, Digital Environment, Production Control

1. INTRODUCTION

Our economies and societies are being significantly impacted by the digital revolution, which is also
altering how customers engage both with the internet marketplace and each other. Within this
framework, customer data emerged as a valuable economic resource, facilitating an extensive array of
inventive business models, technologies, and transactions. Customers may be more susceptible to actual
or potential hazards and difficulties as a result of the growing intricacy of the internet world, which may
limit their capacity to engage in digital transformation successfully. Consumers have benefited greatly
from the virtual change in the economy and society, but there are also many new risks associated with it.
It also mentioned enduring issues related to consumer guidelines, such as sustainable use and
safeguarding the most defenseless consumer groups, international deceptive and fraudulent business
practices, hazardous goods, misuse of customer personal data, and international cooperation in law
enforcement and consumer protection.

In Indonesia, customers of goods and services are directly affected by the rapid evolution and innovation
of business models, especially as technology advances across various sectors. As Salvador et al. (2020)
explain, digitalization involves utilizing modern technological tools to improve organizational
performance a trend increasingly visible in Indonesian businesses. Many local enterprises have
restructured their operations to integrate innovative strategies that enhance both customer engagement
and internal efficiency. This makes it essential to examine influencing factors such as customer experience
and the suitability of different business models within Indonesia’s unique market context. One significant
aspect of digital transformation in Indonesia is the growing prominence of digital marketing. With a
highly active online population and increasing mobile penetration, Indonesian marketers must develop
specialized skills to influence consumer behavior effectively. Investigating the digital competencies
required for successful e-commerce implementation across key Indonesian industries is crucial,
particularly as businesses adapt to ongoing disruptions and technological shifts (Kovacs & Keresztes,

2022).
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2. LITERATURE REVIEW

2.1 Digital Transformation

Some organizations have adopted a commercial model of services that do not require the purchase of a
product but rather the use of their services as a result of digital transformation. To achieve this, web
servers are used to implement technologies and procedures that cater to the needs of their clients. The
nebulous definition of an industry, like video games, emphasizes the significance of promptness,
openness, and innovation in any business's endeavors to draw in and keep clients and expand its earnings
potential (Vaudour and Heinze, 2020). According to Alunni and Llambias (2018), digitality is the
adoption of business models and processes that help organizations become more competitive in the
dynamic digital marketplace. Customers of the goods or services are directly impacted by the adaptation
and invention of new business models in a market that has been altered by the quick advancement of
technology in many fields (Kholod et al., 2021). According to Salvador et al., (2020), digitalization is the
process of leveraging modern technological tools to enhance an organization's performance. A lot of
businesses have changed the foundation of their operations to incorporate fresh ideas that enhance
customer relations and operational procedures. Because of this, it's important to consider influencing
factors like the customer experience and the business models being used. One aspect of business's digital
transformation is the rise of digital marketing to the forefront within organizations. It takes different skills
for marketers to change the way that consumers behave. It is important to research how certain
competencies become essential in the use of e-commerce in various sectors, taking inspiration from the
ongoing upheavals faced by businesses worldwide (Kovacs & Keresztes, 2022).

2.2 Transparency and Disclosure

In the digital transformation, transparency and sufficient disclosures are crucial for fostering consumer
trust and productive competition. The OECD, 2010 However, it seems that a common problem among
the variety of new developments covered above is an absence of clarity and excessively complicated,
legalistic, and, in any case, insufficient statements on the gathering, use, and sharing of customer data.
According to the OECD (2019), certain information may be extremely sensitive.

A 2019 Customers International (CI) consumer study found that most customers had no idea how
artificial intelligence (Al) is perceived by others. Nonetheless, the research also indicated that consumers
may not be competent to understand and manage openness on their own. Furthermore, it's unclear if
and how consumer trust in digital interactions will be impacted by a heightened awareness of these
sophisticated technologies. Similarly, consumers of loT enabled consumer goods may be ignorant of
limitations on product ownership, interoperability, and ancillary support due in part to inadequate
disclosures. The OECD, 2018: Digital assistants that support voice activated e-commerce and Internet of
Things products lacking a conventional user interface present additional special disclosure challenge (The
OECD, 2019).

H1: Transparency and Disclosure (TD) has a noteworthy impact on Digital Transformation (DT)

2.3 Complex Contractual Terms

One more issue concerning Internet shopping is the intricacy of contract clauses, which include
provisions that benefit the seller. These terms and conditions are written in extremely technical, complex
language that is challenging for the typical person to comprehend. They are also extremely boring, making
it impossible for the typical customer to peruse them. The buyer is left with no option but to accept or
reject, which puts them in a risky negotiation position. In the digital realm, there is a greater likelihood
of minors entering into contracts. This is especially true given that teenagers are increasingly using the
internet and preferring to shop for or buy products and services from online sources. An online business
portal must take this possibility into account and indicate on its website or form that the person it is
transacting with or entering into a contract with is a major.

H2: Complex contractual terms (CCT) have a noteworthy impact on Digital Transformation (DT)

2.4 Discrimination and Choice

More than ever, businesses have the opportunity to conduct consumer analysis thanks to the enormous
volumes of customer information being gathered. Businesses may use these accounts to tailor offers in
ways that are advantageous to customers, but they may also use them to unjustly treat customers by altering
the content that is offered, the choices that are made, or the pricing (i.e., by preying on consumer
behavioral biases). (Research Center on Consumer Policy, 2019), While personalization maybe it may
benefit certain customers and be economical, it may also lead to unfair business practices.
Individualization is seen by many customers as unfair, particularly when it exploits weaker or less
fortunate customers (OECD 2018).
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H3: Discrimination and choice (DC) have a noteworthy impact on Digital Transformation (DT)

2.5 Privacy and Security

A lot of customer data is needed for Al, IoT devices, and online platforms like PPMs. Although
personalization and functionality are clear advantages, there may be privacy and security risks if companies
fail to protect customer data properly or use it in ways that are harmful to customers (OECD 2019).
Determining privacy is a notoriously difficult task. Four areas of worries about consumer privacy are
described in Smith et al.'s (1996) outline: data acquisition, inappropriate access to personal data,
unapproved use of personal data, as well as mistakes in personal data. These dimensions of concern have
been understood to include the gathering of personal data, having control over how it is used being aware
of private policies, and how that data is used in online marketing Malhotra et al., (2004). Errors in
personal information and unapproved secondary use are the main concerns of other consumers. When
the behavior of the merchant raises those questions, the customer may stop trusting the merchant. The
appropriate handling of customer data is referred to by Milne and Gordon (2014) as an "implied social
contract" with the customer. Milne et al., (1993) In the event of a confidentiality breach involving the
individual and the organization, the victim may be entitled to compensation for the breach of trust. As
data mining tools become more sophisticated, consumer database creation and management have
developed into a lucrative and expanding business. A program designed to offer meaningful protection
to online shoppers must sufficiently safeguard online shoppers who transact internationally and should
give special attention to protecting sensitive data. For instance, if someone purchases a good or service
online, they must go to a specific website and provide their name, address, contact information, birthdate,
etc. However, what is the assurance that this individual won't give their personal information to a third
party! It's been said that you don't appreciate your privacy until you've lost it. Amidst the swift
advancements in technology and the ongoing development of e-commerce infrastructure, it is imperative
to take action now to safeguard our privacy in the future.

H4: Privacy and security (PS) have a noteworthy impact on Digital Transformation (DT)

2.6 Phishing

Phishing, a word derived from the word "fishing," is the practice of an attacker tricking people into visiting
a phony website by pretending to send them emails or instant messages, all the while obtaining the victim's
data, including passwords, national security IDs, and user names. Thus, this data is utilized for upcoming
targeted ads or even identity theft schemes (like transferring funds from the victim's bank account).
Phishing, which is the illegal act of obtaining someone's personal information for one's financial gain, is
still one of the most feared risks associated with e-commerce transactions in Indonesia, particularly when
it comes to online shopping. It's also possible that phishing has reduced the trustworthiness and appeal
of e-commerce among regular customers.

H5: Phishing (PHSG) has a noteworthy impact on Digital Transformation (DT)

2.7 Product Safety

Because [oT devices can be controlled remotely, there may be several safety risks associated with using
them. Connected products that were deemed safe upon release may turn dangerous later on due to
software updates, bugs, or data breaches, among other reasons. This might lead to the device or data being
compromised, the connectivity being lost, or a malicious actor being able to remotely control the
functionality. Similarly, there may be risks to product safety if Al technology uses autonomous or semi-
autonomous decision-making. The OECD, 2018 (2018) US FTC (2016)

H6: Product safety (PRDSFT) has a noteworthy impact on Digital Transformation (DT)

2.8 Accountability

New product ecosystems and business models may make it unclear who will bear the final responsibility
and liability if a customer transaction goes awry. When it comes to networked IoT ecosystems and devices,
users could find it challenging to determine accountability and liability. Customers might find it
challenging to identify the component of the ecosystem (or assistance for services) that contributed to the
problem or error (OECD, 2018). The ability to obtain adequate redress, accountability, and liability are
the main issues that consumers have with Al CI (2019). As stated in the OECD's 2019 Al
Recommendation, Al actors are accountable for ensuring that Al systems function correctly and for
abiding by its guiding principles. Additionally, in the case of PPMs, sellers may be able to escape
accountability in areas where safeguarding consumer laws do not pertain to exchanges involving
customers (OECD, 2016)

H7: Accountability (ACN) has a noteworthy impact on Digital Transformation (DT)
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2.9 Interoperability

To make sure that various systems and devices can cooperate, interoperability is essential. A certain
amount of compatibility is required to prevent "shut-in," promote consumer selection and rivalry, and
protect privacy and security, even though certain interoperability restrictions may encourage innovation.
The OECD, (2018) says that Consumer data interoperability, in addition to hardware and software
interoperability, is probably crucial for promoting consumer choice and competition (CI, 2016)

HS8: Interoperability INTROP) has a noteworthy impact on Digital transformation (DT).

2.10 Consumer Protection in the Digital Economy

Consumer rights in electronic transactions are not legally protected at this point in the digital economy.
The lack of consideration for the specifics of this format in both the current and pending drafts of Russian
Federal Law "On Electronic Commerce" is likely to be a deterrent to the development of electronic
commerce, according to our analysis of regulatory issues about the sale of goods and services in Russia
using information technologies. Draft & Federal, (2006) created it to guarantee the protection of
stakeholders' rights and lessen uncertainty when selling goods and services through the use of information
technology (Ilovaysky et al., 2019)

A lot of violations result from the absence of a clear regulatory framework. It's a common misconception
among sellers that the Consumer Protection Act solely covers transactions conducted online. The
Supreme Court of the Russian Federation's Plenum adopted Resolution No. 17, "On Consideration by
the Courts of Civil Cases on Disputes Concerning Protection of Consumer Rights." Moscow & Russia
(2012) additionally skip over concerns about consumer protection in the digital sphere. The authors think
that by amending the Act to state that its provisions also apply to relationships that arise in the digital
realm, this situation can be rectified. However, if the unfair seller resides in the Russian Federation, the
Law, specifically Article 26.1 ("Distance Selling of Goods"), still allows for the restoration of the
consumer's violated rights. But as things stand, there is currently insufficient regulation of transactions
with foreign sellers. International agreements like the General Agreement on Trade in Services (GATS),
which was signed in 1994 (WTO) the UNCITRAL Model Law on Electronic Commerce, which was
created and approved by the UN Commission on Trade and Development (1996), do not include
provisions governing the prosecution of violators. For this reason, both domestic and international online
hypermarkets (like AliExpress) provide buyer protection programs that they have created. Digital trade
relationships are increasingly predicated on participant self-regulation. Some believe that as the digital
economy grows, independent consumer protection will soon follow. (Vasilyeva, 2019).

H9: Transparency and Disclosure (TD) has a noteworthy impact on consumer protection in a digital
environment (CPDE).

H10: Complex contractual terms (CCT) have a noteworthy impact on consumer protection in the digital
environment (CPDE).

H11: Discrimination and choice (DC) have a noteworthy impact on consumer protection in the digital
environment (CPDE).

H12: Privacy and security (PS) has a noteworthy impact on consumer protection in a digital environment
(CPDE).

H13: Phishing (PHSG) has a noteworthy impact on consumer protection in the digital environment
(CPDE).

H14: Product safety (PRDSFT) has a noteworthy impact on consumer protection in the digital
environment (CPDE).

H15: Accountability (ACN) has a noteworthy impact on consumer protection in the digital environment
(CPDE)

H16: Interoperability (INTEROP) has a noteworthy impact on consumer protection in the digital
environment (CPDE)

H17: Digital transformation (DT) has a noteworthy impact on the Protection of consumers in the digital

sphere (CPDE)

3. RESEARCH OBJECTIVE

e To identify the factors challenging the digital transformation and consumer protection in the digital
environment

e To evaluate the effects of challenging components on digital transformation and consumer protection
in the digital environment
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e To put forth a theoretical structure showing the relationship between challenging factors digital
transformation, and customer protection in the digital sphere and validate it through empirical analysis

4. CONCEPTUAL FRAMEWORK

The proposed model includes and represents the relationship between influencing and dependent factors:
Transparency and Disclosure (TD); Complex contractual terms (CCT); Discrimination and choice (DC);
Privacy and security (PS); Phishing (PHSG); Product safety (PRDSFT); Accountability (ACN);
Interoperability (INTROP), along with the impact on Digital transformation (DT) and Consumer
Protection in the Digital Environment (CPDE) (Figure 1).

Transparency and

Disclosure ———

Complex
Contractual Terms Digital Transformation

Discrimination and
Choice

Privacy and Security

Phishing *

Product Safety

Consumer
Protection in

Digital Environment
Accountability

Interoperability

Figurel: Model showing the relationship between influencing & dependent factors

A novel concept is the combination of digital transformation and consumer protection in the digital
world. Based on the parameters taken into consideration, we measured digital transformation and
consumer protection for this study. Although it makes sense to presume that all the variables are related,
this study additionally examines the relationship between consumer protection and the digital transition.

5. RESEARCH METHODOLOGY

The opinions of people from different age groups were used in a pilot project to evaluate the gathering of
data. We conducted an online survey to test the research model. Seven hundred seasoned users completed
the survey. Experienced users were those who had made at least one online purchase. The survey had 597
valid responses. IBM SPSS Statistics v.20 was used for analyses. Descriptive statistics were used for the
demographic profile, factor analysis for the validity of the construct statements, Cronbach’s alpha for the
reliability of the questionnaire, and regression analysis was used to test the hypotheses and validate the
proposed model.

6. RESEARCH ANALYSIS AND RESULTS

6.1. Demographic Profile

The respondents' demographic characteristics were evaluated using descriptive demographic statistics
expressed as percentage proportion and frequency of occurrence. The study sample comprised
respondents who have used an online platform one or more times. A systematic questionnaire was
employed to gather information from April 2021 to May 2022. Respondents received 700 questionnaires
through a random and selective sampling approach. Out of them, 597 were found to be error-free and
perfectly finished. A thorough analysis determines that a response rate of 85.28% is of good quality. Table
1 provides socio-demographic details about the individuals. Of the 597 respondents, there were
significantly more men (505, 84.6%) than women (92, 15.4%); the majority of the men (162, 27.1%)
were situated in the 30- to 39-year-old range, and 259 (43.4%) had professional education and were
making over 30,000 rupees (220, 36.9%).

Table 1. Descriptive Statistics of Demographic Profile

Frequency | Valid %
Gender profile Male 505 84.6
Female 92 15.4
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Age profile 20-29 years 82 13.7
30-39 years 162 27.1
40-49 years 115 19.3
50-59 years 146 24.5
60 years and above 92 15.4

Highest education level | Bachelor Degree 71 11.9
Master’s Degree 158 26.5
Professional Education | 259 43.4
Other 109 18.3

Income 10,000- 20,000 133 22.3
20,001- 30,000 206 34.5
30,001- 40,000 220 36.9
More than 40,000 38 6.4

6.2. Exploratory Factor Analysis

Using the PCA method, an exploratory factor analysis (EFA) was conducted for conforming entities. The
concept validity was established by applying the EFA approach. Factor loadings >0.40 and >0.30 were
deemed large enough to meet the minimal level, respectively. A carefully selected parameter was employed
to verify the factor loadings. In contrast, results of factor loading less than 0.30 were disregarded, while
those of 0.50 or more are considered very significant. A factor loading of at least 0.50 is the threshold for
the current investigation. KMO factor analysis's significance for the data is indicated by values in the
range of 0.5 and 1.0. Bartlett's sphericity test indicates that there is a correlation between the variables'
items. The test's result is indicated by the significance level. A strong correlation likely exists between the
elements if the figures are smaller than 0.05. Factor analysis cannot be performed on the data if the value
is greater than 0.10 or similar. Considering the outcomes of the examination of factors, Table 2 is
appropriate for the provided information.

Table 2. Results of Exploratory Factor Analysis

Statement

KMO

Measure

Bartlett's Test of
Sphericity

Ttems

Factor |of SamplelChi
loadingsAdequacy

(>0.5)

Square

Sig.
(<.10)

confirmed

d

[tems
dropped

Cum

loading

of

Transparency and Disclosure (TD) -
1

0.906

Transparency and Disclosure (TD) -
2

0.757

Transparency and Disclosure (TD) -
3

0.692 (0.743

Transparency and Disclosure (TD) -
4

0.435

Transparency and Disclosure (TD) -
5

0.851

1.135E3

0.000

55.721

Complex contractual terms (CCT) -
1

0.777

Complex contractual terms (CCT) -
2

0.806

Complex contractual terms (CCT) -
3

0.985 10.746

Complex contractual terms (CCT) -

4

0.737

Complex contractual terms (CCT) -
5

0.682

527.797

0.000

45.505
65.623

Discrimination and choice (DC) -1

0.189

0.860

Discrimination and choice (DC) -2

0.931

2.715E3

0.000

71.524
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Discrimination and choice (DC) -3 [0.947

Discrimination and choice (DC) 4 [0.955

Discrimination and choice (DC) -5 [0.931

Privacy and security (PS) -1 0.858

Privacy and security (PS) -2 0.812

Privacy and security (PS) 3 0579 0.749 683.282 0.000 |4 0 59.604
Privacy and security (PS) -4 0.808

Phishing (PHSG) -1 0.952

Phishing (PHSG) -2 0.949

Phishing (PHSG) -3 0.953 0.719 7.293E3 [0.000 5 0 90.672
Phishing (PHSG) -4 0.959

Phishing (PHSG) -5 0.949

Product safety (PRDSFT) -1 0.892

Product safety (PRDSFT) -2 0.911

Product safety (PRDSFT) -3 0.890 (0.840 2.086E3 [0.000 5 0 72.516
Product safety (PRDSFT) -4 0.821

Product safety (PRDSFT) -5 0.731

IAccountability (ACN) -1 0.627

IAccountability (ACN) -2 0.870

Accountability (ACN) 3 0.940 0.681 1.454E3 0.000 |4 0 68.518
IAccountability (ACN) -4 0.841

Interoperability INTROP) -1 0.816

[nteroperability INTROP) -2 0.777

Interoperability INTROP) 3 0513 0.703 412.086 0.000 |4 0 51.760
Interoperability INTROP) 4 0.730

Digital transformation (DT) -1 0.791

Digital transformation (DT) -2 0.665 40.577
Digital transformation (DT) -3 0.639 0-556 200.446 0.000 14 0 68.212
Digital transformation (DT) -4 0.759

Consumer protection in digitall 0.853

environment (CPDE) -1 ’

Consumer protection in digitall 0.874

environment (CPDE) -2 ’

Consumer protection in digitall

environment (CPDE) -3 0.790 10.889 1.668E3 0.000 |5 0 70.615
Consumer protection in digitall 0.861

environment (CPDE) -4 ’

Consumer protection in digitall 0.820

environment (CPDE) -5 ’

6.3. Reliability Analysis

By utilizing Cronbach's alpha coefficient to compute each factor's internal consistency, the validity of the
study scale and questionnaire can be confirmed. The purpose of this study is to ascertain if the ideas being
assessed by observable factors are the same. This method can be applied to eliminate inaccurate variables
from the study model. The acceptable alpha value, or Cronbach's alpha coefficient scale, is as follows:

a. A cut-off score of 0.60 or above is deemed appropriate for assessment.

b. Both internal consistency and usability fall within the range of 0.7 to 0.8.

c. Decent: 0.8-nearly 1

The corrected item-total correlation coefficient of the scale must be 0.3 or above, according to Hair et al.,
(2010). Since the value of 0.7 was found to be higher than the allowed range and to be inside the cutoff
value of 0.70, the study employed this as its Cronbach's alpha cutoff. As Hoang and Chu, (2008) have
shown, this proves that every definitional scale meets the dependability level. The questionnaire was a
dependable research tool, as shown by Table 3's overall Cronbach's alpha coefficient of 0.979.
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Table 3: Results of the Reliability test

Variable Cronbach alpha
Transparency and Disclosure (TD) 0.787
Complex contractual terms (CCT) 0.646
Discrimination and Choice (DC) 0.865
Privacy and security (PS) 0.758
Phishing (PHSG) 0.974
Product safety (PRDSFT) 0.905
Accountability (ACN) 0.846
Interoperability INTEROP) 0.674
Digital transformation (DT) 0.498
Consumer protection in digital environment (CPDE) | 0.895
Overall Reliability of the Questionnaire 0.979

6.4. Correlation Analysis

The mean value is appropriately scaled, and the controlled variables are coded for correlation analysis
after EFA and reliability analysis. The relationship between quantitative data is investigated using
Pearson's coefficient of correlation (r), which looks at the linear connection between components.
Numerous statistics can be employed to investigate the link between the variables because every
correlation that shows statistical significance exists between the variables that are independent and
dependent. The levels of the correlation coefficients offer more proof that the multi-collinearity problem
does not exist. If there is a notable connection between the dependent and separate variables, then the
variables can be included in a linear regression analysis. By examining the absolute value of R's magnitude,
we can ascertain the degree of rigidity in a linear connection. The stronger the two variables' relationship,
the closer r is to 1, and vice versa. Table 4 shows that, out of all the parameters considered, there was a
significant correlation found between the variables. The variables about product safety (PRDSFT) and
phishing (PHSG) exhibited the strongest link (0.950), while the variables about digital transformation
(DT) and interoperability INTROP) demonstrated the least significant correlation (0.600).

Table 4: Correlations

INTRO
TD |[CCT [DC |PS PHSG [PRDSFT|ACN [P CPDE (DT
TD 1
CCT 197 |1
DC 884" 847" |1
PS 8267 1.8077 |[.8817 |1
PHSG 8527 17657 [.8947 [.8457 |1
PRDSFT |.844" [.796" (903" [.855" [.950" |1
ACN 8637 7567 [.890" [.869" |.892" |.895" 1
INTROP |.793" [.787" |.8517 [965  [.810" [.826~ 8367 |1
CPDE 8147 |.7917 [.8737 [.870" 917" 941"  |.877" [.838" |1
DT 8377 15587 [.6857 [.6337 |.6697 |.6527  |.6777 |.600" |.6297 |1

**. Correlation is significant at the

0.01 level (2-tailed).
6.5. Regression Analysis
To test hypotheses, show the statistical validity of the prototype assumption, and determine the impact
of independent factors on dependent variables, the investigator carries out a coefficient analysis followed
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by a significant multivariate regression analysis employing the enter method level of 5%. For each variable,
mean and standard deviation value analyses were used to calculate the results and questionnaire items.
Cronbach's alpha was employed to assess the research, and the instrument's reliability, and component
analysis was used to examine its validity. Using stepwise regression analysis, the predictor-criterion link
between the variables that are independent and dependent was discovered. This study, in contrast to
previous ones, uses linear regression rather than nonlinear regression. The regression technique employed
in this study was Ordinary Least Squares (OLS) regression. To evaluate if the model is adequate, scalable,
and capable of rejecting the null hypothesis that the total regression coefficient is equal to zero, researchers
employ the F-test, adjusted coefficient R2, and t-test.

Regression summary for dependent variables: Step-wise regression analysis is used in Table 5 to
demonstrate which independent variables: Transparency and disclosure (TD), Complex contractual terms
(CCT), Discrimination and choice (DC), Privacy and Security (PS), Phishing (PHSG), Product Safety
(PRDSFT), Accountability (ACN), Interoperability INTROP), and the impact on Digital transformation
(DT) and Consumer protection in digital environment (CPDE) are significant predictors of the
dependent variable. Moreover, it is believed that the variable Digital Transformation (DT) influences the
variable Consumer Protection in Digital Environment (CPDE) independently. Based on the maximum
R square values of 0.396 found in Table 5, the variable Digital transformation (DT) may account for
approximately 39.6% of the influence on consumer protection in the digital environment (CPDE).
Regression model validation at a 95% confidence level is shown by Table 6's ANOVA results. The factor's
beta values are 0.629, which are largely typical of the effect on consumer safety in the digital environment
(CPDE), according to the coefficient summary in Table 7.

Table 5: Regression for dependent variables

Model IPredictors Dependent R R Square Adjusted R|Std. E.rror of]
variable Square the Estimate
TD, CCT, DC,
PS, PHSG,
1 PRDSET, CAN.|DT 0.848 0.719 0.715 0.35872
INTROP
TD, CCT, DC,
PS, PHSG,
2 PRDSFT, CAN. CPDE 0.952 0.906 0.905 0.25483
INTROP
3 DT CPDE 0.629 0.396 0.395 0.64166
Table 6: Regression ANOVA table for dependent variables
Model Predictors Dept.znden Sum  of df Mean F Sig.
t variable Squares Square
TD, CCT, DC, PS,
PHSG, PRDSFT, Regressio 188.23 ] 0.00
| CAN, INTROP DT a 193.777 | 8 24.222 3 0
TD, CCT, DC, PS, .
2 PHSG, PRDSFT, | CPDE Regressio | 367198 |8 [ 45.900 106'83 8’00
CAN, INTROP n
3 DT CPDE Eegr“sw 160401 |1 | 160.401 389'5 7 8’00
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Table 7: Regression coefficients table for dependent variables

Unstandardized Standardized
Model DePendent Coefficients Coefficients ¢ Sig.
variable
B Std. Error |Beta
1 Constant TD DT 0753 fooz0 o837 37.329 |0.000
2 Constant CCT  |DT 0586 Jo.oss  Jo.s58 16.392 0.000
3 Constant DC DT 0558 fo.024  Jo.685 22.906 [0.000
4 Constant PS DT 0535 o027 o633 19.958 0.000
5 Constant PHSG  [DT 0460 fo.o21  Jo.669 21.926 Jo.000
6 Constant PRDSFT |DT 0504 o024  Jo.es2 20.978 J0.000
7 Constant ACN DT 0541 o024 o677 22.440 Jo.000
8 Constant INTROP [DT 0544 fo0so  Jo.e00 18.296 [0.000
9 Constant TD CPDE 0899 fo.oz6 o814 34.243 0.000
10 Constant CCT  |CPDE 1019 foosz  fo7o1 31.576 0.000
11 Constant DC CPDE 0873 foo2o  Jos73 43.765 [0.000
12 Constant PS CPDE 0901 fo.ozt o870 43.055 [0.000
13 Constant PHSG ~ |CPDE 0.774 foo14 ootz 56.224 |0.000
14 Constant PRDSFT |CPDE 0892 foo13 o4 67.681 |0.000
15 Constant ACN  |CPDE 0860 fo.o19 o877 44.607 0.000
16 Constant INTROP |CPDE 0932 foozs  Josss 34.472 [0.000
17 Constant DT CPDE 0772 foozo  Jo.e29 19.738 [0.000

6.6. Results of Hypotheses Testing
Seventeen initial hypotheses were put out for the conceptual research framework, and as can be seen in
Table 8, all of them were ultimately accepted.
Table 8: Summary of Hypotheses Testing

Hy. [Independent Dependent R- Beta val Sig Status of
No. [Variables Variables Square |Coefficient VAUE Walue Hypotheses
Transparency and|Digital
H1 Disclosure (TD) ransformation (DT) 0.719  0.837 37.329(0.000  |Accepted
Complex contractualDigital
H2 cerms (CCT) ransformation (DT) 0.719  0.558 16.39210.000  |Accepted
Discrimination  andDigital
H3 choice (DC) ransformation (DT) 0.719  0.685 22.906(0.000  |Accepted
Privacy and securityDigital
H4 (PS) ransformation (DT) 0.719  0.633 19.958(0.000  |Accepted
- Digital
H5 [Phishing (PHSG) ransformation (DT) 0.719  0.669 21.926/0.000  |Accepted
Product safetyDigital
H6 (PRDSET) ransformation (DT) 0.719  0.652 20.97810.000  |Accepted
. Digital
H7 |Accountability (ACN) ransformation (DT) 0.719 0.677 22.440/0.000  |Accepted
[nteroperability Digital
H8 (INTROP) ransformation (DT) 0.719  0.600 18.296{0.000  |Accepted
Transparency an (Consumer
H9 Disclosure (TD) proFchon in digitall0.906  0.814 34.24310.000  |Accepted
environment
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(CPDE)

Consumer

Complex contractualprotection in digital
terms (CCT) environment
(CPDE)

Consumer
Discrimination  andjprotection in digital
choice (DC) environment
(CPDE)

Consumer

H10 0.906  0.791 31.576/0.000  |Accepted

H11 0.906  0.873 43.765/0.000  |Accepted

Privacy and securityprotection in digital
(PS) environment

(CPDE)

Consumer

H12 0.906  |0.870 43.055/0.000  |Accepted

protection in digitall
environment

(CPDE)

Consumer

H13 Phishing (PHSG) 0.906 0.917 56.22410.000  |Accepted

Product safetyjprotection in digital
(PRDSFT) environment
(CPDE)

Consumer
protection in digitall

H14 0.906  0.941 67.681(0.000  |Accepted

H15 |Accountability (ACN) . 0.906 0.877 44.607(0.000  |Accepted
environment
(CPDE)
Consumer
[nteroperability protection in digitall
H16 (INTROP) ervironment 0.906  (0.838 34.47210.000  |Accepted
(CPDE)
Consumer
H17 Digital transformatlonproFecuon in digital 0396 10.629 19.7380.000  |Accepted
(DT) environment
(CPDE)
7. DISCUSSION

The present study is designed to create a research model that encompasses the online market's
competitiveness, the digital economy's dynamics, the digital transformation, and above all consumer
protection. Disclosure and transparency, discrimination and autonomy, intricate contractual language,
security and privacy, product safety, phishing accountability, and, interoperability was the main
relationship mediators that were represented in the model. The setting of the population under
consideration supported each of the hypotheses that were developed, as the data demonstrate. The results
of research on the relationship between transparency and disclosure, digital transformation, and
consumer protection (H1 and H9; R-square = 0.719 and 0.906; beta coefficient = 0.837 and 0.814; t-value
= 37.329 and 34.243) verified the presence of a significant positive relationship. Transparency and
disclosures are crucial for fostering consumer confidence and healthy competition in the digital
transition, which in turn protects consumers in the digital environment (OECD, 2010). Across the
continuum of new developments, a lack of transparency and unduly complicated or insufficient
disclosures about how customer data is acquired, utilized, and pooled seem to be a consistent problem.
(ACCC, 2018; OECD, 2018a; CI and the Internet Society, 2019). Consumers appear to have little idea
"who is in charge of things," per a Consumers International (CI, 2019) customer survey regarding
customer views. However, the research also revealed that consumers may not be able to entirely grasp and
regulate transparency on their own. It should be realized that for consumers to easily contact firms and
for law enforcement and regulatory bodies to identify and find them, information must be timely and
unambiguous. The business identity, legal name, trading name, primary physical address, phone number,
website, email address, and other contact information, as well as government registration and license
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numbers, may be included in the material.

One additional issue with internet shopping is the intricacy of contract clauses, which often include
provisions that benefit the vendor. An average person would find it impossible to understand the
extremely technical and complicated terminology utilized to compose these terms and conditions. An
online business portal must therefore take this possibility into account and make it clear on its website or
in its form that the person with whom it is transacting business or entering into a contract is a significant
concern. Based on the empirical study of hypotheses 2 and 10, it was discovered that there is a constructive
association between complex contractual terms, digital transformation, and consumer protection (R-
square = 0.719 and 0.906; beta coefficient = 0.558 and 0.791; tvalue = 16.392 and 31.576). Additionally,
customers ought to have prompt access to information that is clear and concise about the products and
services that companies provide, as well as the specific terms and circumstances of the transaction at hand.
It is best to promote contracts with equitable terms that are simple, straightforward, and easy to
understand (ECO, 2018; UNCTAD, 2020a).

An important positive connection between the two models was found by independently examining the
relationship between discrimination and choice, digital transformation, and consumer protection. This
finding supports Hypotheses 3 and 11 (R-square = 0.719 and 0.906; beta coefficient = 0.685 and 0.873;
tvalue = 22.906 and 43.765). The Consumer Policy Research Center (2019) states that corporations have
more chances than ever before to participate in consumer analysis due to the acquisition of enormous
volumes of customer information. Enterprises may leverage these profiles to tailor their services in ways
that are advantageous to customers, but they may also use them to discriminate against customers based
on offers, pricing, or how information is presented, taking advantage of behavioral biases. Personalization
could result in unfair commercial practices, even though it might be more cost-effective and advantageous
for certain consumers. Personalization is seen by many customers as unfair, particularly when it exploits
weaker or less fortunate customers (US FTC, 2016). Additionally, it has been shown that online retailers
discriminate based on the products they offer. For example, a customer may want to order a certain thing,
but when he attempts to order it, he receives the message "that seller doesn't deliver this item to your
location," even though he may order the same good from a large metropolis. This is a form of
discrimination whereby consumers in cities and small towns are treated differently. Due to the internet
retailers' strategy of restricting their product availability to particular locales, even rural villages are unable
to utilize their services.

The empirical study of hypotheses 4 and 12 revealed a significant positive correlation between privacy
and security, digital transformation, and consumer protection (R-square = 0.719 and 0.906; beta
coefficient = 0.633 and 0.870; tvalue = 19.958 and 43.055). Furthermore, in some markets, certain
attributes like low competition, insufficient information, and/or market complexity may increase
customer vulnerability (Nardo et al., 2011; Gutierrez and Thornton, 2014). In highly complex sectors like
the financial services industry, even the most astute consumer may experience anxiety (Gutierrez &
Thornton, 2014). Consumers in these markets often make no judgments at all, pass up opportunities, or
adhere to heuristic thinking or basic norms (EC, 2015). Additionally, some product attributes can place
clients at the greatest risk. These could be complex products that, for example, make use of the Internet
and artificial intelligence (Andrei and Iacob, 2011). Even though personalization and functionality are
clear advantages, there may be security and privacy issues if companies fail to appropriately store client
data or make use of it in ways that negatively impact customers (OECD, 2018a).

Phishing is the practice of tricking people into visiting a fraudulent website by pretending to send them
emails or instant messages. In the process, the attacker secretly obtains the victim's personal information,
including passwords, national security IDs, and user names. This information is then used for identity
theft attacks, such as transferring money from the victim's bank account, or for future target
advertisements. Most notably, the results (hypotheses 5 and 13) demonstrate that phishing significantly
affects consumer protection and digital transformation in the online market (R square = 0.719 and 0.906;
beta coefficient = 0.669 and 0.917; T value = 21.926 and 56.224). Jakobsson & Myers, 2006 considered
Phishing as a societal attack where a hacker uses a public or trustworthy association illegally in an
automated blueprint to trick users into sending sensitive information to them. The attacker gains access
to the victim's insightful information when the user believes the message to be authentic. Phishing is one
of the biggest concerns because it affects a lot of internet users. Similar to this, Gupta et al. (2015)
described phishing attacks, in which con artists utilize social engineering strategies to lead victims who
click on an email link to malicious websites.

According to the US FTC (2018), as internet gadgets can be controlled remotely, there may be several
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safety issues associated with using them. After a software patch, bug, or data breach, for instance,
connected products that were deemed safe at the time of their release onto the market may become
dangerous. This is because the compromised data or device may experience connectivity issues, be
compromised remotely by malevolent actors, or have their functionality compromised. The empirical
study of hypotheses 6 and 14 revealed a strong positive correlation between digital transformation,
consumer protection, and product safety (R-square = 0.719 and 0.906; beta coefficient = 0.652 and 0.941;
tvalue = 20.978 and 67.681).

The online product safety guidelines published by Consumers International (CI, 2021) offer suggestions
for online markets and governments looking to create a safer online environment. The Republic of Korea,
Australia (ACCC, 2021), and the European Commission (EC, 2021) have all been urged to sign product
safety promises. Through this undertaking, they promise to remove harmful products from their listings,
stop them from being relisted, work with law enforcement, and report on the results. To promote basic
protection between nations and support internet markets and the vendors on them, who operate across
many countries, the OECD published policy recommendations on such commitments.

In the case of networked internet gadgets and ecosystems, customers may find it challenging to determine
responsibility and accountability. Consumers could find it challenging to pinpoint the specific
component of service support that led to the problem, according to the OECD (2018). According to the
independent study, a positive correlation has been observed between the two constructs of accountability,
digital transformation, and consumer protection (R-square = 0.719 and 0.906; beta coefficient = 0.677
and 0.877; t-value = 22.440 and 44.607). This finding supports hypothesis 7 and 15.

Consumers' top concerns include accountability and liability as well as having access to efficient remedies
(CI, 2019; OECD, 2019a). In countries where safeguarding consumer laws do not pertain to exchanges
between customers, the OECD suggests that sellers may be able to escape accountability and obligation
(OECD, 2016). In computer security, accountability is an essential security feature that results in the non-
repudiation of engaging parties that are pertinent to the transactions. Before utilizing the data, Hou and
Yeh (2015) suggested certification approaches to guarantee verification among the user, the substantiation
server, and a reliable third-party power. Alkeem and others. (2017) and Al Ameen et al., (2012) suggested
systems that transmit and receive data via a cloud system utilizing a cryptographic protocol. With fourteen
messages delivered through the network, Lo et al., (2017) established a robust asymmetric encryption
technique that satisfies all security requirements and is very secure. A central approach was also proposed
by Mashima & Ahamad (2012a, 2012b) to monitor record usage.

To make sure that various systems and devices can cooperate, interoperability is essential. A certain level
of compatibility is required to prevent lock-in, promote consumer choice and competition, and protect
privacy and security, even though some constraints on interoperability may encourage innovation
(OECD, 2018a). Consumer data interoperability is probably crucial for promoting consumer choice and
competition, in addition to hardware and software interoperability (CI, 2016). The empirical study of
hypotheses 8 and 16 revealed a substantial positive correlation between interoperability, digital
transformation, and consumer protection (R-square = 0.719 and 0.906; beta coefficient = 0.600 and
0.838; tvalue = 18.296 and 34.472). Interoperability measures can encourage competition both within
and between digital channels by enabling consumers to combine several complementary services from
various suppliers and by preserving network effects on new services, depending on how they are designed.
Particular studies have suggested that because of the speed of innovation, multi-sidedness, or advertising
driven business models in particular online markets, firm led interoperability projects may be more
constrained than in more traditional markets (Riley, 2020).

The confirmation of the previously reported empirical findings by the present study is one contribution
to the body of literature. To our knowledge, there hasn't been much discussion of the connection between
consumer protection and digital transformation in the cutthroat internet marketplace. More practically
speaking, the results to date (Hypotheses 17; R-square = 0.396; Beta coefficient = 0.629; t-value = 19.738)
indicate the new business models that ISPs should successfully leverage to maintain their performance.
Businesses in the market should focus more on reacting to the topical market with a specific focus on
moral, viable, and long-lasting products, responsible consumption, and rational decision-making as new
online consumers arise.

In platform markets, consumers mostly utilize ratings and evaluations from other users to help them make
decisions (OECD, 2017). According to an OECD consumer survey, customers in peer-platform
marketplaces typically have greater faith in the platform itself than in the third party suppliers that operate
there (OECD, 2016). However, an estimate by Fakespot (2021) states that in 2020, about 31% of reviews
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on platforms were thought to be fraudulent. The French Consumer Code states that platforms bear
responsibility for the veracity of reviews. France investigated in 2022 and discovered significant problems
with transparency, such as the removal or delay of critical evaluations and the acceptance of phony
reviews. A voluntary standard in Indonesia mandates that review administrators be set up on platforms
to regulate reviews, remove biases, and prohibit false reviews (Indonesia, 2019 and 2023). While user
ratings are an important tool for fostering trust on online platforms, there are situations in which they
may not accurately represent certain aspects of a good or service such as safety requirements because users

are unable to observe them or lack the necessary expertise to evaluate them. In these situations, regulation
and oversight are necessary (UNCTAD, 2021).

8. CONCLUSION

Consumer interests must be protected in the electronic age. Two key components of an effective online
consumer protection strategy are easy access to relevant redressable laws and the ability of the individual
consumer to look out for their security. For online consumers, having the right information about the
products is decisive since it can lend a hand to them in accepting the advantages and disadvantages of a
specific transaction. If the client already knows this information, they won't be unnecessarily
disappointed, which will prevent further problems. Additionally, as most customers lack the awareness
essential to understand the significance of the provisions of the contracts, they agree to they are often
ignored when it comes to the legally binding terms and conditions. When it comes to giving information
to customers concerning their return and cancellation policies, such as the duration of time after entering
into a legally binding agreement, merchants engage in dishonest behavior. Before the acquisition is done,
it should be made clear that there is no right to a refund, cancellation, or return.
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