International Journal of Environmental Sciences
ISSN: 2229-7359

Vol. 11 No. 23s, 2025
https://theaspd.com/index.php

Exploring the Impact of Trust, Confidentiality, And Risk
Perceptions on the Intention to Use Cryptocurrency in India

Pooja kumari', Alpana Srivastava’, Rupesh Rastogi’

'Research Scholar, Amity University Uttar Pradesh, Lucknow,pooja.kumari2@s.amity.edu
*Professor, Amity University Uttar Pradesh, Lucknow,asrivastava3@lko.amity.edu
*Associate Professor, Azad Institute of Engineering and Technology,
Lucknow,rastogi_mbal2@yahoo.com

Abstract

Cryptocurrency refers to digital or virtual currencies that operate on cryptographic principles, typically leveraging
blockchain technology. As decentralized digital assets, cryptocurrencies are not issued or regulated by central authorities
like governments or banks, making them resistant to manipulation or censorship. This study investigates the factors
influencing the intention to use cryptocurrency in India, focusing on the roles of trust, confidentiality, and risk
perception. Given the growing interest in digital currencies amid regulatory ambiguity, the research adopts a
quantitative approach using Partial Least Squares Structural Equation Modelling (PLS-SEM) to analyse responses
from 576 participants across Tier 1 Indian cities. The findings reveal that confidentiality and trust significantly
impact the intention to adopt cryptocurrency, with risk perception emerging as the most influential determinant.
Moreowver, risk perception mediates the relationship between trust, confidentiality, and user intention. These results
highlight the psychological and contextual challenges surrounding cryptocurrency adoption in India and offer valuable
insights for policymakers, technology developers, and financial institutions seeking to foster safer and more inclusive
digital financial ecosystems. By mapping the magnitude and direction of each influencing factor, this research
illuminates the pathways through which trust and confidentiality, perceived risk, influence cryptocurrency adoption
intentions. The practical implications stress the importance of regulatory clarity, privacy safeguards, and user
education as strategies to bolster trust, curb risk perception, and facilitate broader cryptocurrency integration into
India’s financial landscape.
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INTRODUCTION

Cryptocurrency, a transformative technological innovation, has emerged as a significant disruptor in the
financial sector over the past decade(Alamaren et al., 2024). Built on blockchain technology,
cryptocurrencies have redefined the concept of digital transactions by offering decentralized, secure, and
anonymous methods of transferring and storing value. Bitcoin, the first cryptocurrency introduced in
2009, laid the foundation for a market that now includes thousands of digital currencies, with varying
purposes and functionalities(Singh, Sharma, Gupta, et al., 2024). This proliferation has been
accompanied by increasing global adoption, particularly in economies where traditional financial systems
face challenges in accessibility, transparency, or efficiency(Joseph et al., 2024). In India, cryptocurrencies
are steadily gaining traction as an alternative means of payment and investment, fuelled by the growing
penetration of digital technology and the financial inclusion drive across urban and rural areas(Kliestik
et al., 2024).

The rapid evolution of cryptocurrency markets has sparked interest from governments, financial
institutions, and researchers worldwide."The distributed architecture of cryptocurrency networks"
eliminates the need for intermediaries, thus reducing transaction costs and processing times(Lahmiri,
2024). Simultaneously, they offer anonymity and privacy in transactions, a feature that appeals to many
users concerned about data security in conventional banking systems. However, these benefits come with
challenges, including high volatility, regulatory uncertainty, and susceptibility to cyber fraud(Recsko and
Aranyossy, 2024a). The lack of legal recognition in some countries, including India, further compounds
the risks and hinders widespread acceptance. Consequently, understanding the factors that influence an
individual's intention to use cryptocurrency becomes critical for policymakers, financial stakeholders, and
technology developers aiming to harness the potential of this digital revolution(Heaton et al., 2024).
Trust is a pivotal element in the adoption of any financial innovation, and cryptocurrencies are no
exception(Singh, Sharma, and Gupta, 2024). Unlike traditional payment systems backed by government
guarantees or institutional trust, cryptocurrencies operate on peer-to-peer networks where trust is derived
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from technological protocols and user confidence(Abou Ali, 2024a). Many individuals remain sceptical
of the security and reliability of cryptocurrencies, particularly in regions like India, where financial literacy
varies significantly(M. Mishra et al., 2024). Concerns over the integrity of cryptocurrency exchanges, the
potential for fraud, and the robustness of security measures often deter users from adopting this
technology(Guo et al., 2024). At the same time, positive perceptions of trust can significantly influence
individuals’ willingness to experiment with cryptocurrencies, highlighting the importance of this
construct in understanding adoption behaviours(Rahman et al., 2024).

Confidentiality plays an important role in shaping user attitudes toward cryptocurrency. In an era where
concerns over data privacy are escalating, cryptocurrencies offer a sense of assurance through anonymity
and secure transactions(Au et al., 2024). Users who value the confidentiality of their financial activities
may be more inclined to use cryptocurrencies for payments and investments(Bouri et al., 2024). However,
this anonymity has also been associated with illicit activities, leading to negative perceptions among
certain segments of the population. In the Indian context, where digital payments have surged in recent
years, examining how confidentiality influences user intention can provide critical insights for designing
systems that balance privacy with regulatory compliance(Mladenovi€ et al., 2024).

Risk perception is another significant determinant of cryptocurrency adoption. Unlike traditional
payment systems or fiat currencies, cryptocurrencies are often perceived as inherently risky due to their
high volatility, vulnerability to cyberattacks, and lack of regulatory oversight(Aloosh and Li, 2024). For
example, the extreme price fluctuations of Bitcoin and other major cryptocurrencies often lead to
uncertainties regarding their value as a payment or investment tool(Inuduka et al., 2024). Additionally,
risks associated with digital wallets, such as hacking or loss of private keys, further exacerbate these
concerns. In India, where financial stability is a priority for most individuals, understanding the interplay
between risk perception and adoption intent is essential for developing effective strategies to mitigate
user apprehensions(Abou Ali, 2024b).

The intention to use cryptocurrencies is ultimately shaped by a combination of these factors—trust,
confidentiality, and risk perception. While global studies have highlighted their importance, there is a
scarcity of research specifically focusing on the Indian context(Allen, 2024). India presents a unique case
for cryptocurrency adoption due to its demographic diversity, rapid digital transformation, and evolving
regulatory landscape. In April 2018, the Reserve Bank of India (RBI) issued a circular directing regulated
financial institutions to cease providing services to cryptocurrency-related entities; this directive was
subsequently overturned by the Supreme Court in March 2020. Since then, the market has witnessed
significant growth, but ambiguity around legal frameworks and taxation policies continues to impact user
confidence. Moreover, cultural factors, socioeconomic disparities, and varying levels of technological
access create a complex environment for studying cryptocurrency adoption in the country(Campino and
Rodrigues, 2024).

This study addresses the pressing need to explore the factors influencing the intention to use
cryptocurrency payments in India, with a particular focus on trust, confidentiality, and risk
perceptions(Reyes, 2024). By examining these constructs, the research aims to provide a nuanced
understanding of the challenges and opportunities associated with cryptocurrency adoption(Abdelhamid
et al., 2024a). The findings of this study hold significant implications for various stakeholders, including
policymakers, financial institutions, and technology developers. Policymakers can benefit from insights
into user concerns and preferences, enabling them to design regulations that foster innovation while
ensuring consumer protection(Mutambik et al., 2024a). Financial institutions can leverage these findings
to develop user-centric services that enhance trust and mitigate risks. Technology developers, on the other
hand, can use the insights to improve the functionality and security of cryptocurrency platforms,
addressing user apprehensions and enhancing the overall adoption experience(Qin et al., 2025).

The significance of this study lies in its ability to bridge the gap between theoretical research and practical
applications in the cryptocurrency domain(Ge et al., 2025). While global studies have explored factors
influencing cryptocurrency adoption, there is limited literature focusing on emerging economies like
India, where cultural, economic, and regulatory contexts differ significantly from developed
markets(Adom-Dankwa et al., 2025). By contextualizing the research to India, this study contributes to
the growing body of knowledge on financial innovation in developing countries. Additionally, the
research provides valuable insights into the psychological and behavioural aspects of cryptocurrency
adoption, offering a holistic perspective that combines technological, financial, and human
dimensions(Pecis et al., 2025).
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The findings of this study can also inform broader discussions on the future of digital payments and the
transition toward cashless economies(Umar, 2025). With initiatives like the Digital India campaign, the
Indian government has been actively promoting digital payments as a means of fostering financial
inclusion and economic growth (Kamal and Bouri, 2025). Cryptocurrencies, despite their challenges,
have the potential to complement these efforts by providing a decentralized, secure, and efficient
alternative to traditional payment systems. Understanding the factors that drive or hinder their adoption
can help policymakers and industry stakeholders devise strategies that align with national goals while
addressing user concerns(Pishdar et al., 2025).

Furthermore, this study contributes to the ongoing discourse on the ethical and societal implications of
cryptocurrency adoption. While cryptocurrencies offer several advantages, such as financial inclusion and
reduced transaction costs, their association with illicit activities, environmental concerns related to
mining, and potential impact on monetary sovereignty cannot be ignored(Bajwa, 2025). By examining
user perceptions of trust, confidentiality, and risk, this research sheds light on how these ethical
considerations influence adoption behaviours and how they can be addressed through targeted
interventions(Rink, 2025).

REVIEW OF LITERATURE

The literature on cryptocurrency adoption has grown significantly in recent years, addressing various
factors that influence user behaviour. This review organizes existing research thematically, focusing on
trust, confidentiality, risk perceptions, and the intention to use cryptocurrency, providing a
comprehensive understanding of these constructs.

Trust in Cryptocurrencies

Trust is an important factor in the adoption of cryptocurrencies, as they operate on decentralized
networks without institutional backing(Pecis et al., 2025). Studies have highlighted that users' confidence
in the reliability, security, and transparency of cryptocurrency systems significantly influences their
willingness to adopt this technology(AlSokkar et al., 2024). The perceived benefits of blockchain
technology, such as immutability and decentralized control, enhance user trust. Features like robust
encryption, transparency in transaction recording, and decentralized consensus mechanisms are seen as
essential components that mitigate concerns about fraud and system reliability(Petzel and Sowerby,
2025).

Another dimension of trust pertains to the entities involved in cryptocurrency exchanges, including wallet
providers and trading platforms(Aassve et al., 2021). Users tend to assess these platforms based on their
reputation, security measures, and ease of use. Trust is also shaped by the belief that the cryptocurrency
system functions in the user’s best interest, offering enhanced privacy, reduced transaction costs, and the
promise of economic empowerment, particularly in regions where traditional financial systems are
underdeveloped (Abdelhamid et al., 2024a). However, scepticism persists due to incidents of hacking,
fraud, and the lack of government backing, which continue to be barriers to widespread trust(Kidron and

Vinarski Peretz, 2025).

Confidentiality and Privacy in Cryptocurrency Transactions

Confidentiality is often cited as one of the primary advantages of using cryptocurrencies(Liu and Ngai,
2022). The anonymity provided by blockchain technology appeals to users who value privacy in their
financial transactions(Mutambik et al., 2024b). Cryptocurrency systems enable peer-to-peer transactions
without requiring personal information, which is a key differentiator from traditional payment methods
that often involve third-party intermediaries(Hernandez Sanchez et al., 2024). This aspect has made
cryptocurrencies particularly attractive to users in regions where financial systems are prone to misuse of
personal data or surveillance(Akpan, 2024).

Despite these benefits, the perception of confidentiality varies among users. As per (AL-Omoush et al.,
2024)some view the anonymity offered by cryptocurrencies as a safeguard against fraud and identity theft,
others associate it with illicit activities, such as money laundering and tax evasion. (Al Reshaid et al.,
2024)he mentioned that concerns about transaction traceability have also been raised, as advanced
blockchain analytics can sometimes compromise the perceived anonymity of users. These mixed
perceptions underline the complexity of confidentiality as a factor influencing cryptocurrency adoption.

Risk Perceptions Associated with Cryptocurrency
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As per (Kazemiasl et al., 2025)the risks associated with cryptocurrencies significantly affect user adoption.
These risks can be broadly categorized into financial, technological, and regulatory concerns(Raiford et
al., 2014). Financial risks stem from the high volatility of cryptocurrency prices, which makes them less
predictable and stable compared to fiat currencies. This volatility has deterred many users from viewing
cryptocurrencies as reliable payment options or investment tools(Ruksana et al., 2024).

Technological risks include vulnerabilities in cryptocurrency systems, such as wallet hacking, phishing
attacks, and loss of private keys, which can result in irreversible financial losses(Kajol et al., 2025). The
decentralized nature of cryptocurrencies, while a strength, also contributes to these risks, as there is no
central authority to recover funds in case of theft or errors(Ah Mand, 2025).

Regulatory uncertainty is another key factor influencing risk perception. In many countries, including
India, the lack of clear legal frameworks for cryptocurrency users creates an environment of
ambiguity(Hadan et al., 2024b). Users are often concerned about the potential for sudden regulatory
changes, such as bans, restrictions, or punitive measures, which can disrupt their investments or
transactions. These risks collectively shape users’ hesitance toward adopting cryptocurrencies(Recsko and

Aranyossy, 2024b).

Intention to Use Cryptocurrencies

The intention to use cryptocurrencies is influenced by the interplay of trust, confidentiality, and risk
perceptions(Hadan et al., 2024a). Users who perceive cryptocurrencies as reliable, private, and secure are
more likely to incorporate them into their daily lives for transactions and investments. Studies have
shown that perceived utility also plays a significant role in shaping user intentions(MujaCevi¢, 2024). For
instance, cryptocurrencies are seen as valuable tools for cross-border payments due to their low
transaction costs and quick processing times.

As mentioned by (Pillai et al., 2024)ease of use and accessibility further influence the intention to adopt
cryptocurrencies. Platforms that offer user-friendly interfaces, clear instructions, and robust customer
support tend to attract more users. Additionally, social influences, such as recommendations from peers
or media coverage, also contribute to shaping attitudes toward cryptocurrency use(Wang et al., 2024).

However, the intention to use cryptocurrencies is often moderated by demographic and contextual
factors(El-Morshidy et al., 2024). Younger users, particularly those with higher technological literacy, are
generally more open to adopting cryptocurrencies. In contrast, older or less tech-savvy individuals may be
more cautious(Islam et al., 2024). In regions like India, socioeconomic conditions, cultural attitudes, and
the availability of digital infrastructure also play a role in determining user intentions(Abdelhamid et al.,
2024b).

The literature reveals that trust, confidentiality, and risk perceptions are interconnected constructs that
collectively shape the intention to use cryptocurrencies(Osakwe et al., 2024). While trust and
confidentiality act as enablers, risk perceptions serve as significant barriers to adoption. The balance
between these factors varies across user segments and contexts, highlighting the need for targeted
strategies to address user concerns(Almahendra et al., 2024).

The research on cryptocurrency adoption in India is still emerging, with limited studies addressing the
unique cultural, economic, and regulatory conditions of the country(Mnif et al., 2024). This gap
underscores the importance of exploring these constructs in the Indian context to develop a
comprehensive understanding of user behaviour. The findings from such research can inform the
development of policies and technologies that foster the safe and sustainable adoption of
cryptocurrencies in the region.

RESEARCH METHODOLOGY

This section delineates the study design along with the sampling strategy, sample size determination,
geographical area of study, questionnaire development, and data collection process, providing a
comprehensive overview of the methodology employed in the study.

Research Design
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A quantitative research approach is used in this study to explore the drivers behind individuals’ intentions
to use cryptocurrency payments in India. This approach is appropriate for testing hypotheses, identifying
relationships between variables, and obtaining measurable data through structured instruments. The
research is descriptive and cross-sectional, as data was collected at a single point in time to understand
trust, confidentiality, risk perceptions, and intentions to use cryptocurrencies.

Sampling Strategy

The sampling technique used for this study is purposive sampling. This non-probability method was
selected to target respondents who are likely to have relevant knowledge or experience with
cryptocurrency usage, such as individuals familiar with digital payment systems, technologically literate
users, or those actively engaged in online financial transactions. The focus on purposive sampling ensures
the inclusion of respondents whose input is pertinent to the research objectives.

Sample Size Determination

The minimum required sample size for this study was determined using Yamane’s (1967) simplified
formula for sample size calculation, which is appropriate when the total population size is known. The
formula accounts for the desired level of precision and assumes a 95% confidence level with a 5% margin
of error. Using this approach, the researchers estimated the number of respondents needed to achieve
statistically reliable results. Based on the estimated population of guests staying in luxury hotels within
the selected cities, the calculated minimum sample size was sufficient to represent the target population
accurately.

Based on the formula, the minimum sample size required was determined to be 478 respondents. To
account for potential non-responses or incomplete surveys, a total of 667 questionnaires were distributed.
Of these, 590 responses were collected, and after data cleaning, 576 valid responses were included in the
analysis. The final response rate was 86.38%, indicating a high level of participation.

Geographical Area of Study

The study was conducted in Tier 1 cities in India, including Delhi, Bangalore, Mumbai, Pune, Kolkata,
Jaipur, Ahmedabad, Chennai, and Chandigarh. These cities were selected due to their advanced digital
infrastructure, higher technological literacy, and widespread adoption of digital payment systems, making
them ideal for examining cryptocurrency-related perceptions and behaviours.

Scale Development

The research instrument was a structured questionnaire developed based on scales adopted from previous
validated studies in Table 1 to ensure reliability and validity. The questionnaire was divided into two
sections:

Section-1 Demographics: This section captured respondents’ personal and socio-economic information,
such as age, gender, education, occupation, and income.

Section-2 Trust, Confidentiality, Risk Perceptions, and Intentions to Use: This section includes
statements crafted to gauge key constructs—such as trust in cryptocurrencies, perceptions of
confidentiality, perceived risks, and intentions to adopt them as a payment method—using a standard 5-
point Likert scale ranging from “Strongly Disagree” (1) to “Strongly Agree” (5).

The clarity and structure of the questionnaire were ensured through a pre-test conducted with a small
sample of respondents to address any ambiguities and improve the overall design.

Table 1: Construct, Operational Definition and Items

Construct Code | Measurement Items Source
T1 [ trust cryptocurrencies to be reliable. (Mutambik et al.,
2024a)
T2 [ trust cryptocurrencies to be secure. (Mutambik et al,,
2024b)
T3 [ believe cryptocurrencies are trustworthy. (Abdelhamid et al.,
Trust
2024a)
T4 [ believe that cryptocurrency exchange systems
have robust security against cyber-attacks.
T5 I believe that cryptocurrency is a reliable and | (Abdelhamid et al.,
secure form of currency. 20244)
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T6 I believe that information related to | (Abdelhamid et al.,
cryptocurrency is sincere. 2024b)
T7 I believe in the honesty of people that use | (Abdelhamid et al.,
cryptocurrency. 2024b)
T8 I believe that cryptocurrency will act in my best | (Abdelhamid et al.,
interest. 2024b)
Cl1 Privacy is guaranteed in each virtual currency | (Wang et al., 2024)
transaction.
C2 I perceive cryptocurrency as an effective method | (Abdelhamid et al.,
for making payments for goods and services. 2024b)
C3 The functionality of wallets is reliable. (Wang et al., 2024)
C4 [ believe that electronic payments made with | (Wang et al., 2024)
) .. cryptocurrency are integral.
Confidentiality C5 I believe that Cryptocurrency's inherent security | (Sangari and
features reduce the risk of fraud. Mashatan, 2024)
C6 I believe that government backing enhances | (Sangari and
cryptocurrency’s security. Mashatan, 2024
C17 [ believe that using cryptocurrency allows me to | (Sangari and
maintain the confidentiality of my transactions. | Mashatan, 2024
Cc8 [ believe that cryptocurrency ensures the | (Sangari and
confidentiality of my personal information. Mashatan, 2024
RP 1 | Cryptocurrency usage can compromise my | (Bajwa, 2025)
personal information, making it a target for
fraud.
RP2 | If my private key is compromised,unauthorized | (Kazemiasl et al.,
parties can access my cryptocurrency wallet and | 2025)
initiate fraudulent transactions.
RP3 | Engaging with cryptocurrency carries the risk of | (Kazemiasl et al.,
Risk wallet breaches and potential loss of funds. 2025)
Perception RP4 | While using cryptocurrency, I am exposed to | (Kazemiasl et al.,
several forms of security fraud. 2025)
RP5 | Using crypto currency is risky. (Raiford et al., 2014)
RP6 | There is too much uncertainty associated with | (Bajwa, 2025)
the use of cryptocurrencies.
RP7 Compared with other currencies or investments, | (Bajwa, 2025)
cryptocurrencies are riskier.
RP8 | Cryptocurrencies are risky due to their high | (Bajwa, 2025)
volatility
[U1 | I intend to use cryptocurrency to make online | (Ruksana et al.,
purchases. 2024)
IU2 | I want to use the services where 1 can pay by | (Sergio and
cryptocurrency. Wedemeier, 2025)
IU 3 | I will always try to use cryptocurrency in my daily | (Dragan et al., 2025)
Intention To life.
use IU4 | I intend to use cryptocurrency as an alternative | (Dragan etal., 2025)
cryptocurrency means of doing electronic commerce.
IU5 | I predict that I will use cryptocurrencies for | (Dragan etal., 2025)
electronic commerce.
IU6 | I intend to save using cryptocurrency. (Dragan et al., 2025)
IU7 |1 plan to continue to use cryptocurrency | (Rocha et al., 2024)
frequently.
IU8 | I want to use cryptocurrency to pay for my use. | (Rocha et al., 2024)

Data Collection

The data for was collected through a survey using the finalized questionnaire. Respondents were
approached online and offline, ensuring diverse participation from the selected cities. A total of 667
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questionnaires were distributed, out of which 590 were returned. After removing incomplete or
inconsistent responses, 576 valid responses were included for analysis.

The robust response rate of 86.38% reflects the effectiveness of the survey distribution process and the
interest of respondents in the topic. The data collected provided valuable insights into the factors
influencing cryptocurrency adoption and were subjected to statistical analysis to achieve the research
objectives.

This methodological framework ensures the reliability, validity, and relevance of the findings,
contributing to the understanding of cryptocurrency adoption in Tier 1 cities of India.

Table 2: Demographic Profile of Respondent

Demographic variables Categories Frequency Percentage (%)
Male 302 50.1

Gender Female 301 49.9
18 Years -25 Years 36 6.0
26 Years -35 Years 172 28.5
36 Years -45 Years 194 32.2

Age 46 Years -55 Years 100 16.6
56 Years and above 101 16.7
High School 36 6

. Bachelor’s Degree 241 40.1

Educational -

Qualification Master’s Degree 254 42.3
Doctorate/ Ph D 70 11.6
Below 220,000 36 6
%20,001-340,000 222 36.9

Monthly Income %40,001-%60,000 133 22
%60,001-%80,000 105 17.5
80,001 and above 106 17.6
Student 36 6
Self Employed 160 26.5

Occupation Salaried Professional 183 30.5
Business Owner 188 31.3
Unemployed 35 5.7

Do you use or Yes

own a cryptocurrency? No

Table 3 presents the results of the measurement model assessment for all four latent constructs: Trust,
Confidentiality, Risk Perception, and Intention to Use Cryptocurrency. All items demonstrated
satisfactory outer loadings, with values exceeding the recommended threshold of 0.70, indicating strong
indicator reliability. For instance, the items under the Trust construct (T1-T7) had loadings ranging from
0.767 to 0.81, except for T8, which did not report a loading but showed acceptable multicollinearity
based on its VIF value.

The Composite Reliability (CR) values for all constructs were above 0.86, confirming internal
consistency. Specifically, Trust (CR = 0.921), Confidentiality (CR = 0.916), Risk Perception (CR = 0.868),
and Intention to Use Cryptocurrency (CR = 0.862) all surpassed the minimum threshold of 0.70,
indicating a high degree of reliability.

Furthermore, Average Variance Extracted (AVE) for each construct exceeded the recommended cutoff
of 0.50, with values ranging from 0.544 to 0.626, confirming convergent validity. The Cronbach’s alpha
values for all constructs also met the acceptable threshold, reinforcing the internal consistency of the
measurement items.
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Additionally, Variance Inflation Factor (VIF) values were used to assess multicollinearity. All VIF scores
were below 5.0, indicating that multicollinearity was not a concern in the model. Notably, items such as
T2 (VIF = 13.15) and T3 (VIF = 3.264) exhibited higher VIFs but remained within acceptable limits due
to model complexity and theoretical justification. Overall, these results confirm that the measurement
model demonstrates strong psychometric properties, allowing the study to proceed with the structural
model evaluation.

Table 3 Measurement Model

Item Outer Composite Cronbach
Construct Code Loadings Reliability AVE Alpha VIE
T1 0.793 2.956
T2 0.81 13.15
T3 0.793 3.264
T4 0.8 2917
Trust T5 0787 0.921 0.626 | 0.626 1837
T6 0.767 2.057
T7 0.789 2.216
T8 2.229
Cl 0.787 1.605
C2 0.803 1.742
C3 0.79 1.66
Confidentiality | C4 0.793 1.392
s 0702 0.916 0.578 | 0.578 2814
C6 0.724 3.137
C17 0.736 3.115
C8 0.743 1.546
RP1 0.772 2.221
RP2 0.785 2.25
Ris RF o015 *
Perception RPS5 0.743 0.868 0.56 | 0.56 5399
RP6 0.703 1.704
RP7 0.797 1.736
RP8 0.782 1.683
1U1 0.792 2.527
1U2 0.768 2.553
Intention To | IU3 0.736 2.511
use [U4 0.774 2.602
cryptocurrency | IU5 0.769 0.862 0.544 1 0544 2.489
[U6 0.784 2.321
[U7 0.771 2.523
[U8 0.778 2.956
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Figure 1 SEM Model

Figure 1 illustrates the Structural Equation Model (SEM) developed to assess the relationships among
the key constructs: Trust, Confidentiality, Risk Perception, and Intention to Use Cryptocurrency. The
model was evaluated using Partial Least Squares Structural Equation Modelling (PLS-SEM), which is
appropriate for predictive research and complex models involving latent variables (Hair et al., 2012). The
path coefficients shown in the figure represent the strength and direction of the hypothesized
relationships. All hypothesized paths in the model were found to be statistically significant (p < 0.05),
indicating strong empirical support for the theoretical framework. The standardized path coefficients
demonstrate that Risk Perception had the strongest direct influence on Intention to Use Cryptocurrency
(B = 0.708), followed by Confidentiality (B = 0.405), and Trust (8 = 0.114). Furthermore, Trust and
Confidentiality were also found to significantly influence Risk Perception, highlighting their indirect
effects on behavioural intention. The SEM model thus validates the hypothesized structure and confirms
the relevance of trust, confidentiality, and perceived risk in shaping cryptocurrency adoption intentions
in the Indian context.

Hypothesis Testing
Path Hypothesis sOa:rllg;::al fr?zzle csiziirili?:)i T statistics | P Result
O) ™) (STDEV) (|]O/STDEV]) | values

C~>1IU | H1 0.405 0.407 0.028 14.64 0 Accepted
T>1U | H2 0.114 0.114 0.03 3.834 0 Accepted
C->1U | H3 0.405 0.407 0.028 14.64 0 Accepted
C->RP | H4 0.572 0.574 0.032 18.11 0 Accepted
Fg > | HS 0.708 0.71 0.023 30.732 0 Accepred
T>1U | H6 0.114 0.114 0.03 3.834 0 Accepted
T->RP | H7 0.161 0.161 0.041 3.885 0 Accepted

The results of the structural model analysis, as presented in Table X, confirm that all hypothesized
relationships were statistically significant and thus supported. Confidentiality (C) was found to have a
strong and significant direct effect on Intention to Use Cryptocurrency (IU) (H1: B = 0.405, t = 14.64, p
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< 0.001), indicating that users who perceive higher confidentiality are more inclined to adopt
cryptocurrency. Similarly, Trust (T) had a positive influence on U (H2/H6: $ = 0.114, t = 3.834, p <
0.001), albeit with a comparatively lower effect size. Confidentiality also significantly impacted Risk
Perception (RP) (H4: B = 0.572, t = 18.11, p < 0.001), suggesting that a stronger sense of privacy reduces
perceived risk. Risk Perception, in turn, had the most substantial effect on IU (H5: 8 = 0.708, t = 30.73,
p < 0.001), indicating it as the most critical determinant of usage intention. Additionally, Trust
significantly influenced Risk Perception (H7: B = 0.161, t = 3.885, p < 0.001), highlighting its indirect
role in shaping user behaviour. All hypotheses were accepted, confirming the robustness of the proposed
model in explaining cryptocurrency adoption behaviour.

DISCUSSION

The data substantiate the hypothesis with robust empirical validation. for the theoretical model and
contribute to the understanding of how trust, confidentiality, and risk perception collectively influence
the intention to adopt cryptocurrency in the Indian context. The high impact of confidentiality suggests
that users place substantial value on privacy and anonymity in financial transactions, aligning with the
global perception of cryptocurrency as a secure and private payment medium. Trust, while important,
had a relatively smaller direct impact, which may reflect ongoing scepticism among Indian users due to
inconsistent regulations and negative media coverage. The dominant influence of risk perception
confirms that users are highly sensitive to perceived dangers such as price volatility, cybersecurity threats,
and legal ambiguity. These perceptions continue to shape resistance toward widespread adoption. The
indirect pathways also highlight that improving trust and confidentiality can help reduce perceived risk,
which in turn significantly increases user willingness to adopt cryptocurrency.

CONCLUSION

This study empirically establishes that risk perception, confidentiality, and trust are key determinants of
cryptocurrency adoption in India(N. Mishra et al., 2024). Among them, risk perception is the most
influential, acting as both a direct barrier and a mediator of other variables. Confidentiality emerged as
a significant positive predictor of both risk mitigation and adoption intention, suggesting that
technological features ensuring privacy should be prioritized. Although trust showed a smaller direct
effect, its role in reducing perceived risk highlights its strategic importance. These findings underscore
the complexity of cryptocurrency adoption, particularly in emerging markets where digital transformation
is progressing alongside regulatory uncertainty.

Implications of the Study

For Policymakers: The study highlights the urgent need for clear regulatory frameworks that reduce user
uncertainty and enhance trust in digital financial systems. Guidelines that balance privacy with
compliance can encourage safer adoption.

For Financial Institutions and FinTech Developers: Investment in technologies that strengthen
encryption, enhance wallet security, and protect user anonymity can boost user confidence and perceived
confidentiality.

For Marketers and Educators: Awareness campaigns and educational programs focused on
cryptocurrency use, security, and benefits can help reduce perceived risk and build trust, particularly
among older or less tech-savvy users.

For Researchers: The model offers a foundation for future studies in other developing economies or
under different regulatory environments, allowing comparative insights into the psychology of
cryptocurrency adoption.

Limitations

Notwithstanding its contributions, this study has certain limitations. First, the data were collected from
Tier 1 cities, which may not reflect the perceptions of users in rural or semi-urban areas with lower
technological access. Second, the use of purposive sampling may introduce selection bias, as the study
only included respondents already familiar with digital payments. Third, although the questionnaire was
pre-tested, self-reported data can still be subject to response bias or social desirability effects. Finally, this
research is cross-sectional in nature, capturing perceptions at a single point in time. Longitudinal studies
could offer deeper insights into how trust and risk perceptions evolve as the regulatory landscape and
market dynamics change.
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