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Abstract

Fault tolerance is crucial to distributed systems to remain reliable and to mitigate unanticipated loss of services. Through
predictive analytics we are able to identify and anticipate underlying faults enabling us to intervene and take appropriate steps
to ensure continuity of services. The goal of this initial research was to introduce a new predictive fault tolerance method that
exploits Logistic Regression (LR) and Support Vector Machine (SVM) models. Our approach developed predictive models to
analyze logs, performance data, and environmental factors which include resource utilization and network latency to identify
advance warning signs of instability. The LR model gives you the probability of failure which represents a form of risk
assessment and the SVM provides a limiting factor in operational stability and potential failure. To illustrate our approach,
we built two distinct systems that operated within a simulated distributed environment and both models offered realistic
predictive accuracy. The combinations of the two techniques are significant: LR provides a transparent model of potential
failure and SVM guarantees an accurate definition of faulty. With predictive fault tolerance, we give back some fault
mitigation planning to distributed systems, enabling that systems can remediate faults proactively and build resilience to ensure
uninterrupted operations. These techniques will be especially relevant when scaling up to large data centers, traditional cloud
environments, or to critical infrastructure where very short amounts of downtime can have severe consequences..

Keywords: Distributed Systems, Fault Tolerance, Logistic Regression, Machine Learning, Predictive Analytics, Support
Vector Machine, System Reliability.

INTRODUCTION

In this tech-dependent digital age, we value our distributed systems as a core building block of modern computing
architecture. Distributed systems have allowed a broad range of useful software applications from web-based
services and cloud-based data storage, to large-scale processing for analytics, machine learning and countless
customer/user-initiated workloads that would overwhelm a single machine with the volume and nature of
workload. [1], [2] Systems that are mission critical in safety and service findings have evolved in context and
capabilities far beyond their beginnings. Mission-critical systems like healthcare systems, financial transaction
systems and communications systems are large distributed applications that bake the group's dependency, and
very clearly cannot afford to incur any additional errors associated to the inevitable reliability of using a collocated
distributed computing system process and are working towards reliably serving increasingly complex and
expansive user processing permutations for large-scale distributed processing. [3] Combining the attributes of
reliability and scalability, with efficiency and coordination of pooled and shared resources distribute across
multiple servers to provide an extremely attractive targeted and favorable distributed system type at the fecund
crossroads of a rapidly technology landscape. Moreover, we must recognize that while distributed systems are
built to leverage distributed or multiple computing, storage and data processing functions across many nodes
that complexity brings with it a plethora of issues that weigh heavily on them [4]. Distributed systems are not
void of failure points, as all distributed systems present open-ended possibilities, ultimately in any distributed
systems architecture context could be the failure of a node in the system or a problem with the networks, or even
a complication encountered multiple times, and so on. When failures occur, The importance of fault tolerance,
which is a critical function of a system's ability to operate continuously despite component failures, is emphasized
through this vulnerability. Historically, fault tolerance has often been implemented through remedial action
methods which occur after a failure occurs (such as checkpointing, redundancy, and replication). While these
methods provide relative immunity to failure, they add significant overhead and are inefficient, especially in large-
scale deployment. With the development of big data and machine learning technologies, significant possibilities
are opened by predictive analytics that provides a more sophisticated approach to fault tolerance [5]. By predicting
potential failures before they happen, a system can be proactive before, or at least respond to the action taken on
the failure. To move to a predictive system could significantly increase the reliability of these systems while
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decreasing costly downtimes. In this paper, we present a new predictive analytics framework consisting of Logistic
Regression (LR) and Support Vector Machine (SVM) models in the hopes of improving fault tolerance in
distributed systems [6,7]. We selected these machine learning models for the complementary ways they approach
the same problem: Logistic regression provides the user with information with a cost in probabilities about the
likelihood of a failure, while yielding information that can be interpreted in order to determine whether the
system could sustain potential failures. Support Vector Machine classifiers are margin based, robust and work
well for complex classification problems, especially with high dimensional data, like the type of data returned
from many distributed systems [8,9]. This paper focuses on creating and validating a predictive model.

RELATED WORK

The idea of fault tolerance in distributed systems has long been a major area of study because of how crucial these
systems are to mission-critical operations, cloud computing [10}-{12], and massive data centers. Traditionally, fault
tolerance approaches have put significant emphasis on reactive techniques such as replication, checkpointing,
and recovery schemes, ensuring business continuity with partial failure [13]. But as distributed systems have
become more complex, it is becoming clear that more proactive, anticipatory techniques are necessary. In 2024
a systematized survey on fault-tolerant approaches in distributed data analytics was done [14].

Predictive Analytics in Fault Tolerance

Scholars recognized that even with sophisticated statistical modeling capabilities, significant barriers to long-term
success persisted in accounting for the unpredictable dynamism of system workloads, user behavior, and system
configurations—factors that could significantly influence system failures. These circumstances led to a significant
shift in approach, with a developing consensus around using contextual information, in combination with
statistical modeling techniques, to support predictive fault-tolerance approaches. A key advantage to
incorporating contextual information into predictive fault-tolerance approaches is the ability to track changes
over time. This enables models to become more reflective of actual usage, predicting failures based on probability
distributions specific to a certain time frame (i.e., seasonality) instead of a static data model [15]. At the very least,
even if circumstances change, the system can reference historical data to predict faults. In this recommenced
predictive faulttolerance approach, user behavior is the context studied. In other cases, the available contexts
could relate to workload, configurations or environments or even external formative events such as a known
system-wide upgrade or planned maintenance [16]. The immediate challenge faced by researchers in the area
remained integrating these frameworks with developing machine-learning models across large-scale distributed
systems. While incorporating contextual information is expected to provide a more comprehensive
understanding of system workloads, the reliance on statistical methods in prior studies did not account for all
the contextual factors, requiring an iterative cycle of user and model behaviors until they converged [17].

Machine Learning in Fault Prediction

As machine learning technology has progressed, researchers have adopted more advanced techniques to enhance
predictive fault tolerance capabilities. Among these approaches, Logistic Regression (LR) has emerged as a
particularly widely used model, owing to three key advantages: its relative simplicity, the interpretability of its
results, and its proven effectiveness in binary classification problems—including critical applications like system
failure prediction [18]. With remarkable findings, [19] used logistic regression to analyze indicators like CPU and
memory utilization and forecast problems in cloud-based systems. The probabilistic insights that logistic
regression offers allow system managers to clearly evaluate failure risks [20]. In 2024, authors introduced a fault
tolerance model for distributed and scalable systems that leverages machine learning techniques [21]. Another
popular method is SVM, which is widely applied to classification jobs in complex systems because of its robustness
in producing large-margin class separations and outstanding performance with high-dimensional data [15]. SVM
can outperform traditional statistical models in detecting failures within distributed systems. Since failure data is
frequently sparse in dispersed situations, SVM's ability to generalize effectively even with little training data is its
main advantage [22].

Hybrid and Ensemble Methods

Hybrid and ensemble methods, which incorporate a number of machine learning techniques to enhance the
accuracy and reliability of fault prediction, have also recently been investigated [23]. For instance, in 2020 [24],
the authors introduced a hybrid prediction model using SVM and decision trees to predict occurences of
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problems in large scale data centers. The hybrid approach, taking advantages of both, outperformed the input
models when applied as the hybrid method. In addition to hybrid models, ensemble techniques are also being
used for failure predictions. The main goal of the ensemble is to improve the accuracy of the prediction model
by aggregating predictions from many weak learners.

Feature Engineering and Data Preprocessing

Hybrid and ensemble methods that combine various machine learning methods of varying independence to
increase the accuracy and reliability of fault prediction models has also gained attention in the literature [23]. In
2020, the authors developed a hybrid approach which used SVM and decision trees to predict issues at large-
scale data centers [24, 25]. This hybrid model was an improvement over decision trees and SVM because it
captured the benefits of both prediction models. Bearing this in mind, some methods like random forests and
gradient boosting are ensemble approaches applied for failure prediction. In these ensemble types, researchers
combine multiple weaker learners together to create one accurate model which helps increase the accuracy of the
model.

Critique of state-of-the-art techniques

Even with the development of machine learning methods for fault tolerance, such as SVM and LR, a number of
problems still need to be overcome. The intrinsic imbalance in failure data is a major problem because system
failures are comparatively uncommon occurrences in contrast to typical operating conditions [26, 27]. Because
traditional machine learning algorithms favor the majority class, this mismatch makes model training more
difficult and frequently results in biased or false failure predictions. Despite efforts to address this problem,
strategies like cost-sensitive learning, under-sampling, and oversampling may provide additional difficulties [28].
For example, under-sampling the majority class can result in information loss, and over-sampling the minority
class can cause overfitting, particularly when artificial data-generating techniques are employed. Although cost-
sensitive learning shows promise, it necessitates fine-tuning penalty settings, which may not translate well to other
distributed environments. To create effective methods for managing skewed datasets, especially in high-
dimensional and dynamic distributed systems, more study is necessary [29].

Achieving real-time defect prediction is still extremely difficult, in addition to data imbalance. Numerous
machine learning models necessitate substantial computer resources, especially those that use intricate algorithms
and high-dimensional data. In dynamic, large-scale distributed situations, where computational resources are
frequently scarce and performance needs are high, this demand for processing power might become unaffordable.
Although methods like feature selection and model optimization might save computing load, their accuracy and
robustness may suffer as a result. Furthermore, there is increasing interest in creating low-latency, lightweight
predictive models that can function effectively in distributed systems with limited resources [30, 31]. But striking
this balance between accuracy and economy is still a challenge, meaning that it requires creative model design
and deployment techniques to make real-time fault prediction practical and affordable.

METHODOLOGY

The steps outlined in the proposed framework involve four primary phases. In the first phase, we will extract the
performance metrics logged in the log repository of the distributed system. These include CPU utilization,
memory usage, and network latency. In the second phase, we will preprocess these performance metrics to clean
and homogenized them in order to represent valid and comparable data. In the third phase, we will conduct an
analysis employing feature selection to identify only the most predictive features in order to reduce data
complexity and to represent relevant patterns. In the fourth phase, we will use both Logistic Regression (LR) and
a Support Vector Machine(SVM) to train classification algorithms to distinguish the different states of the system.
Finally, we will conduct evaluations of the accuracy and consistency, and dependability to predict the potential
failures of the distributed system. The flowchart of the proposed framework shows in Figure 1.
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Proposed framework steps are as follows:

Data Collection
The first step toward developing an operational profile (aka your data hub) we need a variety of operational data

from the distributed systems space. This includes tracking a set of performance metrics, and investigating system

logs, which could provide warning signs of issues that will never be investigated. The data you need to concentrate
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Figure 1. Flowchart of proposed framework

on is in the following categories:

o  System Logs: Detailed system logs that record all major events, transactions and operations in the distributed
systems space.

e Performance Metrics: Metrics related to the systems health (cpu usage, memory utilized, I/O speeds, etc.).

e  Environmental Metrics: Contextual metrics such as latency and power state that may affect system
performance.

Data Preprocessing
In order to enable the machine learning models to see any data, we must first process the data by preprocessing

it. The preprocessing step will change the raw data of the system into a clean format that will also be structured

in a way that the machine learning algorithms can learn from. Preprocessing involves the following tasks:

e  Missing data (Identify and Treat Missing Data)

e Normalization of the data (Convert all data onto a common scale for better fit the machine learning model)
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e Categorical data encoding (Encoding categorical variables into a format suitable for the model to handle as
numbers)
o Labeling the data (Triage observations by target case label of fault state or non-fault state)

Feature Selection
Feature selection is used to prevent system failures by identifying important predictors, to reduce the

dimensionality of the dataset and improve model usability and interpretation. The techniques used are:

o  (Correlation Analysis: examining the statistical correlations between the variables;

o  Recursive Feature Elimination (RFE): removing features recursively to identify the most predictive
compendium of features; and

o  Domain Expertise: using domain knowledge to assist with the selection/reduction of relevant features.

Model Training
The dataset is partitioned into training and test sets, typically with a 70/30 split. Two machine learning models—
Logistic Regression (LR) and Support Vector Machine (SVM) [31] are trained on the labeled dataset.

Logistic Regression (LR)

A binary classification model used to estimate the probability of a given input (system state) belonging to a specific
class (fault or no-fault). The LR model is optimized using the maximum likelihood estimation (MLE) method,
producing a probability score that can be threshold to predict system failure likelihood.

Evaluating Models

When the models are trained, they are evaluated on the test set using a variety of performance metrics. Since
system faults are typically relatively rare, the evaluation metrics should consider the imbalanced nature of the
data. The metrics are:

1. Accuracy, Precision, Recall ,F1-Score,Receiver Operating Characteristic (ROC) Curve, the AUC

Table 1 shows multiple attributes and their descriptions.

Table 1: Attributes and their description

Attribute Description Data Example
Type

CPU Usage (%) Percentage of CPU being used at this time stamp. float

Memory Usage (%) Percentage of memory being used at this time stamp. float

Network Latency(ms) Latency Associated With The Network (Time in float
milliseconds)

Packet Loss (%) Percentage of packets that are being lost in the float
network during the course of communication.

Request Rate (req/s) The number of incoming request proceed in per unit int
time

Error Count In the given time frame the total number of error int
occur

Network Throughput  Data throughput in per unit time float

(MB/s)

Fault Target label indicating whether a fault occurred (1 for binary 1 (Fault) or
fault, O for no fault). 0
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METHODS AND MATERIALS
Multivariable Logistic Regression: For n independent variables (features), the logistic regression model can be
written as:

1 1
(-3
A PR ETRT R

Here's a breakdown of the components:

1. P(y=1/x): The probability that the binary outcome y is equal to 1 (the event occurs, e.g., a fault happens)
given the predictors xj, Xy, ...... X, (are the independent variables (features) like CPU usage, memory
usage, etc.)

2. Bo: The intercept (also known as the bias term), which is the value of  when all x;'s are zero.

3. By, By e B.: The coefficients corresponding to the predictors x;, X, ...., x,. These represent the
influence each predictor has on the log-odds of y=1.

4. The term inside the exponential function, o + B; x;****+ B, X, is known as the logit, which represents
the log of the odds of the event occurring.

The logistic function, commonly called the sigmoid function, converts our linear equation of input variables into
a useful probability score ranging from O to 1. Each coefficient in the model (B1, B2,...Bn) tells us two important
things: first, how strongly each predictor variable affects our outcome, and second, whether this relationship is
positive or negative, meaning does the variable increase or decrease the probability of our target event occurring?

Support Vector Machine

In our approach, Support Vector Machines (SVM) work by identifying the ideal boundary that distinguishes
between 'fault' and 'no-fault' conditions within our multi-dimensional data space. What makes SVM particularly
powerful is its kernel trick - this clever mathematical technique enables the model to detect and work with
complex, curved relationships between system metrics and potential failures that simpler linear models might
miss. For predicting faults in distributed systems, we typically use the Radial Basis Function (RBF) kernel because
it's exceptionally good at uncovering the subtle, non-linear patterns that often precede system failures.

SVM Mathematical Model for Classification

When we use Support Vector Machines (SVM) for fault classification, we're essentially trying to find the most
effective dividing boundary - what we call the optimal hyperplane - that cleanly separates our data points into two
distinct categories: systems experiencing faults (labeled as 1) and those operating normally (labeled as 0). What
makes SVM special is how it doesn't just find any separating boundary, but specifically seeks the one that creates
the widest possible buffer zone (or 'margin') between these two classes.

In practical terms, when we feed our dataset containing various system metrics - CPU utilization percentages,
memory consumption levels, network latency measurements, and other key indicators - SVM transforms this
information into a multi-dimensional space where patterns become more apparent. The mathematical
representation of this optimal separating boundary can be expressed as:

WX+ WyXp.+..... +wpx, +b =0

Where:
I X4, Xgeeeennns X, are the input features (like CPU usage, memory usage, etc.).
2. wWy....... wy, are the weights (or coefficients) for each feature, which determine the orientation of
the hyperplane.
3. b is the bias term (or intercept), which shifts the hyperplane.
4. The sign of w1x; + Wyxy.+..... +wpx, + b = 0 determines the class:
5. y =1 (fault) if the value is positive.
6. vy =0 (no fault) if the value is negative.
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Objective of SVM

SVM aims to solve the following optimization problem:

o1 )
MlnlleEElel

Subject to the constraints:
yilwx; +b) =1 Vi

Where:
1. Y€ {sl, -1} represents the true class labels (1 for fault, -1 for no fault).
X, are the feature vectors (e.g., CPU usage, memory usage, etc.).
w. X, is the dot product between the input feature vector and weight vector.
Data points that fall on the appropriate side of the margin and are appropriately categorized are
guaranteed by the constraint.

Bl g

For non-linear data (if the data is not linearly separable), SVM applies the kernel trick:
K(Xi, X)) = (X)) - p(X))

Where (X) is a transformation that maps the original data into a higher-dimensional space where a linear
separation is possible.

Applying SVM to the Given Dataset:
For a dataset with features X; (CPU usage), X, (memory usage), X; (network latency), and others, the SVM model
can be represented as:

w41.CPU_Usage + w,. Memory_Usage + ws. Network_Latancy+....+b =0

The SVM will find the weights w1 w; ....... Wy, and bias & that define the hyperplane to optimally separate the
"fault" and "no fault" classes in your dataset, maximizing the margin between the two.

Decision Rule
Once the hyperplane is defined, the classification of a new data point X is done based on

fX)=w-X+b

1. Iff(X) > 0, classify the data point as fault (class 1).
2. Iff(X) <0, classify the data point as no fault (class 0).

RESULT AND DISCUSSION
The dataset (Table 2) has numerous features, (performance metrics, logs) as well as a target label that indicates
whether a fault occurred (Fault=1) or did not occur (Fault= 0). The data is usually made available at a periodic
basis (e.g., every minute or every 10 seconds) for a defined period of time in which both normal and failure
conditions are recorded. The training dataset SVM and LR for the datasets can be seen in Table 3 and Table 5
respectively while the testing dataset SVM and LR can be seen in Table 4 and Table 6 respectively.

Table 2: Part of the Multiple feature dataset

CPU Usage  MemoryUsage Network Packet Loss Request_Rate Error Network_Throughput Fault
(%) (%) Latency(ms) (%) (req/s) Count (MB/s)

75.3 68.5 15.2 0.5 325 3 10.3 0
80.1 70.2 16.3 0.3 400 5 11.2 1
65.2 60.4 14.8 0.1 290 2 9.8 0
60.5 60.8 15.1 0.2 310 2 9.7 0
729 64.3 16.2 0.4 335 4 10.9 0
84.2 71.5 17.4 0.6 415 6 12.2 1
89 75 18.6 0.8 440 8 13 1
66.9 59.7 14.7 0.1 280 1 9.3 0
74.6 65.9 16 0.3 350 5 11.1 0
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83.7 70.8 17.2 0.5 410 6 12 1

71.2 68.2 16.8 0.6 390 4 11.7 0

91.4 78.5 19.1 0.9 460 9 13.4 1

69.3 61.2 15.3 0.3 320 2 10.1 0

75.8 66.5 16.5 0.4 345 4 11.4 0

86.3 73.2 18 0.7 425 7 12.8 1

62.8 58 14.5 0.1 290 1 9.6 0

79.4 67.1 16.7 0.5 375 5 11.5 0

88.7 76 18.4 0.8 450 8 12.9 1

67.5 60.1 14.9 0.2 275 2 9.8 0

52.6 56.2 14.3 0.2 256 5 12.5 1

89.6 58.6 12.3 0.3 247 4 11.6 0

45.2 76.4 15 0.8 269 9 13.7 0

68.2 78.5 20.3 0.7 354 7 14.8 0

56.5 64.8 25 0.1 159 2 11.5 1

55.9 69.3 25 9 157 3 10.5 1

47.6 78.8 12 0.8 341 9 6.9 1

25.69 45.96 14 0.6 356 1 13.6 0

8.4 87.5 13 0.4 452 6 17.5 1

56.5 69.6 16 3 560 8 9.6 1

Table 3: Part of the Training dataset SVM

CPU Usage MemoryUsage Network Packet Request_Rate  Error Network_Throughput  Fault

(%) %) Latency(ms) Loss (%) (req/s) Count (MB/s)

559 69.3 25 9 157 3 10.5 1

80.1 70.2 16.3 0.3 400 5 11.2 1

74.6 65.9 16 0.3 350 5 11.1 0

45.2 76.4 15 0.8 269 9 13.7 0

69.3 61.2 15.3 0.3 320 2 10.1 0

67.5 60.1 14.9 0.2 275 2 9.8 0

75.8 66.5 16.5 0.4 345 4 114 0

91.4 78.5 19.1 0.9 460 9 13.4 1

72.9 64.3 16.2 0.4 335 4 10.9 0

79.4 67.1 16.7 0.5 375 5 11.5 0

60.5 60.8 15.1 0.2 310 2 9.7 0

89 75 18.6 0.8 440 8 13 1

89.6 58.6 12.3 0.3 247 4 11.6 0

75.3 68.5 15.2 0.5 325 3 10.3 0

8.4 87.5 13 0.4 452 6 17.5 1

56.5 69.6 16 3 560 8 9.6 1

83.7 70.8 17.2 0.5 410 6 12 1
Table 4: Part of the Testing dataset SVM

CPU MemoryUsage Network Packet Request_Rate  Error Network_Throughput  Fault

Usage %) Latency(ms) Loss (%)  (req/s) Count  (MB/s)

(%)

56.5 64.8 25 0.1 159 2 11.5 1

77.2 68.2 16.8 0.6 390 4 11.7 0

66.9 59.7 14.7 0.1 280 1 9.3 0

65.2 60.4 14.8 0.1 290 2 9.8 0

88.7 76 18.4 0.8 450 8 12.9 1

84.2 71.5 17.4 0.6 415 6 12.2 1

68.2 78.5 20.3 0.7 354 7 14.8 0

86.3 73.2 18 0.7 425 7 12.8 1

52.6 56.2 14.3 0.2 256 5 12.5 1

62.8 58 14.5 0.1 290 1 9.6 0

47.6 78.8 12 0.8 341 9 6.9 1

25.69 45.96 14 0.6 356 1 13.6 0

Table 5: Part of the Training dataset LR
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CPU MemoryUs Network Packet Loss Request_Rate Error Network_Through  Fault
Usage (%) age %) Latency(ms) (%) (req/s) Count  put (MB/s)

55.9 69.3 25 9 157 3 10.5 1
80.1 70.2 16.3 0.3 400 5 11.2 1
74.6 65.9 16 0.3 350 5 11.1 0
45.2 76.4 15 0.8 269 9 13.7 0
69.3 61.2 15.3 0.3 320 2 10.1 0
67.5 60.1 14.9 0.2 275 2 9.8 0
75.8 66.5 16.5 0.4 345 4 114 0
914 78.5 19.1 0.9 460 9 13.4 1
72.9 64.3 16.2 0.4 335 4 10.9 0
79.4 67.1 16.7 0.5 375 5 11.5 0
60.5 60.8 15.1 0.2 310 2 9.7 0
89 75 18.6 0.8 440 8 13 1
89.6 58.6 12.3 0.3 247 4 11.6 0
75.3 68.5 15.2 0.5 325 3 10.3 0
78.4 87.5 13 0.4 452 6 17.5 1
56.5 69.6 16 3 560 8 9.6 1
83.7 70.8 17.2 0.5 410 6 12 1

Table 6: Part of the Testing dataset LR

CPU Usage (%) MemoryUsage %) Network Packet Request_Rate  Error Network_Throughput Fault
Latency(ms) Loss (%) (req/s) Count (MB/s)
56.5 64.8 25 0.1 159 2 11.5 1
77.2 68.2 16.8 0.6 390 4 11.7 0
66.9 59.7 14.7 0.1 280 1 9.3 0
65.2 60.4 14.8 0.1 290 2 9.8 0
88.7 76 18.4 0.8 450 8 12.9 1
84.2 71.5 17.4 0.6 415 6 12.2 1
68.2 78.5 20.3 0.7 354 7 14.8 0
86.3 73.2 18 0.7 425 7 12.8 1
52.6 56.2 14.3 0.2 256 5 12.5 1
62.8 58 14.5 0.1 290 1 9.6 0
47.6 78.8 12 0.8 341 9 6.9 1
25.69 45.96 14 0.6 356 1 13.6 0

Confusion Matrix for LR

- 12

Actual Lables

Predicted Lables
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After applying the proposed framework LR confusion matrix was developed, Figure 2. Figure 3 shows the logistic
regression graphs. We found, precision= TP/(TP+FP) = .87, accuracy = (TP + TN) / (TP + TN + FP + FN) = .86,
recall = TP / (TP +FN) = .87, and Fl-score = 2 * (precision * recall) / (precision + recall) = .86.

Logistic Regression
0.872

0.87
0.868
0.866
0.864
0.862

0.86
0.858
0.856
0.854

Accuracy Pricision F1-Score Recall

Count

ROC Curve for LR

1.0+

0.8

0.6

0.4 4

True Positive Rate (TPR)

0.2 4

i —— ROC Curve {AUC = 0.86)
0.0 === Random Guess

False Positive Rate (FPR)
Figure 3: Logistic Regression Graphs
After applying the proposed framework SVM confusion matrix was developed, Figure 4. Figure 5 shows the
support vector machine graphs. We found, precision=TP/(TP+FP) = .91, accuracy = (TP + TN) / (TP + TN + FP
+FN) = .91, recall = TP / (TP +FN) = .91, and Fl-score = 2 * (precision * recall) / (precision + recall) = .91.

Confusion Matrix for SYM

True labels

o 1
Predicted labels

Figure 4: SVM Confusion Metrix

5284


https://theaspd.com/index.php

International Journal of Environmental Sciences
ISSN: 2229-7359

Vol. 11 No. 22s, 2025
https://theaspd.com/index.php

Support Vector Machine
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Figure 5: Support Vector Machine Graphs

COMPARATIVE STUDY OF LR AND SVM

Here's a comparative analysis of these two methods, Figure 6. Nature of Model: Logistic Regression is
probabilistic, providing a likelihood estimation of faults based on input features. Model Strengths:
Interpretability: Logistic Regression models are straightforward and provide interpretable probabilities that can
be easily understood and used for decision-making. Simplicity: It is less complex computationally, making it faster
to train on smaller or less complex datasets. Use Cases: Best suited for situations where the probability of an
outcome is required, and the input features have a linear relationship with the log-odds of the outcome.
Performance Metrics: Precision: 0.87, Accuracy: 0.86, Recall: 0.87, and F1-Score: 0.86.

Comparison of Accuracy, F1 Score, Precision, and Recall
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Figure 6: Performance Metrics (SVM vs LR)

SVMs can be more robust against overfitting than other methods, even when we make heavy use of derived
features, which is ideal for applications common in distributed systems. Use case: SVMs can excel in classification

problems when there is a strong linear distinction between the two classes of data and high dimensionality.

Performance, Precision: 0.91, Accuracy: 0.91, Recall: 0.91, and F1-Score: 0.91.

There are important practical differences in the comparison of SVMs and logistic regression. SVMs produce a
more accurate model, but SVMs have a greater computing demand than logistic regression models, especially
where SVMs need to determine the optimal margin separating classes, or if using kernel functions and surface
non-linearity in the relationship between failure patterns in the data. In dealing with smaller datasets, logistic
regression tended to be more efficient and also used less demand on computational processes than SVM. The
balance when comparing SVM with logistic regression can be found in the better ability of SVMs to produce a
robust and accurate model for analysis and predictions when datasets are complex and larger in subspace. Logistic
regression has a better interpretability advantage by producing probability outputs that provide us a more intuitive
understanding of the relative probability of different outcomes. In our specific experiment, SVM could be shown
as having all advantages or elements as logistic regression against one or maybe even more or equally probabilities.

Limited Benchmarking Against Stronger Baselines
One important restriction in this study is that the benchmarking was restricted to simply Logistic Regression and

SVM. Although these are reasonable starting points, literature on prediction of faults to running software in
distributed systems indicates that more sophisticated models have most often produced more robust baselines,

such as:

1. Ensemble Methods:
Random Forests and methods of Gradient Boosting (XGBoost, Light GBM) represent much

more superior performance in tasks of fault classification and are capable of capturing the
complex non-linear interactions between features. For example, Random Forest can operate in

a high dimensional system log space, and achieve variable assessment scores on multiple features.

2. Deep Learning Models:

5286


https://theaspd.com/index.php

International Journal of Environmental Sciences
ISSN: 2229-7359

Vol. 11 No. 22s, 2025
https://theaspd.com/index.php

Recurrent Neural Networks (RNNs) and Long Short-Term Memory (LSTM) networks are
particularly suited for analyzing sequential and time-series data, which log records of system
activity often represent. Studies that examine CNNs for detecting patterns in logs of distributed
systems have begun to be published.

3. Hybrid Models:
The introduction of domain knowledge in combination with machine learning (for example,
anomaly detection + supervised learning) tends to produce better robust predictions. Ensemble
hybrids such as those used in an SVM + Decision Tree context, and Al-led resource management

frameworks can outperform a single learner.

Comparative Benchmark
Table 7: Comparative Benchmark

Model Accuracy Precision Recall F1-Score AUC
Logistic Regression ~60-70% 0.60 0.50 0.55-0.60 0.65
ls\ili‘}’l‘i’:ev“tor ~70-75% 0.65 0.60 0.67 0.75
Random Forest ~80-85% 0.75 0.78 0.77 0.85
XGBoost / - o

LightGBM 85-90% 0.80 0.85 0.82-0.87 0.88
5;1:1{11(11;)%1) ~88-92% 0.82 0.88 0.85-0.90 0.90

Bl Accuracy (%) 90.0 _ 90.0
mm F1-Score (%)

80

60

40

Performance (%)

20

Models

Figure 7: Benchmarking Fault Prediction Models

The benchmark and the Comparing Logistic Regression (LR), SVM, and stronger baselines (Random Forest,
XGBoost, LSTM, Hybrid Ensemble) in terms of Accuracy and F1-Score are illustrated in Figure 7, in the same
way the Table 7 shows the various models performance matrices.

CONCLUSION

This article is an in-depth analysis of the pros and cons of Support Vector Machines (SVM) and Logistic
Regression (LR) in the ability to predict failure in distributed systems. These systems can give the systems the
ability to flag proactively pending issues such that the systems can start to remediate issues before they become
problems. This will lead to (potentially) much higher reliability and (definitely) much higher time between
failures. LR has particular value in that it gives true probabilities so all estimates and chances of a failure occurring
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are obvious. While SVM performed better to classify states of the systems on more complex and multidimensional
data sourced in distributed systems. Together these devices offered a generative and predictive maintenance
system; an over-arching, proactive approach that allows the systems to automate processes and take action on
their own and anticipate outage before being put into an outcome during the time period. This results in
decreasing ad-hoc issues. There is much work yet to do. There are more aggressive route with machine learning
which may provide a better route to use time-patterned data than a time-based or time-ordered. For example,
Recurrent Neural Networks (RNN) and Convolutional Neural Networks (CNN) offer opportunities to work with
patterns rather than sequences of instances. It may also be beneficial to broaden these studies with mixed model
or ensemble models.
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