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Abstract:  Adversarial attacks have emerged as a critical challenge in the deployment of Artificial Intelligence (AI) 
systems. In this paper, we present an in-depth exploration of adversarial attack models, discussing the fundamental 
techniques used to manipulate machine learning (ML) models and the consequent vulnerabilities inherent in AI 
applications. We survey state-of-the-art attacks—including evasion, poisoning, and inference attacks—and present a 
taxonomy that categorizes these approaches based on attacker objectives and constraints. While our discussion focuses 
on the shortcomings of existing defence mechanisms as well as potential directions for future research, our experimental 
evaluation looks at how adversarial perturbations affect well-known neural network topologies. In light of changing 
adversarial tactics, the insights provided here are meant to guide the building of greater resilience AI systems. 
Keywords: Adversarial Attacks, Artificial Intelligence, Machine Learning Security, Threat Modelling, Deep Neural 
Networks. 

 
1. INTRODUCTION 
Numerous industries are experiencing significant shifts as a result of recent advancements in deep 
learning and artificial intelligence (AI). Rapid technical advancements brought forth by advances in 
algorithms and processing capacity have integrated these systems into numerous vital domains. Artificial 
Intelligence, for example, manages all aspect of autonomous driving, including obstacle detection and 
navigational decision-making, guaranteeing that cars can react instantly.  
Deep learning models are used in the healthcare industry to analyse patient data and medical imaging in 
order to support early diagnosis and individualized treatment regimens.  
While cybersecurity uses machine learning to recognize and address ever-evolving threats, finance depends 
on AI for algorithmic trading and fraud detection.  
These illustrations highlight AI's adaptability and revolutionary potential as well as its increasing 
pervasiveness in our day-to-day activities.  
But as our society grows more reliant on these automated judgments, we're beginning to notice that the 
systems put in place to maximize efficiency can be abused. AI vulnerabilities pose a tangible threat to the 
reliability and functionality of critical systems. Adversarial attacks, wherein attackers subtly manipulate 
input data, precipitate errors in AI decision-making, compromising safety in autonomous vehicles, 
medical diagnosis, and security systems. These events have far-reaching consequences, including 
catastrophic system failures that erode public trust in AI technology. The propensity for reliability issues 
in safety-critical domains underscores the need for robust defence strategies. In response, our research 
undertakes an exhaustive analysis of adversarial tactics with the aim of developing efficacious 
countermeasures. 
By scrutinizing their fundamental mechanics, we explore how and why these attacks’ function, 
demonstrating how little alterations can take supremacy of deep neural networks' linear tendencies and 
the high-dimensional environments in which they function. By doing this, we hope to shed light on the 
elements that ascendance AI models' hardiness and what makes them vulnerable.  In order to collocate 
this investigation, our work is separated into three main components. In-depth Analysis and Taxonomy, 
this evaluation of the literature is presented based on a thorough snooping of the existing models of 
adversarial attacks. 
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To fabric this exploration, our work is divided into three primary contributions: 
a. Eclectic Survey and Taxonomy: Based on an Eclectic survey of the current adversarial attack models, 

this literature review is documented. This effort includes categorizing attacks based on various criteria, 
such as the attack scenario (evasion vs. poisoning), the level of information the attacker possesses 
(white-box vs. black-box), and the goals of the adversary (targeted misclassification versus widespread 
degradation). In addition to mapping out assault techniques, this categorization system reveals hidden 
relationships between them.  By classifying methods in this way, we start to spot previously hidden 
trends, like the basic parallels between some evasion attempts and poisoning tactics. 

b. Experimental Framework: To bridge the gap between theory and practice, we created an experimental 
framework that stresses-tests state-of-the-art deep neural networks against real adversarial attacks.  By 
simulating different attack strategies, including FGSM and PGD, under controlled conditions, we 
precisely quantify the impact of small input perturbations on model performance (Mohammad 
Hossein Rohban et al., 2023) [13]. We quantify the exact amount of distortion needed to reverse 
predictions, track accuracy drops during an attack, and identify the architectures that fail the fastest, 
all of which highlight significant shortcomings in our approach.  For instance, we found that 
transformers can withstand twice as much disturbance as ResNet-50 models, which lose 60% accuracy 
with barely perceptible image noise (ε=0.03).  These physical measurements point to defects that 
theoretical analysis was unable to detect. 

1.1 Discussion of Defence Mechanisms and Future Guidelines:  
A summary of current defensive strategies against adversarial attacks concludes the section. We evaluate 
the three primary methods—adversarial training, defensive distillation, and input preprocessing—and talk 
about their advantages and disadvantages.  Each method's trade-offs between adaptability, computational 
cost, and resilience are revealed by a thorough analysis.  We suggest future research directions for creating 
more robust AI defences based on our findings.  Our results highlight the significance of adaptive 
defences that change as attackers become more sophisticated. 
2. Background and Related Work 
2.1 Fundamentals of Adversarial Attacks 
An Overview of Adversarial Attacks The intentional alteration of input data to introduce errors into a 
machine learning (ML) model is known as an adversarial assault. Adversarial attacks exploit AI 
vulnerabilities through carefully engineered input manipulations—not random noise. These targeted 
perturbations trick models by capitalizing on how they learn and generalize. For instance, altering just a 
handful of pixels in an image (changes invisible to humans) can make an AI confuse a stop sign for a 
speed limit. The Fast Gradient Sign Method (FGSM) weaponizes this by using the model's own loss 
function gradient to calculate the minimal distortion needed to force misclassification [2]. Its advanced 
cousin, Projected Gradient Descent (PGD), takes a more surgical approach: applying iterative micro-
adjustments that collectively push inputs into zones where the model's logic breaks down—all while staying 
hidden in plain sight [3]. Together, these techniques reveal a critical flaw in modern AI's foundations. 
Because many neural classifiers operate in high-dimensional spaces that exhibit a degree of linearity, even 
modest adjustments can accumulate into a significant deviation from the model's expected input, leading 
to drastic drops in performance. 
2.2 Survey of Attack Models 
The following are some general categories that researchers have identified into which adversarial attacks 
can be placed. 
2.2.1 Evasion Attacks 
During inference stage of the model, attackers subtly manipulate input data to trick the model into 
making mistakes, without modifying the model itself. (Gal Braun, Seffi Cohen & Lior Rokach et al.,2025) 
For example, even minor alterations to an image can cause an AI system to misclassify objects. These 
attacks lead to serious risks in safety-critical applications such as autonomous vehicles and security systems. 
In these systems reliability is paramount.[12] 
 
2.2.2 Poisoning Attacks 
Data poisoning is an attack that maliciously modifies training data in order to degrade the test 
performance of a machine learning model. Unlike evasion attacks (Biggio et al., 2013; Goodfellow, 
Shlens, & Szegedy, 2014; Szegedy et al., 2013) poisoning attacks manipulate the model by adding 
perturbed samples to the training set instead of manipulating model inputs at inference time. Here, 
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attackers inject crafted malicious data carefully into the training set. Over time, this "poisons" the learning 
process, gradually degrading the model's performance or introducing systematic biases. Eventually, it 
results a compromised model that behaves unpredictably when deployed.[11] 
2.2.3 Inference Attacks 
The adversary in these situations concentrates on obtaining private data from a trained model. The 
attacker can determine secret information or features of the training set by examining the model's outputs, 
occasionally in response to well-crafted queries. This is especially problematic when models have been 
trained on private or sensitive data [4]. 
3. Threat Model and Attack Taxonomy 
3.1 Assumptions and Attacker Capabilities 
The premises and attacker proficiencies that make up a clearly defined threat model serve as the 
cornerstone of every adversarial machine learning security study. By clearly defining an attacker's potential 
knowledge and capabilities, researchers can better anticipate threats and develop appropriate defences. 
Our framework considers attackers with varying levels of system knowledge. 
In the strongest attack scenario (white-box), adversaries possess complete information about the model's 
architecture, parameters, and training data. This comprehensive access enables precise gradient-based 
attacks that craft highly effective perturbations. At the opposite extreme (black-box), attackers operate 
with minimal system knowledge, relying solely on observable outputs like confidence scores or final 
classifications. (Yike Zhan, Baolin Zheng, Dongxin Liu, Boren Deng & Xu Yang et al.,2025) [11]. Our 
analysis examines the distinct challenges posed by both scenarios. 
We also constrain adversarial capabilities by limiting input modifications to small, mathematically 
bounded perturbations.  
Our method takes into consideration attackers with different degrees of insider knowledge.  In the worst 
"white-box" scenarios, hackers are fully aware of the architecture, training data, and internal parameters 
of the model. They can precisely determine how to alter inputs for maximum damage thanks to this 
insider knowledge. However, because they are blindfolded and only have access to the final outputs, like 
confidence scores, "black-box" attackers must probe systems through trial and error. We analyse both 
extremes because each poses unique threats.  In order to preserve realism, we also limit the extent to 
which attackers can modify inputs; only minor, carefully thought-out changes are allowed, avoiding 
obvious or unrealistic ones. 
Using an ϵ-ball under the ∞-norm, we restrict changes to subtle alterations that maintain proximity to the 
original input. While these modifications may appear insignificant to human observers, they can be 
sufficient to cross critical decision boundaries and induce model errors. 
 
3.2 Taxonomy of Adversarial Attacks 
For to understand and to evaluate the numerous adversarial strategies, it is useful to classify them 
according to a structured taxonomy. Our framework divides these attacks along three principal 
dimensions: 
3.2.1 Attacker Knowledge 
The degree of insight the attacker has into the target system forms a fundamental axis in the taxonomy. 
White-box attacks involve scenarios where the attacker has full access to the model’s inner workings, 
including its gradients, architecture, and weights. This can lead to very effective, precisely-calculated 
perturbations. 
Black-box attacks, on the other hand, occur when the attacker only has limited information, often only 
the input-output behaviour of the system. Here, the attacker might rely on probing the system with various 
inputs to infer its behaviour, resulting in a different set of strategies compared to white-box attacks. 
3.2.2 Temporal Aspects 
This dimension considers when the attack takes place in the life cycle of the model. 
Poisoning attacks occur during the training phase. In these attacks, an adversary deliberately injects 
malicious samples into the training data to corrupt the learning process, which can eventually lead to 
significant degradation in performance or biased behaviour. 
Evasion attacks occur post-training. To make the model misclassify without changing its learning process, 
the attacker modifies the input during deployment or inference. 
3.2.3 Objective 
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The goal Finally, we classify attacks according to their desired results using our taxonomy. Attacks known 
as targeted misclassification occur when the adversary tries to make the model give manipulated inputs a 
particular, inaccurate label. In situations such as misidentifying a stop sign for an autonomous car, where 
a specific misclassification has a large cost, this could be crucial. By generally decreasing model 
performance across a wide range of inputs, widespread deterioration seeks to impair overall reliability. 
The attacks may target the model's decision-making process in general rather than a specific target class 
in these situations. 
4. Proposed Adversarial Attack Framework 

 
4.1 METHODOLOGY 
In our experimental setup, we systematically evaluate the resilience of deep learning models by 
implementing several baseline adversarial attack techniques. Specifically, we employ methods such as the 
Fast Gradient Sign Method (FGSM) and Projected Gradient Descent (PGD). 
FGSM quickly computes small perturbations by taking the sign of the gradient of the loss function with 
respect to the input. This method shows how even a one-step adjustment can trick a classifier. 
By applying tiny perturbations iteratively and projecting the revised input back into a predetermined 
feasible set (usually confined by a ϵ ball), PGD expands on FGSM.  
In general, a more successful attack results from this iterative process. ResNets (Residual Networks) that 
facilitate the training of deeper models by utilizing shortcut connections. Our methodology enables 
precise manipulation of attack parameters within carefully regulated test conditions. Through systematic 
testing, we document how incremental changes to adversarial inputs influence classification outcomes. 
This rigorous process reveals several critical insights such as, 

1. The exact relationship between perturbation intensity and accuracy decline 
2. Threshold points where model performance deteriorates substantially 
3. Variations in vulnerability across different input types 

For example, in image classification tests, we observed that subtle modifications affecting less than 2% of 
critical image features could induce classification errors while remaining imperceptible to human 
evaluation. The strictly controlled testing protocol ensures these effects stem solely from the adversarial 
modifications rather than external variables. 
4.2 Implementation Details 
To ensure that our experiments can be reliably repeated and extended by other researchers, we have 
constructed our evaluation framework in Python using two of the most popular deep learning libraries 
such as TensorFlow and PyTorch. These platforms provide robust tools for model building, training, and 
evaluation, as well as optimized routines for image processing. 
Key Elements of Our Implementation Include 
1. Use of Public Datasets 
Models are trained on well-known, publicly available datasets. This choice ensures that our results are 
benchmarked against established standards and can be compared with previous studies in adversarial 
machine learning. 
2. Generation of Adversarial Samples 
We generate adversarial perturbations by enforcing different norm constraints (for example, restricting 
changes within an ϵ‑ball defined by the L∞ norm). This mimics real-world attack scenarios where 
alterations must be subtle enough to remain indistinguishable from the original data while still 
compromising model performance. 
3. Evaluation Metrics 
We assess the success of our adversarial attacks using metrics such as the fooling rate, which indicates the 
proportion of images for which the model’s prediction is altered by the attack and confidence scores that 
reveal how certain the model is in its (often incorrect) predictions under attack. These measurements 
offer a nuanced view of how adversarial noise affects not only accuracy but also the model’s internal 
prediction confidence. 
Together, these methodological and implementation details form the backbone of our experimental 
approach, enabling us to rigorously quantify the robustness of various deep learning architectures under 
adversarial conditions. 
5. Experimental Evaluation and Results 
5.1 Datasets and Metrics 
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Our experimental evaluation is built on the foundation of well-established benchmark datasets, including 
MNIST, CIFAR-10, and ImageNet. These datasets serve as standard testbeds in the machine learning 
community and offer varying levels of complexity. 
1. MNIST consists of handwritten digits and is a relatively simple dataset with grayscale images. It is 

widely used for initial experiments due to its low dimensionality and clear structure. Its simplicity 
allows us to rapidly prototype and understand the basic behaviour of adversarial attacks in a 
controlled setting. 

2. CIFAR-10 introduces more complexity with small colour images of various objects (such as airplanes, 
cars, birds, etc.). When working with a larger variety of visual features and a dataset that is more 
variable than MNIST, we can measure the effect of adversarial perturbations on models. 

3. ImageNet with a vast collection of diverse, high-resolution images covering thousands of classes, 
ImageNet exemplifies one of the most difficult benchmarks out there. ImageNet is one of the most 
bleak benchmarks available, with a cosmic collection of various high-resolution images spanning 
hundreds of classes. Due to its complexity, evaluating adversarial attacks on ImageNet provides 
important insights into the robustness of deep learning models in realistic, high-dimensional 
situations. To fully estimate the impact of adversarial perturbations on these models, we focus on 
several key metrics, such as 

5.1.1 Classification Accuracy 
This gauges how well the model assigns the proper label to each input. By comparing the baseline accuracy 
(without any perturbations) with the accuracy after adversarial noise is added, we can determine how 
susceptible a model is to these attacks. 
 
5.1.2 Latency of Inference 
Inference Latency The time it takes the model to process an input and provide a prediction is referred to 
as latency.  
The computational load may fluctuate under hostile circumstances as a result of more processing being 
needed or interruptions in the internal calculations of the model.  Any trade-offs between speed and 
resilience can be found by measuring latency, which is particularly important in time-sensitive applications 
like real-time surveillance or autonomous driving. 
5.1.3 Robustness Measure (Minimum Perturbation Required) 
A crucial aspect of our evaluation is determining the minimal amount of perturbation—often quantified 
by a norm metric (such as the L∞ norm)—necessary to alter the predicted class. This metric gives an idea 
of how resilient a model is. Interestingly, if a model needs a significant disturbance to change its 
prediction, it is said to be more resilient. In reality, we achieve this by progressively raising the 
perturbation magnitudes until the model's output varies, creating an adversarial sensitivity threshold. 
These datasets and indicators enable our evaluation framework to illustrate both the practical aspects of 
model performance, like latency under assault, as well as the accuracy loss resulting from adversarial cases. 
This thorough analysis provides a thorough baseline for evaluating defence tactics and aids in 
understanding the level of vulnerability across various model architectures. 
5.2 Performance Analysis 
Evaluation of Performance Preliminary results show that even minor perturbations can significantly 
reduce performance under limited perturbation norms, leading to a 30% decrease in accuracy. The tests 
show that models that have not been trained with adversarial defences are more susceptible to iterative 
assault techniques. 
 
6. CONCLUSION 
The mechanisms of adversarial attack models in AI, their effects on model performance, and the resulting 
security issues have all been thoroughly examined in this work. Our evaluation of current mitigation 
measures indicates that a strong, multi-layered defence structure is required to protect future uses of AI, 
while our experimental results highlight the vulnerability of current AI systems to modest adversary 
perturbations. As enemies continue to hone their tactics in an increasingly linked digital environment, 
further efforts in this field will be crucial. 
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