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Abstract 

The rapid growth of cloud computing has revolutionized data storage, offering significant benefits in terms 
of scalability and accessibility. However, these advantages come with critical security challenges, particularly 
in ensuring data confidentiality and access control. Ciphertext-Policy Attribute-Based Encryption (CP-ABE) 
has emerged as a promising solution to these challenges. This paper provides a comprehensive review of the 
key issues associated with CP-ABE in cloud storage, focusing on ciphertext size, multi-authority architecture, 
user revocation, and access policy hiding. Through an extensive literature review spanning studies from 2015 
to 2023, we identify current solutions and highlight their limitations. Our analysis reveals that while 
significant progress has been made in reducing ciphertext size and improving multi-authority systems, 
challenges remain in efficient user revocation and robust access policy hiding. Key results indicate that hybrid 
encryption techniques and dynamic policy updates are effective in addressing some of these issues. The 
implications of our findings suggest that future research should focus on enhancing these techniques and 
developing more integrated approaches to overcome the persistent challenges in CP-ABE, thereby improving 
the security and efficiency of cloud storage systems. 
Keywords: Access control, Ciphertext Policy Attribute based Encryption (CP-ABE), CP-ABE issues, Cloud 
Security, Cloud Storage. 
 
1. INTRODUCTION 
The Cloud computing paradigm has grown in popularity in both industry and academia since its 
inception. Cloud computing has many impressive characteristics, such as being economical, 
scalable, expedient, ubiquitous, on-demand access, and location-independent for shared 
resources [1–3]. As a result of these characteristics, the company has decided to move its business 
functions to the Cloud. Cloud computing allows computer resources to be delivered as IT 
services in a pay-as-you-go model that seeks to provide high availability, reliability, vast scalability, 
and data sharing at a very low cost.  
Cloud storage, a prominent service provided by cloud computing, enables users to outsource 
their data for storage or sharing. As indicated in works [4-5], the cloud services provider is 
responsible for managing the physical data and the equipment associated with cloud storage. 
Meanwhile, users retain a certain level of control over the virtual machines. However, this 
arrangement can pose a risk to data owners' privacy in terms of data storage, owing to the limited 
control they have over data security. 
In the Cloud storage, the privacy of data is very challenging to preserve and ensuring data 
availability while maintaining its security much more challenging to provide. The Cloud Service 
Provider (CSP) is often considered an untrusted entity that could potentially have malicious 
intentions towards data stored in the Cloud. A CSP might engage in malicious activities, either 
deliberately by charging for all data and removing unaccessed data following a usage analysis, or 
by maintaining fewer replicas than agreed upon. Additionally, there are instances where the CSP 
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might unintentionally overlook issues such as the creation of bad sectors on the disk or a hard 
disk crash, as noted in references [6-8]. All these activities may damage the security of the data. 
To counter these security challenges, various solutions like cloud data encryption, secure access 
management, and privacy-aware authentication have been developed [9-12]. These measures are 
crucial in ensuring ongoing research focuses on enhancing security in cloud storage, striking a 
balance between robust protection and efficient resource utilization. 
Therefore, this paper seeks to conduct a comprehensive examination of the critical issues related 
CP-ABE. The objective of conducting an in-depth analysis on existing schemes, focusing on 
attribute revocation, access policy obfuscation, ciphertext size, and multi-authority concerns, is 
to identify and analyse the current issues and areas of focus among researchers regarding the CP-
ABE scheme and to understand the solutions and developments proposed by existing works. The 
insights gained from this analysis are tailored to offer practitioners guidance in the wise selection 
and skilful implementation of security mechanisms, thereby ensuring optimal data security 
reinforcement in their organizational framework. Such a strategic approach is not only beneficial 
but essential for upholding the integrity and confidentiality of an organization's data in the 
complex cloud landscape. In conclusion, this paper advances the discourse on CP-ABE, providing 
nuanced understanding and actionable insights for both practitioners and researchers in the field 
of secure cloud computing.  
The rest of the paper is structured as follows. Section 2 discussed on CP-ABE while Section 3 
elaborated in the methodology. Section 4 presents detail CP-ABE issues. Section 4 concludes the 
study and includes recommendations for further work. 
 
2. Ciphertext Policy Attribute based Encryption in Cloud Storage 
There are several forms of Attribute-Based Encryption (ABE), with Key-Policy ABE (KP-ABE) and 
Ciphertext-Policy ABE (CP-ABE) being the most notable. KP-ABE, introduced in [13], is tailored 
for one-to-many communications. In this system, the encryptor labels each ciphertext with a set 
of attributes, and each private key is linked to an access structure that determines which 
ciphertexts it can decrypt. A user can decrypt and access the data if the attributes of the encrypted 
data align with the access control policy of their private key. On the other hand, CP-ABE, 
proposed in [14], presents an alternate approach. CP-ABE embeds the access control policy 
within the encrypted data itself, whereas the user's private key is defined by certain attributes. 
Here, users can decrypt and access the data if their attributes match the access policy of the 
encrypted data. 
This paper directs its focus towards CP-ABE over KP-ABE due to CP-ABE's considerable 
attention in practical applications, especially within cloud storage and data sharing 
environments, owing to its inherent adaptability. However, CP-ABE encounters challenges in 
meeting access control requirements that necessitate flexibility, efficiency, and the capability to 
accommodate diverse users, extensive datasets, and intricate security needs [15-16]. Table 1 
presents a summarization of CP-ABE in comparison to KP-ABE. 
 
Table 1. Summarization of CP-ABE with KP-ABE 

Parameters CP-ABE KP-ABE 
Access Control      Based on attributes of 

ciphertext 
Based on attributes of 
decryption key  

Encryption Policy   Associated with ciphertext  
 

Associated with 
decryption key        

Attribute Usage     Attributes associated with 
both data and users 
 

Attributes associated with 
data 
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Decryption Process Requires attributes 
matching the policy 
associated with ciphertext  

Requires attributes 
matching the policy 
associated with decryption 
key 
 

Scalability Suitable for scenarios with 
many data users  

Suitable for scenarios with 
many data policies  
 

Computational 
Overhead 

May involve higher 
computational overhead 
due to complex access 
control policies  

Involve lower 
computational overhead 
as access policies are 
associated with decryption 
key  

Ciphertext Policy Attribute-Based Encryption (CP-ABE) as shown in Figure 1 is an encryption 
scheme enhancing data confidentiality and controlling access to the cloud storage. It enables fine-
grained access by linking attributes to users and data, forming flexible policies for data access 
based on user attributes [17]. The data is encrypted under an access policy, allowing decryption 
only by users with matching attributes. This approach ensures that confidential data can be 
securely stored on untrusted servers [18-19]. 
 

 
Fig. 1 CP-ABE Architecture 
 
CP-ABE stands out from traditional encryption methods, especially in scenarios needing detailed 
access control. It integrates seamlessly with cloud services, offering precise and secure data 
protection policies. However, the complexity of CP-ABE's implementation and maintenance 
poses significant challenges [20]. Its attribute-based access control system requires meticulous 
design and management, which can increase vulnerability risks.  
Another major concern is CP-ABE's computational overhead. The encryption and decryption 
processes are resource-intensive, potentially affecting system performance, particularly in 
resource-limited environments or with large datasets [21]. Additionally, CP-ABE grapples with 
issues like privacy leakage in access policies, large ciphertext size, and policy revocation challenges. 
Despite these challenges, CP-ABE remains a critical tool in cloud security, and ongoing research 
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is directed at addressing its limitations to enhance its efficiency and real-world applicability. 
Researchers are actively exploring solutions to mitigate its complexity, computational overhead, 
and other operational challenges. 
 
3. METHODOLOGY 
In this study, the methodology outlined in Figure 2 is employed to critically analyze the CP-ABE 
scheme. The approach begins with a comprehensive search in bibliographic databases like ACM 
Digital Library, IEEE Digital Library, and Google Scholar using "cp-abe" as the primary keyword. 
Following this, a thorough examination of references within each publication was conducted to 
compile a comprehensive list of works related to the CP-ABE scheme. Any publications that did 
not specifically address issues in CP-ABE were subsequently excluded from the catalogue. 
Subsequently, publications are categorized based on specific CP-ABE issues, and each issue is 
analysed in depth, allowing for a thorough and structured exploration of the CP-ABE scheme's 
complexities. 
 

 
Fig. 2 Research Methodology 
 
4. Implementation Challenge of CP-ABE in Cloud Storage 
There are several issues in CP-ABE. These issues include revocation, multi-authority, ciphertext 
size, key size, traceability, and access policy hiding. To address these issues, various improvement 
solutions in CP-ABE have been proposed. Each of these proposed solutions has its own strengths 
and weaknesses. The strengths can be leveraged, while the weaknesses can be improved upon. 
The following subsection provides a more detailed explanation of the issues in CP-ABE. 
4.1. Size of Ciphertext 
In CP-ABE, the issue of large ciphertext sizes is of significant concern. In many existing CP-ABE 
schemes, the size of the ciphertexts grows with the number of attributes included in the access 
policy which stems from the use of a Boolean access policy. This results in larger ciphertexts, 
which in turn cause increased computational burdens and heightened security risks [22-23].  
The problem of large ciphertexts is not merely a matter of inconvenience or storage inefficiency. 
It has practical implications that need to be addressed. Firstly, large ciphertext sizes can impose a 
considerable computational burden on the system. The encryption and decryption processes 
become more time-consuming, requiring additional computational resources. This can hinder 
the efficiency and scalability of the CP-ABE scheme, especially when dealing with a large number 
of attributes and users.  
Moreover, the increased ciphertext size poses security risks. The transmission and storage of large 
ciphertexts require more bandwidth and storage space, potentially impacting the overall 
performance and cost-effectiveness of the system. Additionally, large ciphertexts may attract more 
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attention and scrutiny from adversaries, increasing the likelihood of attacks or attempts to exploit 
vulnerabilities.  
To mitigate these challenges, researchers have proposed various techniques to reduce ciphertext 
size or maintain a constant size. [24] introduced a lightweight and verifiable access control scheme 
applicable to achieve constant size of ciphertexts. This scheme aims to reduce the burden on end 
users by providing constant size ciphertext, thus addressing the challenges of computational 
complexity on resource-limited terminal devices. In addition, [25] adopted a compression 
technique in their scheme, which focuses on compressing the access policy in CP-ABE by 
leveraging the repetitive nature of attribute sets. However, the reduction in ciphertext size using 
this technique is limited due to the limited occurrence of repetitive data within the access policy. 
Another scheme proposed by [26] addressing the inefficiencies and limitations of previous 
threshold attribute-based encryption (ABE) schemes. The proposed scheme allows for flexible 
attribute selection and threshold values, making it practical for real-world applications. such as 
access control in Massively Multiplayer Online Games (MMOGs). However, the proposed 
scheme is designed specifically for threshold ABE, which may limit its applicability in other 
scenarios that require different access control mechanisms. 
Hence, addressing the issue of ciphertext size is crucial for the widespread adoption and practical 
implementation of CP-ABE. By reducing the size of ciphertexts, the overall efficiency of the 
system can be enhanced, enabling faster encryption and decryption operations and reducing 
resource consumption. Additionally, smaller ciphertexts contribute to improved data 
transmission and storage efficiency, making CP-ABE more suitable for real-world applications. 
4.2. Multi-Authority Architecture 
Multi-Authority refers to an architecture where multiple attribute authorities collaborate to 
manage and enforce access control policies. In this setup, each authority has the responsibility of 
issuing attributes and managing associated user access policies. Multi-Authority CP-ABE extends 
the capabilities of traditional CP-ABE by distributing the authority and management of attributes 
among multiple entities. For cloud systems, multi-authority is more practical and secure because 
it does not rely on a single authority. Nevertheless, there are several problems with multi-authority 
that researchers need to address. First, users may join or leave the system dynamically, requiring 
corresponding changes to their authorizations. Second, in practical applications, attributes may 
need to be added or revoked. The public parameters of the system depend on the attribute 
universe, which is fixed when the system is initialized. Multi-authority aims to increase efficiency 
and practicality compared to single-authority systems, which are more prone to failure. In multi-
authority, multiple authorities are enabled to oversee user attributes and distribute secret keys 
while being resilient to corruption among the authorities. Nonetheless, the effectiveness of the 
decryption process will diminish as the number of users increases. 
Several approaches have been developed to address the issue in multi-authority in CP-ABE. One 
notable approach is the threshold-based key generation approach (TKGA) proposed by [27], 
which aims to enhance security by preventing collusion attacks. [28] introduce a different 
approach that enables multiple authorities to manage key issuance for an exponential number of 
attributes without the need for prior specification, utilizing prime order bilinear groups.  
In contrast, the researchers in [29] focus on achieving attribute-based encryption with fast 
decryption in multi-authority systems. They implement this by leveraging fast decryption 
techniques and employing logical operations such as AND, OR, and threshold policies. 
Additionally, [30] introduces a decentralized multi-authority ciphertext-policy attribute-based 
encryption (DCP-ABE) scheme. This scheme enables any party to act as an authority by 
generating public and private keys for users based on their attributes. Both approaches 
significantly advance the development of multi-authority systems in attribute-based encryption, 
each offering unique features and contributions. Their research efforts aim to improve the 
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security, efficiency, and practicality of multi-authority ABE schemes, thereby supporting the 
implementation of secure and flexible access control mechanisms in cloud environments. 
4.3. Users Revocation 
Revocation is a crucial aspect of CP-ABE systems, involving the removal or revocation of access 
privileges or attributes granted to users. Attribute-based revocation allows for precise control over 
access privileges, ensuring that revoked users no longer have decryption capabilities for protected 
data. Revocation can be implemented through online or offline methods, with online revocation 
enabling real-time access revocation and offline revocation facilitating periodic updates. 
Techniques such as attribute revocation lists (ARLs), time-limited attributes, and threshold 
schemes have been proposed to ensure efficient and scalable revocation in CP-ABE. Efficient key 
update and distribution mechanisms are essential for reflecting attribute revocation in users' 
decryption keys while minimizing computational and communication overhead. Balancing 
security, efficiency, and system complexity, revocation in CP-ABE involves trade-offs that 
researchers continuously explore to enhance the effectiveness and efficiency of revocation 
mechanisms. 
In practical applications of CP-ABE, the challenge lies in revoking the secret key of a user who 
no longer possesses access privileges. Forward secrecy and collusion-resistance are two crucial 
security properties that follow user revocation. Achieving forward secrecy ensures that revoked 
users cannot decrypt any ciphertext. However, re-encrypting data for all revoked users can be 
impractical, especially in large companies with a vast amount of data. Additionally, updating 
encryption processes becomes complex when encryptors are unavailable during attribute and 
access policy updates. To address these challenges, researchers have proposed solutions. For 
example, [31] introduced CP-ABE with supporting Access Policy Update (CP-ABE-APU), which 
facilitates revocation and access policy updates.  [32] employed a dynamic binary tree instead of 
a static binary tree to enhance system scalability and address revocation challenges.  
Authors in [33] proposes a novel CP-ABE scheme that supports updatable capabilities while 
incorporating white-box traceability and traitor revocation. The scheme introduces a "fixed point" 
embedded within the user's secret key to enable traceability, and each user is assigned a unique 
identifier for revocation purposes. Additionally, the secret exponent used for message encryption 
is divided into two parts: one for the access policy and the other for the revocation list. This 
division allows for updating only a portion of the ciphertext components when the revocation 
list changes, simplifying the ciphertext update process. However, the use of the revocation list in 
this scheme have resulted in increased ciphertext size, posing potential challenges in terms of 
high storage costs.  
Authors [34] proposed a secure access control scheme for collaborative eHealth systems, aiming 
to enable the secure sharing of health data while ensuring immediate attribute/user revocation 
and achieving forward and backward security. The scheme employs an access structure based on 
ordered binary decision diagrams (OBDD) and associates user keys with user identities to realize 
these features. However, the proposed scheme faces feasibility challenges. The ciphertext and key 
sizes increase linearly with the number of attributes involved, which can be problematic in 
environments with numerous attributes but limited storage and network resources. Moreover, 
the computational efficiency of the scheme may experience a slight decrease depending on the 
size of the real health data being protected when implemented in real-world scenarios. 
Meanwhile, works by [35] proposed a CP-ABE scheme that incorporates revocation, white-box 
traceability, and the application of partially hidden policies. The scheme divides the ciphertext 
into two parts: one related to the access policy, encrypted using attribute values where only the 
attribute names are evident, and the other related to revocation information. The revocation 
information is updated when revocations occur and is generated through a binary tree associated 
with users. The leaf node value in the decryption key's binary tree is utilized for tracing malicious 
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users. While this scheme allows for the detection of malicious users, it is insufficient as the access 
policy is vulnerable to privacy leakage, and there is a possibility for the ciphertext size to increase 
significantly. 
In summary, all the studies have focused on attribute revocation schemes in user collision 
avoidance systems. These schemes incorporate concepts like white-box traceability, traitor 
revocation, and partially hidden policies. Their primary objective is to facilitate secure data 
sharing while ensuring traceability and revocation capabilities. However, some of these schemes 
encounter challenges such as increased ciphertext size and the potential for privacy leakage in 
access policies. Therefore, revocation in CP-ABE systems necessitates careful consideration of 
security, efficiency, and practical feasibility. Researchers continue to explore innovative 
approaches and optimizations to enhance revocation mechanisms, ultimately enabling the secure 
and efficient sharing of sensitive data across various domains. 
4.4. Access Policy Hiding 
The access policy defined for the encrypted message is often sent in unencrypted format in 
classical ABE. It allows unauthorized parties to get attribute details from the access policy and 
then disclose the information. As a result, numerous scholars [14][36][37] developed novel ABE 
systems. The authors introduce the CP-ABE in [36] which intends to manage data accessing over 
the Cloud via access policy. [37-38] also proposes CP-ABE as a way to improve the efficiency of 
data sharing between data owners and other consumers. It also allowed data owners to set an 
encryption data access policy, allowing only people who met the criteria to download and reveal 
the data. 
Works by [39] highlights that numerous proposed CP-ABE schemes have successfully met their 
objectives by facilitating efficient and secure data sharing. However, many of these frameworks 
have neglected the privacy concerns of data owners and users. For example, consider a scenario 
depicted in Figure 3 where a Data Owner encrypts a health record with an access policy A= 
((Affiliation: City Hospital AND Department: Respiratory) OR (SSN: 32154-6789 AND Status: 
Normal)), and the ciphertext is stored with the CSP. In this situation, anyone, including the CSP, 
can view the access policy and potentially infer that the user with Social Security number 321-54-
6789 may have a respiratory issue. This leads to a breach in the user's privacy, underscoring the 
importance of concealing the access policy. Therefore, it's crucial to implement an encryption 
strategy that not only secures the data during transmission but also completely obscures the 
details within the access policy. 
In CP-ABE scheme, the ciphertext is merged with an access policy and it will be outsourced to 
the Cloud. The access policy contain is an access formula which implemented using an access 
tree, generated by a set of Boolean formulas demonstrating attributes of a user. The access tree 
can consist of different types, such as AND gates and threshold gates, where non-leaf nodes are 
defined by threshold values. The owner transmits the access policy along with the ciphertext, and 
it is essential to hide the access formula in order to prevent unauthorized access and protect 
sensitive data. 
Previous CP-ABE schemes did not hide the access policy, allowing hackers to learn the access 
formula and attributes, leading to potential security breaches. To overcome this limitation, 
researchers have proposed new schemes that focus on hiding access policies. For example, [41] 
proposed a scheme where users keep the access policies with information in encrypted form, 
utilizing composite order bilinear groups. [42] expanded the technique using AND gates with 
wildcards to achieve hidden access policies. [43] presented a secure CP-ABE scheme using 
composite-order bilinear groups that hide the access policy. An effective and trustworthy CP-ABE 
scheme with hidden policies was introduced by [44]. By employing the dual system encryption 
methods, they make sure their plan is fully secure under the assumption of static data. This 
method maintains a small ciphertext size while supporting AND gates with negative, positive, 
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and wildcard access policies. In order to prevent receivers from the ciphertext, [45] suggested a 
searchable CP-ABE technique with attribute revocation and hidden access policy.  
In a separate study, [37] put forward a method for hidden access policy with fast decryption. Their 
approach involved transmitting the mapping function rather than the actual attribute value of 
the access policy. However, this decision to use the mapping function introduced a privacy 
vulnerability as it indirectly revealed information about the attribute value. Therefore, if the 
mapping function were to be exposed, it could be exploited by malicious individuals to 
reconstruct the access policy.   
Furthermore, the researchers implemented constant bilinear pairing to enable fast decryption. 
However, this scheme encountered a drawback in terms of high storage cost due to the increase 
in ciphertext size associated with the access policy. Researchers in [46] introduced a policy-hiding 
CP-ABE framework designed to offer a fine-grained data access control scheme suitable for cloud-
based IoT, featuring an expressive access policy with fully hidden attributes. Their approach 
utilizes a randomizable technique to ensure complete concealment of the access policy. 
Additionally, they developed a fuzzy attribute positioning mechanism using a garbled Bloom 
filter, aiding authorized recipients in efficiently locating their attributes and successfully 
decrypting the ciphertext. However, in their experiments, they primarily focused on simulating 
the encryption and decryption algorithms using four elliptic curves, without conducting an in-
depth performance analysis of the scheme. 
Conversely, reference [47] proposed an efficient policy-hiding attribute-based scheme integrated 
with keyword search functionality for Cloud-assisted IoT systems. This scheme, built on a prime 
order group, is both secure and practical for real-world implementation. However, it is important 
to note that this scheme is restricted to static data, limiting its applicability in dynamic 
environments. 
Recently, many researchers have proposed solutions to address the limitations of existing CP-
ABE schemes. For example, the authors in [48] introduced a multi-authority CP-ABE scheme 
(RMA-CPABE) designed to protect user privacy through access policy hiding. Specifically tailored 
for fog-enabled IoT environments, this scheme effectively handles user revocation and optimizes 
performance for resource-constrained devices. Instead of tying ciphertext size to the number of 
attributes, it relates it to the number of domain authorities, which significantly reduces ciphertext 
overhead. The model also supports attribute updates and outsourced decryption, thereby 
minimizing the computational burden on end-user devices. A key strength of RMA-CPABE is 
that it avoids the need for complex ciphertext updates during attribute revocation or addition—
an issue common in many existing schemes. It ensures secure access using constant-size user keys 
and is proven to be secure against Chosen-Ciphertext Attacks (CCA). Performance evaluations 
suggest it is well-suited for practical IoT applications. 
Similarly, works by [49][50] present advanced CP-ABE schemes aimed at enhancing secure data 
sharing in IoT environments, though they target different use cases. The FOC-PH-CP-ABE 
scheme is designed for Industrial IoT, where devices often have limited processing capabilities. 
It leverages fog computing to fully outsource encryption, and decryption processes and includes 
efficient mechanisms for both user and attribute revocation—without imposing significant 
overhead. The scheme also boasts strong security, formally proven under the q-BDHE 
assumption. In contrast, the scheme [49] is suited for more dynamic 5G-enabled IoT scenarios, 
where user groups frequently change. It employs the Chinese Remainder Theorem (CRT) for 
lightweight group key management, ensures policy hiding through attribute obfuscation, and 
incorporates collusion resistance by binding group and attribute keys. While FOC-PH-CP-ABE 
[50] is ideal for centralized, stable environments that require robust access control and 
performance efficiency, MGPH-ABE excels in flexible, fast-changing contexts. However, MGPH-
ABE’s reliance on cloud-edge collaboration may introduce latency or synchronization issues, 
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whereas FOC-PH-CP-ABE may struggle to scale in highly dynamic environments. Overall, each 
scheme presents a strong, context-specific solution for enhancing data security and access control 
in modern IoT ecosystems. 
 
5. CONCLUSION 
In conclusion, this research provides a comprehensive examination of Ciphertext Policy 
Attribute-Based Encryption (CP-ABE) in cloud storage. It identifies and analyzes key 
implementation challenges, such as attribute revocation, access policy obfuscation, ciphertext 
size, and multi-authority concerns. The study delves into these issues and areas of focus among 
CP-ABE researchers, elucidating the solutions and developments proposed by leading 
contributors in the field. The findings underscore the need for continuous improvement and 
innovation in CP-ABE to address evolving security demands in cloud storage, providing valuable 
insights for both academic researchers and industry practitioners. This paper contributes 
significantly to the field, advancing the understanding of secure cloud computing and offering 
practical insights for enhancing data security in cloud environments. 
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