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Abstract:

Skin diseases pose significant global health challenges, with artificial intelligence emerging as a revolutionary tool in
dermatological diagnostics. This paper provides a comprehensive analysis of machine learning approaches in skin
disease detection, focusing on traditional machine learning, deep learning, and transfer learning methodologies.
Traditional machine learning methods like Support Vector Machines (SVM) and Random Forests effectively process
structured clinical data and extracted features. In contrast, deep learning models, particularly Convolutional Neural
Networks (CNNs), excel at processing raw dermatological images. Transfer learning has proven especially powerful,
utilizing pre-trained models like ResNet, VGG, and Inception, which are initially trained on large datasets like
ImageNet and then finetuned for dermatological applications. This approach significantly reduces required training
data and development time while improving performance, with accuracy rates ranging from 50-100% .Current
research focuses on developing real-time Al models, multimodal analysis systems, and diagnostic tools. While these
technologies show promise for clinical decision-making support, challenges remain in data standardization, reducing
algorithmic biases, and ensuring consistent performance across diverse patient populations. The paper concludes by
addressing critical challenges and future divections in automated skin disease detection technology.
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1. INTRODUCTION:

The global burden of skin disease is an enormous health care challenge. Millions of people worldwide
are affected and clog up the healthcare system via labor-intensive diagnosis methods; Epidemiology
research of more recent origin gives an estimated 900 million individuals in 2017 alone have suffered
from skin condition, especially high in low-and middle-income countries not yet able to access
dermatologic knowledge [1]. Integrating artificial intelligence into dermatological diagnosis represents a
paradigm shift in dealing with those problems. It offers the opportunities of early detection, accurate
diagnosis and better patient outcomes both clinically and at home~A.L. plus humans make a team that
will not be easily put in error!ln the past decade, applications of machine learning in dermatology have
come a long way, progressing from simple statistical analysis to complex deep learning algorithms. Initial
attempts based on conventional machine learning methods yielded promising results in the structured
data inference, with 85% accuracy for melanoma classification using Support Vector Machines being
reported in one paper [2]. The arrival of deep learning then even transformed the industry by allowing
images to be processed directly without manual feature extraction, so as to wind down diagnosis and take
out that human bias in analytical cycle while simply from beginning to end the entire process is done by
machine. The use of transfer learning methods has been a real boon to the implementation and
development of Al- based dermatological diagnostic systems. Studies have shown that pretrained models,
when fine-tuned for skin disease classification, could achieve accuracy levels over 90% with relatively small
datasets comprising only 2000-3000 images [3]. This breakthrough is especially important in less common
skin diseases or rare disorders where establishing training data on a large scale poses the major problem.
It allows for the existence of strong diagnostic facilities even when only very few examples are available
for each condition.
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Recent breakthroughs in diagnosing Al- based in vivo have opened up new possibilities of point-of- care
application in dermatology. Recent research has found that sophisticated neural networks can be run on
smartphones. In this way, board-certified accuracy in dermatologist- level skin lesion detection may be
achieved through real-time analysis [4]. These developments are bringing in a future when high-quality
dermatologist expertise can be obtained and disseminated to more underprivileged communities through
simple smartphone screens, possibly affecting global healthcare delivery. Integration of multimodal
analysis systems is another important area of research for the Al-based dermatological diagnosis. At
leading research centers in some experiments, the combination of visual analysis with patient history data,
genetic data, and environmental conditions can improve diagnostic accuracy noticeably [5]. Multimodal
systems are seen to be 15 % more accurate than image-only analysis especially for the intricate cases with
multiple conditions happening simultaneously. Standardization of data acquisition and annotation have
become key factors in the pursuit of Al development in dermatology. Large, standardized databases such
as the International Skin Imaging Collaboration (ISIC) archive make tools available for model building
and validation [6]. Yet, difficulties remain in acquiring uniform image quality, uniform lighting
conditions, and representing all variations of human skin in these databases.Desire for understanding the
effect of algorithmic bias in Al dermatological diagnosis has been on the rise among researchers and
research shows that models perform widely different on different types of skin, with as much as 20%
difference in accuracy between dark and light hues [7]. There is more attention to creating diversified
training data and applying bias correction methods in model development workflows. Process validation
studies show that Al systems can complement dermatological practice without replacing human skill.
Studies conducted in several hospitals have found that diagnosis supported by Al can reduce diagnostics
time by up to 60% with maintained or improved accuracy levels [8]. This evolving scenario implies a new
ecosystem in which artificial intelligence-based decision-making tools will act as intelligent auxiliary
systems, setting up a working division of labor for dermatologists. They can focus on complex or difficult
cases, making treatment decisions that rely on human intuition. The economic implications of adoption
of Al in dermatologic practice have become the subject of considerable research. General estimates peg
the health care savings from widespread implementation of Al diagnostics at 30 to 40%. Efficiencies
gained and unproductive biopsies averted lower total healthcare expenditure [9]. But reservations persist
about costs involved in initial investment and subsequent maintenance.

The field of Al-based dermatologic diagnosis faces several challenges that must be surmounted if
widespread adoption and optimal clinical results are to be achieved [10]. These include the need for
robust validation studies across disparate populations, establishment of standardized performance
measures, and development of clear regulations that will apply to Al based medical devices. Several
international consortia now have investigations underway to meet these challenges, and initial results
look promising. Hence research into these problems makes three important contributions:

1. A comprehensive analysis of skin disease detection methodologies and evaluation of state-of-
the-art diagnostic systems for specific conditions

2. Identification of limitations in current automated detection approaches across different skin
disease types

3. Assessment of critical challenges requiring attention from future researchers

The paper structure encompasses six sections: Section 2 covers theoretical foundations and core
principles; Section 3 presents classification system taxonomy for automated detection; Section 4 analyses
state-of-the-art detection systems and their performance metrics; Section 5 addresses current challenges
and emerging threats; and Section 6 concludes with research findings and future implications in
automated skin disease detection technology.

2. THEORETICAL BACKGROUND:
The skin disease detection system is devised from top to bottom, as shown in this figure with its chart of
bleaching mechanics (Figure 1), and in actual dermoscopy images taken from around the world (Figure
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2).The entire framework of the detection system is shown in Figure 1. From input to ultimate diagnosis,
a series of step-by-step procedures leads you there. To be systematic, this process begins at the image-
acquisition stage. Then the architectural steps proceed through preprocessing, feature calculation, and
classification to achieve an efficient platform for precise disease detection of skin diseases.Its actual
implementation is then borne out through sample images of skin cancers within Figure 2: common inputs
to the detection process described in this article. The dermoscopic images capture different
representations of skin lesions, bringing visual information to readers' attention keenly. Variant modes
for manifestation are recorded through high-resolution images with these instruments which document
the look of lesions at different stages in illness progress. Figure 2 also shows that these images present
differing features which must be analyzed in close distinction if one wants to arrive at a correct diagnosis.
These are color, shape, and edge types; corresponding colors and shapes are plotted discreetly on each of
the three The Hand-drawn Pictures (1966) of Black and White Things hence cited by [73] and each
situated on its own section alongside those lower suburban parks already mentioned above according to
[12], these raw dermoscopic images are preprocessed for normalization, artifact removal, and sharpening
- that is, to make them more suitable for precise analysis. The feature extraction stage depicted in Figure
1 effects recognition of the major diagnostic indicators of these enhanced images among the sample
images in Figure 2, these constitute stem height quantification and border irregularity, color variegation
as well as diameter - all parameters fitting well with what conventionally becomes the ABCD-rule for
diagnosis in dermatology. These calculated features serve as input to a set of machine learning classifiers.
They use data sets of large size which have been pre- trained on many different kinds of skin disease
information in order to learn new patterns and thus can tell when any given spot or mark may well be
something worse than just another medical research indicated that this latest approach holds promise:
using comparable dermoscopic images from a variety of sources, it was possible to diagnose skin diseases
with an accuracy greater than 95% for some lesions [13].
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Figure 2. Sample skin cancer images as inputs
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2.1 Image preprocessing

Preprocessing, the base phase of designing an architectural skin disease classifier, makes sure that
dermoscopic images are set up properly for a good analysis. This is the main reason why preprocessing is
so important for medical images. Whether they be contaminated by noise and lighting deformation due
to the environment, or even stray hairs- all of these things can damage quality of the image and make it
hard to detect lesions more efficiently. Preprocessing adds more to the image. All those processes out here
not only make a higher-quality image, they can also improve lesion detection and help with feature
resilientcoordination. Pre-processing images was described as a mandatory step before further processing.
It has to be done carefully, or you'll risk losing valuable information and messing up more processes later!
Noise reduction types such as image enhancement methods, hair removal, and contrast adjustment must
be done. Color normalization gets put into this stage before going to the next stage of image processing.
Meanwhile those processes in advance increase the accuracy of diagnosis on one side. They make machine
learning algorithms operate at their best possible performance levels during disease classification for a
variety of different skin diseases at another and improve diagnostic ratings. Going forward, it was still
worth mentioning that: Pre-processing for any kind of medical image analysis in the field, the first major
step is noise reduction. Medical image noises can stem from any number of causes: out-of-focus
photography on slide films underwater; electrical faults or adjusted lights; all sorts of peculiar places.
Median filtering is a very useful method for removing salt-and-pepper noise in medical images. It can
retain the very best image quality without causing any unwanted changes to edges. The other approach
commonly taken is use a Gaussian filter. By doing so it smoothes out image detail, eliminates random
differences in pixel brightness between contiguous guys and brings up the pattern of these changes.

Hair removal is another necessary preprocessing step. Hair follicles can mask important points in
dermoscopic images or even cause misclassification as well as wrong feature extraction. It's also an
operation that has to be performed carefully so as not to lose the structure of lesions while erasing hair,
like old-school approaches of threshold-based segmentation will. A more advanced method is the Fast
Marching Method (FMM) for hair removal. Despite its name, this approach can augment skin texture in
the areas occupied intermittently by hair and preserve the structure of lesions image[13]. That way it
avoids any loss in diagnostic data and lets us be more precise about where where-between different
regions meets the mark, without pushing them apart too far-something which would have been
necessary for large changes at every iteration .

Dehazing of artifacts greatly enhances dermoscopic images so that models do not clutter brains with
irrelevant input. Contrast enhancement is also an essential preprocessing operation. The lesion comes
out more distinctly from the surrounding skin and is thus easy to distinguish from healthy areas. In
dermoscopic images the characteristics of lesions are harder to recognize; particularly smaller differences
are more difficult than large ones conclude cancer. Techniques for enhancing contrast such as histogram
equalization and adaptive contrast enhancement change levels of pixel intensity to increase the contrast
between image regions [14]. As a result, even a very slight textural difference of a lesion can be seen along
with the help from these methodologies for deep learning algorithms to classify objects in the field more
efficiently than ever before. Color normalization is introduced to reduce differences caused by varying
lighting conditions, as well as the blinding effects of light sources on digital cameras. Meanwhile it helps
overcome discrepancies in color handling among patients, from camera sensor variability and light sources
to skin color variations. Methods of color space transformation and lightness correction reduce such
differences so that different images have similar color profiles [15]. The benefit there is in making
diagnostic systems less sensitive to differences between races is that aggregation among people more
representative of world segments becomes easier to assemble.

The final effect of these pre-procedure treatments is that we are able to get high quality, standard
dermoscopy images which can serve as well prepared input for later segmentation and feature extraction.
This makes lesion detection more accurate and secure in the end. First, other treatments such as cell
extraction or laser soldering must be performed before vitiligo pigmentary relocation can take place [16].
In the end, all of these preprocessing steps make life a lot easier for the dermatological Al system and as
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a result ultimately enable it to identify and plan the treatment of various diseases of skin earlier on.

2.2 Image segmentation

Image segmentation plays a fundamental role in dermoscopic analysis by isolating regions of interest
(ROIs) that contain potential skin lesions. This step is essential for automating skin disease detection,
allowing for a more precise analysis of lesion characteristics such as shape, texture, and color. Various
segmentation techniques exist, each designed to extract meaningful features while addressing challenges
like noise, illumination variations, and overlapping skin structures. Traditional segmentation
approaches leverage color-based transformations, clustering algorithms, and thresholding techniques,
whereas more advanced methodologies incorporate morphological operations, edge detection, and deep
learning-based methods to refine lesion boundaries and improve segmentation accuracy [17].

One of the most common approaches to segmenting dermoscopic images is color-based segmentation,
which relies on the transformation of images into different color spaces such as RGB, HSV, and CIELAB.
These transformations enable the enhancement of lesion contrast relative to the surrounding healthy
skin, making it easier to distinguish lesion regions. The HSV color space is particularly useful in
dermatology because it separates chromatic components (hue and saturation) from intensity, allowing for
more robust segmentation in cases where lighting variations affect image quality. Studies have shown that
color-space transformations significantly enhance lesion visibility, particularly when combined with
clustering algorithms like K-means and fuzzy C-means clustering [18].

Clustering methods such as K'means and fuzzy Cmeans (FCM) are widely used for lesion segmentation.
K-means is a straightforward clustering approach that partitions an image into K clusters based on color
and intensity values. This method effectively groups pixels that share similar characteristics, thus
segmenting the lesion from the surrounding skin. However, a limitation of K-means is its hard clustering
nature, where each pixel is assigned to a single cluster. Fuzzy C-means, on the other hand, provides a more
flexible solution by allowing pixels to belong to multiple clusters with varying degrees of membership.
This technique is particularly advantageous in handling the gradual transition between lesion and non-
lesion areas, making it suitable for segmenting complex skin lesions with indistinct boundaries [19].
Thresholding techniques, such as Otsu's thresholding and bilevel thresholding, are widely employed to
create binary masks that separate lesions from background skin. Otsu's method automatically determines
an optimal threshold value based on histogram analysis, ensuring that lesion regions are effectively
distinguished from the surrounding skin. Bilevel thresholding follows a similar approach but focuses on
dividing pixels into two main categories: the foreground (lesion) and the background (healthy skin). These
methods are computationally efficient and well-suited for simple lesion structures, but they may struggle
with complex lesions that exhibit irregular edges or color variations [20].

To further enhance segmentation accuracy, morphological operations such as dilation, erosion, opening,
and closing are applied. These techniques help refine lesion boundaries, smooth rough edges, and
eliminate small artifacts that could interfere with classification. Dilation expands lesion boundaries to
connect broken regions, while erosion removes small noise elements from the segmented image. Opening
(a combination of erosion followed by dilation) helps eliminate small structures such as hair artifacts, and
closing (dilation followed by erosion) fills in gaps within lesion boundaries. These operations play a crucial
role in medical image processing by ensuring that segmentation outputs are clean and continuous [21].
For lesions with complex and irregular boundaries, edge detection methods such as Active Contour
Models (ACM) and Holistically-Nested Edge Detection (HED) are utilized. These techniques analyze
variations in intensity levels and gradient changes to delineate lesion edges accurately. ACM, also known
as snakes, is a contour-based method that iteratively adjusts the boundary of a lesion based on local
intensity gradients. This method is particularly useful for detecting subtle variations in lesion shape. HED,
a deep learning-based approach, enhances boundary detection by integrating multi-scale edge maps,
allowing for superior segmentation performance in challenging cases where lesions blend into the
surrounding skin [22].

Texture analysis is another crucial aspect of lesion segmentation, particularly in the case of dermoscopic
images where lesion texture can provide valuable diagnostic information. Methods such as Gray-Level
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Co-occurrence Matrix (GLCM) and Local Binary Patterns (LBP) analyze microstructural patterns within
lesions to enhance segmentation accuracy. These techniques help identify textural differences between
malignant and benign lesions, supporting early diagnosis. Texture-based segmentation is often combined
with deep learning models to further improve accuracy in real-world clinical applications [23].

Image Segmentation Workflow

Color-based

Preprocessed Imag - =  Segmented ROI

Clustering-based

Thresholding

Morphological

Figure 3. Block diagram of segmentation algorithm

2.3 Feature extraction:

In diagnosing skin disease, feature extraction is important for converting raw dermoscopic image data
into categorical data. After this conversion, the measurable parameters which are required by classification
algorithms can be achieved. The method uses a number of different algorithmic techniques to do this,
such as wavelet based and frequency domain analysis. Methods of algorithmic analysis like Discrete
Cosine Transform (DCT) and Fast Fourier Transform (FFT) are particularly helpful in capturing the
variations between different regions within a lesion as well as reducing noise backgroundd (24, 25]. The
approach also incorporates the ABCD rule, which is a set of clinical diagnostic criteria represented as
computational algorithms for computer-aided diagnosis rather than a set of scales to be used by human
raters [26]. Methods of texture analysis such as Gray-Level Co-occurrence Matrix(GLCM), Histogram of
Oriented Gradients(HOG), and Local Binary Patterns(LBP) provide a means to extract significant spatial
patterns from the complex structured surface of a lesion as well as to distinguish between different types
of lesions [27].

At a later stage, morphological feature extraction further distinguishes the analysis through considering
shape descriptions and edge characteristics as well as detecting blobs using parameters such as
compactness, eccentricity, and convexity [28]. Statistical analysis provides support for these methods by
providing quantitative measures such as mean, standard deviation, skewness and entropy which are
essential inputs in machine learning models [29]. In order to achieve maximum computational efficiency,
methods of dimensionality reduction like Principle Component Analysis(PCA) are utilized along with
algorithms such as Particle Swarm Optimization(PSO) and Genetic Algorithms(GA) that permit the
determination of those features most discriminative for classification without loss in performance. [30]
Such an integrative approach to feature extraction makes it possible for fully automatic systems to achieve
high reliability in the classification of skin diseases, including the distinction between malignant and
benign lesions.

1157



International Journal of Environmental Sciences
ISSN: 2229-7359

Vol. 11 No. 6, 2025
https://theaspd.com/index.php

| Feature Extraction Pipeline

Transform Features !
(DCT,_FET, Wayelets) :

- PCA Raduction Feature Vector |
i

Clinlcal Features
(ABCD. ABCOE)

’ Segmented Image

Texture Features
(GLCM, MOG. LDP)

Statistical Features

Figure 4. Block diagram of feature extraction pipeline

2.4 DiseaseClassification

Methods for machine learning(ML) have always been the principles of clinical diagnosis in dermatology--
now that there is data like never before, subjective methods are starting to give way before an assertively
objective, database-driven approach[31]. So, while artificial neural networks (ANNs) are at the root of
many machine learning methods for skin file evaluations, deeper learning architectures are now being
used in the form of convolutional neural networks (CNNs). These are mature examples and include
networks such as CaffeNet or VGGNet- which have long since left academia for practical use in industry
[33, 34]. These neural network models are also frequently supplemented with more traditional machine
learning classifiers; for example, Support Vector Machines (SVMs) to establish decision boundaries
between different types of dermatoses and k-Nearest Neighbour or J48-C4.5 decision tree methods to
produce interpretable classification models [32, 33]. Combination of all these different methods has
greatly improved the accuracy and reliability of diagnoses in dermatology-especially in differentiating
good from bad tumors.

A domain-specific approach also gives an extra measure of tolerance when judging the overall performance
of these classification pipelines. Here are examples. In frequency-based measures FFT (Fast Fourier
Transforms) have been applied to those designated by this chapter; as well, spatial patterns are detected
using convolutional methods [31, 32]. Ensembled-based methods along with distance classifiers such as
AdaBoost bring more robust predictive models and rule- based explainable models guarantee transparency
in clinical practice so everyone can see what you're doing [33]. ML methods with a unified front look set
likely to serve a rich set of purposes and patient types for various skin conditions for the future, with
future development anticipated (thus: seed) in a rough division between ex pdf MSH and turnaround
time at proficiency met limit point. The evolving approach to hybrid models which combine deep learning
with traditional classifiers may well lead in the near future to further polishing the accuracy of diagnostic
results in clinical work generally [31].

2.5 Performance Metric

The evaluation of skin disease classification systems relies heavily on fundamental accuracy metrics that
assess the system's ability to correctly identify both diseased and healthy cases. The primary accuracy
measure is calculated as

A - T+ N x 100% (1)
CCUTAY=TP T TN + FP + FN °

where TP (True Positive) represents correctly identified lesions, TN (True Negative) indicates correctly
classified healthy skin, FP (False Positive) denotes healthy skin misclassified as diseased, and FN (False
Negative) represents missed lesions [35]. This foundational metric is complemented by sensitivity (recall),
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TP

+FN
crucial in clinical applications, as sensitivity ensures minimal missed cases of disease, while specificity

helps avoid unnecessary medical interventions and patient anxiety [35].
The system's performance is further evaluated through precision metrics and advanced evaluation
techniques. Precision, calculated as

calculated as Recall = p— x 100% (2)and specificity, determined by. These metrics are

Precision = TP/(TP + FP) X 100%, (4)

works in conjunction with recall to produce the Fl-score, computed as 2 x (Precision x Recall)/(Precision
+ Recall). This comprehensive metric is particularly valuable for imbalanced datasets, providing a balanced
assessment of the classifier's accuracy. Additional advanced evaluation methods include the Area Under
the Receiver Operating Characteristic Curve (AUC-ROC) and the Matthews Correlation Coefficient
(MCC), which offer more robust performance measurements, especially in cases with uneven class
distributions [35].

Multi-classification skin disease detection scenarios demand specialized assessment methods, such as
macro-averaging and weighted averaging methods. These help in ensuring proper management of more
than one disease category while class imbalances are considered. Error analysis measures like the False
Discovery Rate (FDR = FP/(FP + TP)), False Omission Rate (FOR = FN/(FN + TN)), Miss Rate (1 -
Sensitivity), and Fall-Out Rate (1 - Specificity) give precise information about misclassification patterns.
Cohen's Kappa coefficient is another indicator of inter-rater reliability over and above random chance,
adding to a holistic realization of the system's dependability in health care environments [35]. These
measures fill each other's gaps to ensure an overall evaluation. While clarity is still the most commonly
cited measure for evaluation of classification system performance, measurements of sensitivity and
specificity are significantly more informative of disease detection potential as well as false alarm rate
accuracy is the gold standard munity employed. The preference for clarity as a comparison basis is most
notably due to its broad use in research literature - and consequently how well most people find it to
become engaged with practice through its huge significance to everything cross-disciplinary.

3. Classification of Skin Disease Detection System

In recent years, the methods of diagnosing skin diseases have developed multi-faceted methodologies
within different paradigms. This means that probability-based and edge detection algorithms
become indispensable methodologies. For example, the probability generation methodology performs
very favourably in diagnosing diseases [36], while Impetigo, a common bacterial infection, adopts edge-
based segmentation in boundary analysis for its lesions [37]. With the two above-mentioned models
combined, that is FFBPNN (Feedforward Backpropagation Neural Network) Hybrid Approach, it
maximizes the effectiveness of learning and characteristic extraction for skin diseases [38]. Techniques
such as Holistically- Nested Edge Detection (HED) feature extraction, combined with Gray-Level Co-
occurrence Matrix (GLCM) feature extraction and Support Vector Machine (SVM) classification, have
been shown effective for diseases like psoriasis and eczema [39]. More sophisticated diagnostic systems are
required in the case of complex dermatological disorders, and K-means clustering processes are quite
successful for problems such as Tinea Corporis due to fungal infection [40]. In the case of melanoma
detection, this has been fostered by sophisticated schemes such as Wilks' Lambda-based K-means
clustering combined with active contour modelling and so on

[41]; and especially for acne and heat rash knack is what is needed: methods as unique as Independent
Component Analysis (ICA) and fuzzy clustering combined with GLCM analysis [42]. These have been
instrumental in dealing with the high heterogeneity of lesion appearance in all sorts of skin diseases and
enabling accurate diagnosis. [43] Also, advanced learning methods including convolutional neural
networks (CNNs) and some such as VGG Net are applied more and substantially developed. The
contemporary model has transformed the skin disease classification. Traditional machine learning models
are intermixed with deep learning models in skin type model. Lastly, hyperspectral imaging methods have
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also partaken in the latest developments for searching for particular cases, especially with conditions like
Chinese- look-alike light cases. The fusion of these diverse methods has greatly increased the accuracy and
trustworthiness of diagnoses dermatological, allowing people to identify more easily different skin
conditions.Figure 5 shows different skin diseases and their diagnostic systems.
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Figure 5. Different skin diseases and their diagnostic systems.
4. Datasets for Machine Learning, Deep Learning, and Transfer Learning in

Dermatology

High-quality data sets provide the basis for developing automated diagnosis of skin diseases with neural
network (NN)-based classifiers. These comprehensive collections of labeled dermatological images can be
used for training deep learning models, and conventional machine learning models such as Decision
Trees (DT), Support Vector Machines (SVM), and Artificial Neural Networks (ANN) [46]. With the
diversity of dermatology, which includes such a wide range of skin diseases from ethnic differences to
various age groups and environments, it takes huge collections of disparate data to develop robust
machine-learning systems capable of correctly classifying diseases [47].

Significant dermatology collections have now been established for researchers, and some of the most
prominent are proceeding apace. The International Skin Imaging Collaboration (ISIC) Archive (48]
provides uniformly high-quality dermoscopy images for melanoma classification, and Fitzpatrick17k [49]
is designed to eliminate racial bias with broad representation of skin types. The PAD-UFES-20 dataset

1160



International Journal of Environmental Sciences
ISSN: 2229-7359

Vol. 11 No. 6, 2025
https://theaspd.com/index.php

[50] facilitates the study of both common and rare skin diseases; HAM 10000 [51] is designed for multi-
class classification of skin cancer. According to expert dermatologist criteria the Derm7pt data set [52]
further improves clinical decision- making as it involves metadata-driven images and embedded expert
dermatological judgment.

Deep learning (DL) and transfer learning (TL) have transformed the strategy of picking features from
complex dermatological images. Convolutional Neural Networks (CNNs) and Transformer based
architectures both show good ability in distinguishing between visually very similar but clinically quite
different dermatological conditions [53]. Well-established CNN models include DenseNet [54], VGG-16
[55], and MobileNet [56], while Vision Transformers (ViTs) [57] are superior in learning the long-range
relations in dermatological images. Transfer learning has become an influential method with pre-trained
architectures being adjusted in dermatology-related datasets. Major architectures are ResNet [58] for fine-
grained feature extraction, EfficientNet [59] for a balance of computational load and performance, and
Inception-v4 [60] for the extraction of multi-scale features. This is reinforced by task-specific datasets like
DermokFit [61], MedNode [62], and PH2 [63]. Other applications include MSK- IMPACT [64] for
molecular-level diagnosis of skin cancer and SD-198 [65], with 198 specific classes of medical conditions
affecting the skin. Combined with these sophisticated deep learning models, the addition of
heterogeneous datasets continues to transform automated dermatological diagnosis. In this way
tremendous strides have been taken toward the improvement of Al-based dermatology systems, which are
ever more accurate and make fewer errors that might lead to clinical use. The continual progress in this
field ensures that Al models for dermatology will effectively help medical staff to diagnose different skin
diseases. This eventually points toward earlier and more accurate treatment times for patients.

5. LITERATURE AND DISCUSSION
Table 1, 2 and 3 shows, machine learning techniques have evolved significantly across various
applications.

Table 1: Review of references using machine learning techniques

No. of |Accuracy/Se Shortcomin
Ref. [Dataset [Year Images [Diagnosed Diseases Classifier nsitivity/Spe |g s
c
ificity
Imbalanced
dataset;
[66] [ISIC 2021 10000  [Melanoma, Basal CellSVM 91.20% limited
Archive Carcinoma, Squamous Cell generalizatio
Carcinoma n ability
May struggle
with  noisy
HAM100 Melanoma, Benign, Basal Cell data and
[67] |00 2020 10000 |Carcinoma Random Forest 39.50% varying
lighting
conditions
Sensitivity: |Limited
PH2, Melanoma, Benign Lesions, Basall 90%, image
[68] |DermNet[2022 1500 Cell Carcinoma Decision Tree Specificity: |quality and
86% class
imbalance
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[69]

DermQu
est, 2020 8000 Psoriasis, Acne, Eczema,[XGBoost

DermIS Melanoma

89.20%

Inadequate
for rare skin
conditions
and noisy
data

[70]

Skin
Cancer 2021 2000 Melanoma, Benign Lesions Logistic Regression
IMNIST

88.40%

Limited
generalizatio
n on real
world
clinical
images

[71]

[SIC 2021 2500 Melanoma, Benign Nevus, BasalKNN
2019 Cell Carcinoma

85.60%

Struggles
with small or
low-
resolution
images

[72]

DermlIS [2023 5000 Eczema, Psoriasis, Melanoma SVM

90%

Performance
may reduce
for rare
conditions

(73]

FITZ 17k 2021 17000  [Skin Cancer, Benign Nevus, BasalSupport Vector|

Cell Carcinoma Machine

92%

Computatio
n ally]
intensive;
sensitive to
overfitting

[74]

[SIC 2021 3000 Melanoma, Benign Nevus Random Forest
2020

89.50%

May
underperfor
m with
noisy or|
unprocessed
data

[75]

PH2, Melanoma, Basal Cell
[SIC 2021 2000 Carcinoma, Squamous CellSVM

Carcinoma

94%

Limited datal
diversity and
reliance on
image
quality

[76]

Medical
[mages [2022 6000 Eczema, Psoriasis, Acne XGBoost
Database

88.90%

Struggles
with
underrepres
e nted skin
conditions

[77]

SKIN- Melanoma, Squamous  Cell
CT 2021 2500 Carcinoma, Benign Nevus Decision Tree

85.70%

Overfitting
due to small
dataset size
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[78]

Melanom
a Dataset

2022

1200

Melanoma, Benign Skin Lesions

Naive Bayes

84.20%

Limited
training
samples;
high
potential for
overfitting

[79]

DermQu

est

2023

4500

Eczema, Psoriasis, Benign and
Malignant Melanoma

SVM

90.10%

Difficulty
handling
images with
low
resolution or]
poor
segmentatio
n

80]

[SIC
2021

2022

3000

Melanoma, Nevus, Basal Cell
Carcinoma

Random Forest

88.30%

Limited
generalizatio
n to unseen
data

81]

DermoFi

2021

1800

Skin Cancer, Eczema, Psoriasis

Support
Machine

Vector|

86.50%

Model may
underperfor
m on highly,
diverse data

82]

DermoN

ode

2022

5000

\Acne, DPsoriasis, Melanoma,

Eczema

KNN

89.40%

Sensitive to
data
imbalance
and noisy
images

83]

ACD
Database

2023

2200

Basal Cell

\Acne, Melanoma,
Carcinoma

Logistic Regression

87%

Struggles
with
performance
on rare or
complex
cases

84]

DermlIS,
DermQu

est

2024

3500

Melanoma, Eczema, Psoriasis

Decision Tree

91.80%

Data
imbalance
may affect
classification

accuracy

(85]

[SIC
IArchive

2023

15000

Basal

Squamous

Melanoma,
Carcinoma,
Carcinoma

Cel

Cell

IRandom Forest

92.70%

[ssues with
dataset
diversity and
computatio
na |
requirement

S
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Can struggle
with
HAM100 imbalanced
[86] |00 2022 3000 Benign, Melanoma, Skin Lesions [Support Vector|93% datasets and
Machine class
overlaps
Limited
scope  for
Skin varied  skin
Cancer conditions
[87] MNIST (2020 2000 Melanoma, Benign Lesions KNN 35.80% and real-
world
application
Struggles
with  less-
[88] [SIC 2022 2500 Melanoma, Benign Nevus SVM 39.10% common
2021 diseases or
lesions
Vulnerabilit
PAD- y to noise
[89] |UFES-20 [2024 3000 Eczema, Acne, Psoriasis,[XGBoost 91.20% and
Melanoma inconsistent
data labeling
Can struggle
Medical with highly
[90] [mage 2021 4000 lAcne, Eczema, Psoriasis Random Forest 86% diverse
Database image
qualities
High
Fitzpatric Melanoma, Benign Lesions, Basall computatio
91] k 17k 2023 17000  [Cell Carcinoma Support Vector(94.50% na | cost for
Machine large
datasets
May
underperfor
Skin Melanoma, Benign, Squamous m with rare
[92] |Cancer [2022 1500 Cell Carcinoma Naive Bayes 85% skin
Data Set diseases and
small
datasets
Table 2: Review of references using deep learning techniques
No. of IAccurac
Image s v/Sensiti
Ref.  [Dataset Year Diagnosed Diseases  [Classifier vity/Spec [Shortcomings
ificity
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Melanoma, Basal Cell

ISIC Carcinoma, High computational cost,
(93] IArchive 2020 |10000 [Squamous Cell CNN 04.30%  [requires large datasets
Carcinoma
Melanoma, Benign Overfitting with small
[94] HAMI10000 [2021 {10000 [Nevus, Basal CellDeep CNN 96.10%  |datasets, performance on
Carcinoma rare lesions may decrease
PH2, Melanoma,  Benign Limited ability to generalize
[95] DermNet 2022 (1500 Lesions, Basal Cell  |[CNN 02.30% |across datasets
Carcinoma with different resolutions
DermQuest, Psoriasis, Acne, Limited by image noise and
[96] DermlS 2021 8000 Eczema, Melanoma  |[ResNet50 05.50% |inconsistent labeling
Skin Cancer Melanoma,  Benign Can struggle with|
[97] MNIST 2021 2000 Lesions EfficientNet  93.70%  |generalization to real-
world clinical images
Melanoma,  Benign Inconsistent performance
[98] ISIC 2019 2021 [2500 Nevus, Basal Cell VGG16 02.10%  with noisy or unsegmented
Carcinoma images
Eczema, Psoriasis, Requires large datasets for|
[99] DermlS 2023|5000 Melanoma DenseNet 94.20%  |proper model training and
evaluation
Skin Cancer, Benign| High computational
[100] |FITZ 17k 2021 [17000 [Nevus, Basal Cell [nceptionV3  96.40%  [resources and extended
Carcinoma training time
Melanoma,  Benign[Vision Vulnerability to noisy or
[101] [[SIC 2020 2021 [3000 Nevus Transformer  93.20%  |poorly segmented data
Melanoma, Basal Cell Model might underperform
Carcinoma, on low-resolution images or|
[102] [PH2,ISIC 2021 2000 Squamous Cell MobileNetV2 [91.80%  |noisy conditions
Carcinoma
Medical Eczema, Psoriasis, Struggles with imbalanced
[103]  |Images 2022 16000 Acne CNN-SVM 02.10%  |datasets and inconsistent
Database image quality
Melanoma, Squamous
Cell Carcinoma, High training cost and long
[104] [SKIN-CT 2021 2500 Benign ResNet101 94.90%  [training time
Nevus
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[105] Melanoma 2022 {1200 Melanoma, Benign  [DenseNet 03.40%  |Limited training samples
Dataset Skin Lesions for rare or small lesions
Eczema, Psoriasis, Model performance drops
[106] [DermQuest (2023 4500 Benign and [nceptionV4  [95.30%  |on small datasets with
Malignant Melanoma limited class samples
Melanoma,  Nevus,EfficientNetB O High resource demand and
[107] [ISIC 2021 2022 {3000 Basal Cell 93.60% |overfitting with
Carcinoma insufficient training data
Skin Cancer, Eczema, Performance might
[108] |DermoFit 2021 {1800 Psoriasis ResNet50 02.90%  |degrade for highly diverse
datasets
Acne, Psoriasis, Limited by class imbalance
[109] [DermoNode {2022 |5000 Melanoma, Eczema  [Deep CNN 01.70% land noisy or
low-quality images
Acne, Melanoma, Struggles with|
ACD Basal Cell Carcinoma generalization across varied
[110] |Database 2023 2200 VGG19 04.80%  [skin types and
image qualities
DermlS, Melanoma, Eczema,[Vision Challenges with rare
[111] |DermQuest 2024 3500 Psoriasis Transformer [94.60%  |conditions and noisy or
corrupted images
Melanoma, Basal Cell High computational cost,
[SIC Carcinoma, dataset imbalance remains
[112] |Archive 2023 |15000 [Squamous Cell ResNet50 05.80%  |an issue
Carcinoma
Benign, Melanoma, May struggle with small, rare
[113] [HAMI10000 2022 8000 Skin Lesions DenseNet 96.20%  |cases and noisy
datasets
Skin Cancer Melanoma,  Benign| High training demand and
[114] MNIST 2020 [2000 Lesions ResNet50 91.90%  struggles with complex skin
types
Melanoma,  Benign| Limited accuracy with rare
[115] [ISIC 2021 2022 [2500 Nevus VGG16 094.10%  [skin lesions and variable
image quality
[116] |PAD- 2024 3000 Eczema, Acne, EfficientNetV [96.30%  [Struggles with low-
UFES-20 Psoriasis, Melanoma |2 resolution data and
unbalanced datasets
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Medical Acne, Eczema, Sensitive to overfitting
[117]  |[Image 2021 4000 Psoriasis DenseNet 02.80%  with small or noisy datasets
Database
Fitzpatrick Melanoma,  Benign Requires massive datasets to
[118] |17k 2023 [17000 |[Lesions, Basal Cell ~ [MobileNetV2 [96.60% |avoid overfitting and
Carcinoma loss of generalization
Skin Cancer| Melanoma, Benign, Limited in  realworld
[119] [Data Set 2022|1500 Squamous Cell DenseNet 94.00%  japplicability due to dataset
Carcinoma size limitations

Table 3: Review of references using transfer learning techniques

IAccurac
No. of v/Sensiti
Ref. [Dataset Year [Images [Diagnosed Diseases Classifier vity/Spe  Shortcomings
cificity
Computationally
Melanoma, Basal Cell[ResNet50 expensive, requires
[120]  [SIC Archive (2020 |10000  [Carcinoma, Squamous|(Transfer 94.80%  [fine-tuning for
Cell Carcinoma Learning) optimal
performance
Melanoma, BenignVGG16 Overfitting on small
Nevus, Basal Cell(Transfer datasets and limited|
[121] |HAMI10000 2021 10000 [Carcinoma Learning) 96.00%  |model
generalization
Performance
IAcne, Eczema, Psoriasis,[EfficientNe sensitive to dataset]
[122] |DermNet 2022|5000 Melanoma tBO (TL) 95.30%  |imbalance and
noisy data
May struggle with
Eczema, Psoriasis, Acne,[DenseNetl non-standardized
[123] DermlS 2021 5000 Melanoma 21 (TL) 06.20%  |image quality and
data labeling
Requires substantial
Melanoma, Nevus, BasallnceptionV 3 fine-tuning and large
[124] [SIC 2020 2021 2500 Cell Carcinoma (TL) 03.70%  |datasets for
proper accuracy
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Melanoma,  SquamousResNet101 Data augmentation
[125] |PH2, ISIC 2021 2000 Cell Carcinoma, Benign |(TL) 94.40%  |needed to reduce
Lesions overfitting
High resource
Skin Cancer, Melanoma,[VGG19 (TL) consumption,  not]
[126] |FITZ 17k 2021 |17000  |Benign Nevus 07.20%  |suitable for small or
imbalanced datasets
Limited by datase]
Skin  Cancer Melanoma, Benign[ResNet50 size and low|
[127] [MNIST 2021 2000 Lesions (TL) 02.60% |variability in skin
lesion types
Overfitting with|
Melanoma, Benign| smaller datasets;
[128] [ISIC 2019 2021 2500 Nevus, Basal CellMobileNet  [93.90% |challenges with|
Carcinoma V2 (TL) underrepresented
classes
DermlS, Psoriasis, Acne,|[nceptionV 3 Difficulty handling
[129] DermQuest {2023  [5000 Melanoma, Eczema (TL) 06.10%  |noisy or ambiguous
data
Melanoma, Benign, BasallDenseNet2 Poor performance on|
[130] [PH2 2021  [2000 Cell Carcinoma 01 (TL) 94.30%  |rare or difficult
to-diagnose lesions
Melanoma, Nevus, BasallEfficientNe High computationall
[131] [SIC 2020 2022 3000 Cell Carcinoma tB3 (TL) 05.00%  |cost for fine-tuning
Melanoma,  Squamous Limited training data|
Cell Carcinoma, BenignResNet50 and challenges with|
[132] SKIN-CT 2021 2500 Nevus (TL) 03.80% |class
imbalance
Poor generalization|
Melanoma Melanoma, Benign SkinVGG16 (TL) to realworld data
[133] |Dataset 2022 (1200 Lesions 02.70%  |due to small dataset
size
Melanoma, Basal Cell Requires fine- tuning|
Carcinoma, Squamous|EfficientNe on specific datasets
[134] [SIC Archive 2023 15000 [Cell Carcinoma tV2 (TL) 97.50%  |to optimize
performance
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Skin Cancer, Benign DenseNetl [ssues with
[135] [|FITZ 17k 2024 (17000  Nevus, Basal Cell21 (TL) 06.80% |overfitting and
Carcinoma generalization to
diverse clinical
environments
Skin Cancer, Eczema,[ResNet50 Performance varies
[136] |DermoFit 2021 1800 Psoriasis (TL) 94.10% |based on  image
quality and noise
lAcne, Psoriasis,[VGG19 (TL) Challenges with
[137] |[DermoNode (2022 |5000 Melanoma, Eczema 02.30% |noisy datasets and
varied lesion types
Model training is
slow; requires
[138] |ACD 2023 2200 lAcne, Melanoma, BasalMobileNet [95.40%  |substantial
Database Cell Carcinoma V2 (TL) computational
resources
Relatively high
DermlS, Melanoma, Eczema,[EfficientNe computational  cost]
[139] |DermQuest (2024 |3500 Psoriasis tB7 (TL) 97.00% |and large memory
requirements
Medical Image Overfitting risks on|
Database ResNet152 small datasets;
[140] 2021 4000 IAcne, Eczema, Psoriasis  [(TL) 04.60%  |struggles with rare
conditions

100

85
2020

Figure 6: Comparison of Learning Approaches
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The comparison of learning approaches are shown in Figure 6. The area of skin disease classification
using machine learning has developed along two main avenues, each with its own strengths and
weaknesses. The first is direct image analysis of skin lesions, which provides real-time assessment but is
subject to a number of technical challenges. These include problems with image quality, environmental
noise, and the inherent similarity between various skin conditions that can make accurate diagnosis
difficult. Due to the importance of medical diagnostics and their influence on patient outcomes, these
shortcomings have encouraged researchers to seek more advanced solutions. To address these issues,
several neural network architectures have been developed as potent tools. Convolutional Neural
Networks (CNNs) have proven to be outstanding in differentiating between benign and malignant
lesions, albeit requiring considerable computational power and training time. Though Artificial Neural
Networks (ANNs) and Support Vector Machines (SVMs) perform best with big data, their performance
falters in small data scenarios. Interestingly, Naive Bayes (NB) algorithms have delivered consistent
performance for varying dataset sizes, and K-Nearest Neighbors (KNN) has been especially good to use
when using well-chosen features, even with its susceptibility to irrelevant data.

The second approach focuses on the examination of laboratory-prepared skin tissue samples. This
method, although more time-consuming because of biopsy needs and laboratory processing, tends to
provide greater diagnostic precision through the examination of particular tissue characteristics. The extra
time commitment is offset by the consistency of results, and it is worthwhile for cases where definitive
diagnosis is needed. Deep Learning has transformed the discipline by facilitating automated feature
extraction from unprocessed image data, without any manual processing. Although these approaches
have demonstrated improved performance over conventional methods, they still have challenges with
respect to computational complexity and training time. Transfer Learning became an answer to such
constraints with the use of pre-trained models such as ResNet, VGG, and EfficientNet that lower the
demands on large sets of labeled datasets and speed up training procedures. Latest advancements went
into hybrid frameworks where image-based classification is accompanied by pathological test reports. Such
a combined approach has been most notably useful in complicated cases, including arsenic-induced skin
diseases, where together the visual and pathological information readily increases diagnostic accuracy.
These hybrid systems hold much promise for future advancements in automated skin disease classification
as a more complete and trustworthy diagnostic device.

5.1 Challenges and Recent Threats in Skin Disease Detection

Automated skin disease detection is plagued with several technical problems that affect accuracy and
reliability in diagnosis. Inconsistencies in image quality, which depend on lighting levels, camera
equipment, and surrounding conditions, pose a serious problem to the effectiveness of detection.
Artifacts including hair, shadows, and reflections tend to interfere with the necessary characteristics of
the lesions, making it difficult to analyze them. Also, the heterogeneity of skin textures and colors across
the various populations creates a very difficult task of devising detection algorithms that will work
universally. Lesion variability when imaged with varying conditions is an additional confounding factor
on these issues. Furthermore, dynamic skin disease progression, as manifestations evolve with time,
provides one more twist for precise detection.

Lack of data and its imbalance pose enormous challenges to creating robust systems for detecting skin
disease. The scarcity of complete, annotated datasets for rare dermatological conditions discourages the
development of precise diagnosis models. Privacy and ethical considerations usually limit access to large
databases of medical images. The unequal distribution of data between various dermatological conditions
and population groups makes model training skewed. Data protection legislation and healthcare
regulations make image collection and sharing even more challenging in dermatology. The expense and
time involved in creating diverse, representative datasets present other challenges to researchers.
Technological infrastructure constraints still affect the efficacy of skin disease detection systems.
Computational demands to process high-resolution dermatological images tax available resources in most
healthcare environments. Real-time analysis functionality is frequently hindered by processing
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requirements and network constraints. The requirement for special hardware to execute advanced
detection algorithms raises implementation costs. Incompatibility issues with current health systems
become obstacles to mass adoption. Continuous technical support and resources are needed for
maintenance and upgrading of detection systems.

Clinical standardization and validation remain ongoing issues when it comes to automated detection of
skin diseases. The absence of standardized image acquisition and processing protocols impacts the
consistency of results across multiple sites. Differences in diagnostic criteria among clinicians make it
difficult to establish universal detection standards. The requirement for large-scale clinical trials to
prove detection systems hinders the introduction of new technologies. Various regulatory needs in
different regions add another obstacle to system deployment. Validation of automated detection systems
with conventional diagnostic techniques must be done with caution. Security threats have become a
significant issue in automated skin disease detection systems. The susceptibility of medical imaging
systems to cyberattacks is a threat to patient privacy and data integrity. Malicious alteration of detection
algorithms has the potential for causing misdiagnosis and compromising patient treatment. The
interconnecting nature of healthcare systems in modern times amplifies exposure to security attacks.
Guarding sensitive medical information calls for strong security precautions and real- time monitoring.
New security challenges exist with adversarial attacks on machine learning models. Ethical reasoning and
bias correction pose constant challenges in detecting skin diseases. The risk of algorithmic bias on
demographic grounds must be carefully addressed in system development. Facilitating fair access to
detection technology across populations is still a key challenge. The explainability and transparency of
detection algorithms pose critical ethical concerns. The trade-off between automation and human
judgment in diagnostic decision-making must be approached with caution. The effect of automated
systems on healthcare provider-patient relationships must be extensively examined.

Future issues in skin disease detection revolve around evolution and adaptation of technologies. The
requirement to constantly reconfigure detection systems to keep pace with new skin variations and
diseases poses ongoing challenges. Incorporation of advanced technologies such as artificial intelligence
and quantum computing adds complexity. The interplay between system complexity and real-world
usability demands careful attention. The training needs of healthcare professionals in using these systems
present implementation hurdles. The scalability and long-term sustainability of detection systems are
critical issues for long-term development.

6. CONCLUSION AND FUTURE SCOPE

The development of dermatological disease diagnosis systems has shown outstanding advancements
through the inclusion of new-age machine learning algorithms, advanced imaging devices, and complete
clinical data analysis. Current advancements have been able to overcome several long-standing issues such
as better accuracy for various skin types, better processing of degraded images, and improved management
of intricate lesion patterns. The use of hybrid techniques, where classical machine learning techniques
are integrated with deep networks, has been proved to enhance diagnostic precision while keeping
computational expense low. In addition, the use of multi-modal data analysis, such as visual and clinical
data, has made detection systems more robust and therefore more dependable in practice in the clinical
environment. Automated skin disease detection is a field with great prospects for continued growth.
Future advancements will likely be in the form of quantum computing applications for the acceleration
of complex dermatological data processing, improved edge computing capabilities for real-time diagnosis
in the field, and incorporation of explainable Al frameworks to give transparent diagnostic justification.
The development of federated learning methods may fundamentally change data sharing with patient
protection, allowing for the construction of more inclusive and diverse training datasets. Also, the
creation of adaptive learning systems that can continuously improve with real-world feedback might result
in more precise and customized diagnostic methods. These innovations, combined with enhanced mobile
imaging technology and healthcare resource democratization, portend a future where accurate detection
of skin disease becomes ever more available to global populations, possibly revolutionizing dermatological
care delivery.
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