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Abstract

The complexity of healthcare systems has posed a significant challenge globally, leading to an increase in morbidity and
mortality rates, particularly among elderly patients. The risk of data processing errors rises with the multiple connections
of edge devices in hospital environments. The quality of healthcare services has been greatly improved by the integration
of technologies like the Internet of Things (IoT), which is facilitated by fog and cloud computing. By tackling the
difficulties present in intricate healthcare systems, these developments increase the efficacy, dependability, and efficiency
of healthcare delivery. This study explores the difficulties posed by cloud and fog computing in intelligent healthcare
systems and suggests an ensemble-based learning strategy for edge device data segregation. The suggested approach
maximizes the layered architecture of edge devices for real-time data processing by utilizing a stacking-based ensemble
classifier. With an emphasis on enhancing Quality of Service (QoS), the algorithm's performance is assessed using the
FogSim simulator, taking into account variables like energy usage and mobility in healthcare settings. The findings
show that the suggested method improves system reliability and detection accuracy for intricate traffic nodes.
Keywords: Edge Computing, Layer Technology, Machine Learning, Ensemble Classifier, FogSim

1. INTRODUCTION

The impact of emerging communication technologies significantly enhances the services and utility of
healthcare systems. Technologies like fog computing, cloud computing, and the Internet of Things (IoT)
have set new benchmarks for real-time monitoring and management in healthcare[1]. These advancements
enable continuous monitoring of patients, facilitating timely interventions and personalized care[2]. The
integration of these technologies not only improves the quality of care but also enhances operational
efficiency, allowing healthcare providers to make data-driven decisions swiftly. As a result, the adoption of
these technologies is transforming the landscape of healthcare delivery, making it more responsive,
efficient, and accessible. Fog computing, in particular, plays a crucial role in this transformation by acting
as the backbone of edge computing(3]. While cloud computing provides centralized data storage and
processing, By bringing these capabilities closer to the sensors and medical devices that generate the data,
fog computing greatly lowers latency and makes it possible to process vital health data in real time. This is
especially important for telemedicine, emergency response, and remote monitoring applications. Fog
computing serves as a link between edge devices and the cloud, speeding up data processing and reducing
the strain on cloud infrastructure, improving the dependability and effectiveness of healthcare services [4].
This synergy between fog computing and other emerging technologies is pivotal in advancing the
capabilities of modern healthcare systems. Many [oT applications that don't need low latency or involve
critical scenarios are a good fit for cloud-based solutions. However, conventional cloud-based methods can
pose serious difficulties for applications involving patients with urgent medical needs, especially during
emergencies [5]. Serious repercussions could result from any interruption in network connectivity or
latency problems, possibly putting patients in critical conditions at risk. The limitations of cloud
computing are made clear in these situations since data transmission delays or interruptions may
jeopardise the standard of care and the promptness of medical interventions. For healthcare applications
that are sensitive to latency, fog computing offers a better substitute. Fog computing addresses the
inefficiencies frequently linked to cloud computing by processing, aggregating, and temporarily storing
sensor-generated data closer to the source, minimising round-trip delays and network congestion [6]. This
advantage is particularly crucial for e-health applications, such as remote ECG monitoring, where real-
time data communication is essential for continuous patient monitoring and timely decision-making. To
address issues of delay and security, a three-layer computing architecture—comprising Cloud, Fog, and
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Edge layers—has been proposed for remote health monitoring[7]. This hierarchical arrangement, inspired
by the concept of memory hierarchy in computer architecture, enhances performance by reducing access
latency. In this architecture, the edge layer handles initial decisions using machine learning algorithms,
prioritizing data transmission to alleviate congestion on NB-IoT base stations and minimize transmission
delays. The fog layer further processes the data with more detailed medical analysis, while long-term
computations and predictions are conducted at the cloud layer. Because fog devices have less processing
and storage capacity than cloud data centres, fog computing still has drawbacks despite its advantages,
especially when it comes to resource management for various loHT tasks. Fog computing is still a viable
option, though, for real-time medical applications where responsiveness and low latency are essential.
There are many obstacles to overcome when integrating various platforms in data-intensive processes,
especially when it comes to latency and fast data access. As the volume of data increases, the slow
processing of this data can lead to higher rates of delay, which in turn exacerbates issues like security
threats and inefficient resource utilization. These delays not only affect the overall performance of the
system but also compromise the integrity and security of the data being processed. The integration of edge
devices with fog computing infrastructures, which are designed to handle real-time data processing closer
to the source, must therefore prioritize minimizing latency to ensure seamless and secure operations.
Recent studies indicate that machine learning-based algorithms have been increasingly employed to
predict traffic patterns and mitigate security risks in the integration and processing of edge node data. To
address these challenges, this paper proposes an ensemble-based learning approach for data segregation
on edge devices, which significantly enhances the performance of fog computing(8,9]. The proposed
algorithm leverages the concept of stacking, where multiple models are combined to improve predictive
accuracy and efficiency. By using stacking, latency is decreased and system performance is improved by
speeding up the data transfer process from edge devices to fog servers. This method is a strong way to deal
with the complexity of data-intensive environments because it not only streamlines the data processing
workflow but also strengthens the security and dependability of the integrated platforms. Based on the
reported survey finds gap of research and motivated for the proposing ensemble-based algorithm for the
reduction of latency and improves processing of data speed on real-time mode.

1. Proposed novel algorithm based on stacking of ensemble classifier for layered architecture of edge
devices for fast processing of real-time data.

2. Stacking ensemble play role as intermediate data cluster between edge devices and fog computing
3. Reduces rate of latency of edge networks

4. Test proposed algorithms on different parameters of communication

The remainder of this article is structured as follows: Section II reviews related work, Section III outlines
the materials and methodology, Section IV presents the experimental analysis, and Section V concludes
the study.

2. RELATED WORK

The emerging technology of various platforms provides reliable and efficient services for smart healthcare
systems. However, the integration of these technologies faces challenges related to latency and data
security. Despite several approaches, the issue of latency persists. Recently, several authors have proposed
machine learning-based algorithms for fog computing in healthcare systems. In [1], the focus is on ML
models for COVID-19 detection, emphasizing accuracy and efficiency. It includes the classification of
severity levels and reducing decision time through Al, as well as the development of a cloud-based home
hospitalization system using loT, cloud computing, and fog computing. However, the study notes that
limited patient data necessitates further collection and examines predictive features using diverse methods.
In [2], a three-layer fog-computing architecture for healthcare-IoT is proposed, with a focus on real-time
applications using continuous glucose monitoring as a case study. The paper presents mathematical
models and resource models and highlights challenges in the existing loT-cloud model, emphasizing the
need for QoS improvement. In [3], a workload-aware dynamic resource allocation algorithm for IoHT
applications in fog computing is discussed. The algorithm focuses on optimal resource allocation for delay-
sensitive applications, with node sequencing and overhead-based dynamic scheduling implemented for
optimized task execution. In [4], the Fog Learner framework for disease prediction in healthcare is
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explored, examining the trade-off between accuracy and quality of service. A deep learning model for
cardiac disease prediction is evaluated on the PureEdgeSim simulator, considering energy consumption
and mobility in healthcare systems. In [5], remote monitoring for cost reduction and proper treatment is
addressed, with mutual authentication frameworks proposed using fog computing in healthcare. The
paper discusses security and privacy concerns in the current healthcare framework and proposes solutions
for information irregularity and timely access. In [6], the focus is on emerging technologies (big data, [oT,
Al blockchain, cloud computing) for cost-cutting in healthcare. The importance of blockchain is analyzed,
and challenges in IoT are addressed, with fog computing proposed for remote monitoring and latency
reduction. In [7], fog computing is discussed as a solution to high latency in healthcare emergencies, with
the concept of health fog for real-time heart disease analysis. The study evaluates FogBus for latency,
bandwidth, accuracy, and power consumption efficiency and highlights cloud computing issues in data
transmission. In [8], a YAC-based blockchain is proposed for efficient data computation in healthcare,
with fog computing enhancing security in IoMT with blockchain. The paper shows improvements in
security aspects compared to ledger-based blockchain designs. In [9], fog computing is reviewed as a low-
latency infrastructure for healthcare, with a focus on stage-by-stage development of IoT solutions.
Challenges in cloud computing for real-time applications are addressed by fog computing. In [10], the
integration of [oT and fog computing for enhanced healthcare is discussed, along with security challenges
in the healthcare industry. Mechanisms for data integrity, usability, auditing, and privacy are presented.
In [11], performance issues of NB-IoT in healthcare are addressed, with a proposed architecture to reduce
NB-IoT delay, execution time, and authentication time. The study uses a decision-tree method for medical
data classification on the edge side. In [12], the investigation of options in the search space for a worldwide
solution is explored, including a task planning technique for Cloud-IoHT optimization. A load-balancing
strategy for improved performance is discussed, with the conclusion and future scope outlined. In [13],
limitations facing IoT systems in healthcare are highlighted. In [14], the inspection of edge/fog and smart
IoHT computing solutions for remote healthcare is discussed, with a focus on individualized care, injury
prevention, and increased efficiency. Challenges in centralized access and cloud systems are also examined.
In [15], a public blockchain framework using Ethereum for healthcare is proposed, with the
implementation of blockchain to store training data instead of cloud storage. The paper discusses the use
of smart contracts for setting and getting IPFS hash values. In [16], the emphasis is on emerging
technologies for cost-cutting in smart cities and healthcare, with the integration of big data, IoT, Al,
blockchain, and cloud computing. The role of blockchain in protecting private data is discussed, and fog
computing is proposed for remote monitoring and reduced latency. In [17], an overview of computing
offloading problems and the classification of algorithms and techniques is presented. A novel classification
for optimization strategies for service placement in fog nodes is proposed, addressing challenges with
device heterogeneity in fog computing. In [18], OffFog is proposed as an approach for guiding data
offloading policies in fog computing. An experimental study shows the benefits of OffFog-recommended
policies, with improvements in network latency and average execution time compared to the default
strategy. In [19], the convergence of distributed applications, Al, and IoT to tackle latency challenges is
discussed, with a conceptual reference architecture for merging loT and Al technologies. The paper
explores Al's potential in overcoming barriers in conventional IoT models. In [20], a fog-based approach
for classifying loT data based on criticality and privacy level is proposed, with a focus on enhancing loT
data privacy and response time. In [21], a module placement algorithm for fog cloud architecture is
discussed, focusing on the effective use of network resources in a heterogeneous fog environment.
Simulations are performed to validate the algorithm. In [22], a criticality and utility-aware remote health
monitoring system is designed with the objective of maximizing utility based on profit and patient cost.
The paper discusses the design of an FS-assisted remote health monitoring system. In [23], a dynamic
congestion management brokering (DCMB) system is proposed for handling urgent requests from the fog
layer and providing cloud providers with jobs. The DCMB system is used for cloud latency reduction in
emergency response systems. In [24], the Energy-Efficient Internet of Medical Things to Fog
Interoperability of Task Scheduling (EEIoMT) framework is proposed to address cloud latency issues in
real-time healthcare applications. In [25], a three-module design for low-latency healthcare services using
10T, fog, and cloud modules is discussed, with the integration of a fog-managed data model with a
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weighted fog priority job scheduling algorithm. In [26], architectural elements of 5G for efficient remote
healthcare services are explored, with a scheme using IoT and fog computing to mitigate limitations. The
system architecture blueprints for response-capable healthcare services are also discussed. In [27],
verification of OFs OF0, AOFO, and MRHOF for RPL in a static environment is conducted, leading to
the creation of a new RPL extension called AOFO to overcome limitations. The paper investigates the
convergence of fog computing with IoT applications. In [28], a review of fog computing and Internet of
Everything (IoE) paradigms is presented, discussing optimization metrics in fog computing and IoE
environments. The paper also discusses scheduling algorithms, lessons learned, and future research
directions.

3. MATERIAL & METHODOLOGY

In order to improve the effectiveness and performance of loT-based systems, this section introduces a
layered framework that combines several computing platforms into a stacking ensemble classifier. The
Internet of Things (IoT), cloud computing, fog computing, and edge computing make up the framework's
four main layers. Fundamentally, edge computing, also known as front-end technology, creates a direct
line of communication with users, allowing for real-time data processing at the point of data generation.
The devices within this layer are interconnected through IoT, which serves as a communication bridge,
utilizing sensors, actuators, and other sensory components to relay information across the network. By
processing data closer to its source, this architecture reduces latency and enhances responsiveness in real
time. At a higher level, cloud computing and fog computing are crucial for managing and processing data.
While cloud computing functions at the top, managing central databases, processing user requests, and
delivering data on demand, fog computing acts as an intermediary layer, handling data close to the edge.
A stacking ensemble classifier must be incorporated into this framework in order to maximise information
flow and improve system performance. By making informed decisions on data routing and processing, the
classifier reduces traffic overload on edge devices and enhances communication throughput. This layered,
integrated approach ensures a balanced distribution of computational tasks, improving overall system
performance and reliability in IoT-based services. The processing of architecture present in figure (1).
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Figure 1. Layered Architecture of integrated Monitoring of Health-care Systems
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The suggested integrated approach is very flexible and appropriate for a range of real-time services and
applications in intelligent healthcare systems. Robot-assisted surgery, remote surgery, telehealth,
telemedicine, telesurgery, e-healthcare, and the transfer of medical data like ECG, EEG, and EMG, as well
as remote patient monitoring, can all benefit from its use. This method's capacity to improve patient
confidentiality by securely moving historical data to the cloud and processing sensitive data locally is one
of its main advantages. Communication latency, computational load, bandwidth usage, and energy
consumption are all greatly decreased when fog nodes are installed at hospital locations. In contemporary
healthcare systems, this localised implementation is expected to increase the efficacy and efficiency of real-
time medical care.

< Cloud Computing > / Fog Computing & Data

[ / i
Decision ? : / Model -
/

|

Connected Edge
devices

Figure 2. Interpolation of data based on machine learning

The suggested model, which integrates a three-tier architecture with an ensemble-based learning algorithm,
is shown in Figure 2. This design's fog layer is made up of a number of elements, such as distributed
ledgers and smart contracts that are written in a programming language. Decentralised apps (dApps) that
enable distributed data processing seamlessly connect this layer to the healthcare IoT layer. Through a
single-hop connection, patients and physicians can communicate directly with the fog layer, facilitating
quicker and more effective access to medical care. This architecture's primary innovation is the way it
integrates cloud computing and fog computing at the edge of healthcare IoT networks. This method
guarantees [oT data authentication and device identification in addition to increasing the effectiveness of
healthcare IoT communication. In contrast to traditional state-of-the-art techniques, this architecture
successfully handles development limitations, real-world implementation difficulties, and quality of service
(QoS) demands.

Particularly in real-time data transmission, ensemble classifiers are very successful methods for improving
the precision and dependability of classification tasks [29,30,31,32]. Ensemble learning techniques like
stacking, bagging, boosting, and hybrid approaches greatly enhance the performance of individual models
by combining multiple classifiers. Out of all of these, stacking is a particularly successful tactic because it
combines predictions from several base classifiers and uses a meta-classifier to improve the final
judgement. This method produces a more reliable and accurate classification result by minimising the
shortcomings of each base model while simultaneously leveraging its strengths. Real-time traffic data is
categorised using a stacking-based ensemble classifier in the suggested smart healthcare system. Three
classification algorithms are integrated into the model: Decision Tree (DT), Support Vector Machine
(SVM), and Extreme Learning Machine (ELM). Every algorithm makes a distinct contribution to the
group; ELM guarantees quick learning, SVM offers robust generalisation, and DT makes interpretation
simple. The system efficiently manages the varied and dynamic nature of healthcare traffic data by
integrating these classifiers, guaranteeing high classification accuracy and enhanced decision-making for
crucial real-time applications. This method works especially well in situations where accurate and timely
data classification is critical to patient care and system effectiveness. The ensemble classifier's stacking
model is shown in Figure 3.
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Figure 3. Stacking model of ensemble classifier of ELM, DT and SVM

Figure 3 illustrates the ensemble stacking model used in the decision-making system for real-time traffic
within an integrated smart healthcare system. The model operates by segmenting the traffic data into
various transformation segments, labeled as TD-1, TD-2, ..., TD-N. Each segment represents a distinct
transformation of the traffic data, which is essential for the thorough processing required in real-time
healthcare environments. This segmented data is then mapped according to the ensemble classifier’s
methodology, which systematically trains and tests the data across different classifiers. The ensemble
approach ensures that each piece of traffic data is evaluated from multiple perspectives, enhancing the
model’s ability to accurately categorize and manage the data. Once the traffic data is mapped into different
groups by the classifiers, the stacking process begins. This involves aggregating the outputs of these
classifiers into a final stack, which is then used to make the ultimate decision regarding the real-time traffic
data. The final decision represents a refined consensus that draws on the strengths of each classifier within
the ensemble, ensuring that the traffic data is handled with optimal accuracy and efficiency. This process
is crucial in a smart healthcare system where real-time data management can impact patient outcomes and
system performance. The algorithm’s detailed processing flow, as depicted in the figure, highlights the
layered and systematic approach of the ensemble stacking model, making it a robust solution for managing
complex and dynamic data traffic in healthcare environments.

S= stacking model of decision system

E= ELM classifier

SV = support vector machine

DT = Decision Tree

The mapping of transform data as TD-1, TD-2,........ TD-N
M(x) = [t1, .o cee e e e, 1] (D

Here t1 and tn is mapped data of real-time traffic
Sampling of classifier data

S(x) = [Mil, e oo e e, Mik] )

M is mapped value of traffic data.
Training of stack classifier as

_ Lifj=k
5 = {0, otherwise ®3)
Processing of test data
Test = argminz eb(Kpp (%), [M1, ... ccv v ev e v o, M) 4)
V(x| M1,y MK|)eTrf
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Where &b is error function for the base class feature voting measure as

k
eb= > IMK — K| (5)
k=1
Now final stacking of classifier is
s=_ 1 (6)
e, Kce

4. Experimental Analysis

To validate the performance of the integrated decision model within a fog computing environment,
simulations were conducted using the FogSim simulator. FogSim is a Java-based simulation tool designed
to replicate and analyse various computing environments, including cloud computing, fog computing,
and edge devices. This simulator is particularly valuable for testing and validating complex models like the
proposed decision system, as it provides a controlled environment where different scenarios and
configurations can be evaluated. The use of FogSim allows researchers to simulate real-world conditions,
ensuring that the model’s performance is accurately assessed before actual deployment. One of the key
features of FogSim is its extensibility, which allows for the integration of machine learning libraries. This
capability is crucial for implementing and testing the ensemble algorithms that drive the decision-making
process in the fog computing model. The FogSim master simulator serves as the primary platform where
these machine learning algorithms are embedded and executed, enabling the simulation of various fog
computing scenarios. By utilizing FogSim, researchers can efficiently experiment with different algorithmic
approaches, fine-tune parameters, and optimize the model for real-time applications in smart healthcare
systems. The results from these simulations provide valuable insights into the effectiveness of the
integrated decision model, guiding further development and refinement{24,25,26,27,28].
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Figure 4 Simulation topology of integrated layer of smart health-care system
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Figure 4. Variation in training accuracy with the number of edge nodes.
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5. CONCLUSION & FUTURE WORK

Improving the effectiveness of real-time traffic management in fog computing and edge devices is the aim
of this paper. The suggested model efficiently speeds up data transfer and lowers latency. The latency,
network usage, and energy consumption results show how important the suggested fog computing-based
architecture is and how well it optimises performance metrics that are crucial for real-time applications.
For complex traffic nodes, the suggested algorithm greatly increases detection accuracy while boosting
dependability. Furthermore, when data is being transmitted between fog computing systems and
healthcare 10T devices, the stacking algorithm reduces packet errors. The suggested algorithm routinely
outperforms the current state-of-the-art methods in terms of performance metrics and overall efficiency,
according to comparative analysis. By decreasing packet errors and improving the management of high-
traffic nodes, it successfully tackles important issues like latency in healthcare IoT device identification.
Additionally, the suggested method significantly affects fog computing and healthcare 10T, especially with
regard to throughput and execution time. It guarantees that doctors and patients receive time-sensitive
data with the least amount of service delay possible, frequently in a single hop-count. In healthcare settings,
where prompt data transmission is essential, this degree of efficiency is essential. Additionally, the method
improves security by using edge devices to protect sensitive data while preserving quick and dependable
communication by processing healthcare data at the edge of IoT networks in a decentralised fashion. The
information transfer process between the fog computing and offloading nodes, however, may present a
number of difficulties. Future research will concentrate on addressing unpredictable variables by
conducting experiments in real-world environments, even though the current study was carried out in a
controlled laboratory simulation. This will guarantee the robustness and dependability of the suggested
fog computing architecture in real-world applications and offer deeper insights into potential difficulties.
We intend to expand on this research in the future by creating a mechanism for collaboration between
fog computing nodes, which was not thoroughly investigated in this study. In particular, we want to
enhance collaboration between east-west computing nodes by incorporating deep learning methods, which
will increase the system's flexibility and effectiveness in real-time medical applications.
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