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Abstract

The capabilities of data analytics have expanded considerably as the auditing profession emphasizes the necessity to find,
understand and validate organization data to facilitate accurate choices and judgements. The efficiency and acceptance of big
data analytics in auditing in need for further evidence, hence, this study aims to explore the challenges and opportunities of
adoption data analytics in Malaysia’s Big 4 audit firms. Total of 13 semistructured interviews has been conducted using
qualitative analysis with the auditors from Malaysia’s Big 4 audit firms. The participants involve in audit operational for
engagements that prioritize the planning, execution, reporting, and assessment of the audit engagements. Hence, thematic
analysis framework was used. Newvertheless, this study provides evidence towards challenges in implementing data analytics
and the opportunities. Thus, the findings underscore critical themes related with challenges, including skills and knowledge
gaps, technological barriers and organizational resistance. In addition, the findings emphasize significant themes related
with opportunities, including enhanced audit quality and efficiency, professional development, strategic insights for firms.
Thus, this study has contributed substantial implications for practitioners and the literature as it advances the knowledge of
data analytics in diverse settings and offer insights to policymakers and organization, particularly in accounting and audit
industry.
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INTRODUCTION

The enormous volumes of data that are generated daily from a variety of sources has become a forefront
attention of a Big Data concept. The amount of Big Data is growing at rapid rate, it is resulting on both such
as benefits and issues as well (Berisha et al.,2022). Along with Big Data, the business relies on data analytics for
decision making (Kumar, 2015). The use of data analytics has become increasingly widespread because of its
ability to manage different kinds of data. To perform audit procedures such as matching purchase orders e.g.
invoices and payments, analysis of revenue trends by product and identifying the combinations of users involved
in processing transactions from metadata attached to transactions will be carried out with the assistance of data
analytics (ACCA, 2020). Data might be deemed “big” when the information system has reached its full capacity
or unable to do the particular purpose (Vasarhelyi et al., 2015). As a result, the accounting profession,
particularly auditing, is not an exception regarding the implementation of data analytics and this is because
audit firms are required to manage both financial and non-financial data pertaining to their clients. Indeed, one
of the primary characteristics of data analytics is the ability to handle both structured and non- structured data
in sophisticated ways, which may then be handled by auditors in accordance with the reality of prescriptive
analytics (Appelbaum et al., 2017). The use of data analytics into audit processes has resulted in a
transformation of the way audits are carried out, making them more effective as well as efficient in detecting
risks (KPMG, 2014). However, this transition is not without its challenges. Adapting traditional auditing
methods to integrate new technologies comes with challenges like ensuring data security, managing system
complexity and aligning data analytics tools with existing audit frameworks.

Although previous studies have concentrated on challenges and opportunities in developed countries, there is
still a knowledge gap about its challenges and opportunities in emerging countries such as Malaysia, especially
considering the increasing integration of digital transformation technologies across various industries (Zaki et
al.,, 2023). The unique social, economic, and regulatory environments in these contexts, particularly within
Malaysia’s Big 4 audit firms, bring their own set of challenges and opportunities. Therefore, this study aims:
RO1: To uncover the challenges and opportunities encountered by auditors in adopting data analytics,
providing in-depth insights for both academic understanding and professional application.

Furthermore, this study aims to gain insightful evidence of the relevant factors on challenges and opportunities
on the adopting the data analytics in auditing where this study leads to the following research questions:
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RQ1: What are the challenges and opportunities of adopting data analytics in auditing?

This paper will offer a clearer understanding and evaluation on challenges and opportunities on adopting the
data analytics in auditing and to help the professionals to overcome the potential challenges and provide the
vision of areas for improvement. Based on the literature, there is insufficient empirical research concerning the
benefits of adopting data analytics on audit profession and academic curriculum in developing country like
Malaysia. According to previous studies, there are lack of empirical evidence and limited qualitative studies on
exploring the competitive advantages and challenges faced by the auditors implementing the data analytics
(Abdelwahed et al., 2024; Sihombing et al., 2023; Ditkaew & Suttipun, 2023; Kend &Nguyen, 2022).
Moreover, most of these studies collected the evidence from Middle East and Europe countries and emphasize
more on the impact of the adoption data analytics towards audit quality, auditors' judgements and reviews.
Thus, this study aims to investigate the challenges and opportunities on adopting the data analytics in
Malaysia’s Big 4 audit firms.

LITERATURE REVIEW

This section provides a presentation and synthesis of previous research on the Big 4 audit firms, data analytics in
auditing, as well as the opportunities and challenges of adoption and identify research gaps.

The Big 4 Auditing Firms

The Big 4 refers to the four largest accounting and auditing firms in the world, which bring in billions in
revenue. Ranked by 2020 revenue figures, the Big 4 are Deloitte LLP (Deloitte), PricewaterhouseCoopers
(PwC), Ernst & Young (EY) and Klynveld Peat Marwick Goerdeler (KPMGQG), respectively. These firms handle
many of the audits for United States corporations with publicly traded stock (Matthews, 2024). The Big 4 audit
firms increasingly adopt data analytics to enhance their external audit capabilities (Liew et al., 2022). Moreover,
current business environment demands external audit to provide more comprehensive analysis of all
operational processes, require shifting in skill sets for both new and existing external auditors (Lugli &
Bertacchini, 2023). Moreover, integrating data analytics into Malaysia's Big 4 audit firms comes with its own
set of challenges, shaped by factors like organizational readiness, technological advancements and
environmental pressures (Warren et al., 2015).

Opverview of Data Analytics in Auditing

The term data analytics refers to exceptionally massive data collections that may be studied using technology to
identify patterns, trends, and relationships. The crucial aspect to emphasize is that the notion is always
developing as digital transformation and dependency progress. Indeed, aside from evolution, the 3Vs, Volume,
Velocity, and Variety, serve as a consistent description of data analytics (Sidhu, 2021). Likewise, data analytics
can analyse a huge dimension of structured and unstructured data from multiple sources. Structured data is
data thatwell-ordered and saved in relational databases such as spreadsheets while unstructured data on the other
hands, data that is gained from sources that is not well-organised. Examples of unstructured data are images,
videos, website contents and open-ended survey replies (Mills, 2019). In audit profession, the term of data
analytics is defined as combination of various types of data such as internal data, external data, structured data,
unstructured data, financial information, non-financial information, emails, logistic data, call logs and social
media data (Alles & Gray, 2016). Since auditing deals with the recording transactions, information process,
financial analysis and reporting of financial information, thus, auditing professionals lays an important in data
analytics (Liu & Vasarhelyi, 2014). Data analytics have been unquestionably transformational technologies
that have changed the accounting profession during the last decades (Schmidt et al., 2020). On top of that, data
analytics could be one of the most reliable instruments of accountants and auditors in tracking business
performance, particularly in analytical evaluation for long-term viability.

Challenges and Opportunities in Data Analytics Adoption

In accordance with technology development, the opportunity brought by data analytics is enhance the efficiency
where this tool offered a massive data storage and analytics features which suits for auditors to analyze financial
statements and gathering financial and non- financial data. Indeed, this technology break the limitations of
audit coverage especially in transactions and risk testing (IAASB, 2013). Audit works may be less complexity,
and it has changed the way of how auditors conduct their audit judgements and procedures. These tools can
also be used to create audit programs that are specifically tailored to the risks faced by a given client or to feed
data directly into computerized audit procedures (ACCA, 2020). The enhancement of data analytics technology
in modern era has introduced many automations process could be completed during audit process e.g. testing
the whole population. The increased use of data analytics also increases the chances to redress some of the
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balance and auditors might have extra ability to test more transactions and balances. Thus, the chances of
detecting red-flags or potential fraud inefficiencies and opportunities is higher for a clients’ business (ACCA,
2020). Besides, to gain the consistency of professionalisms, reviews from experienced staff should be
implemented during the audit workflows (IAASB, 2013). Thus, a quality of an audit can be enhanced when it
is separated to partially human and computerized where it has the decentralization of duties.

Shimamoto (2010) stated that high competition within the firms and continuous requirements of audit clients
to reduce the audit fees pressured the audit firms to take serious in audit efficiency. Auditors need to aware with
the automated process when implementing data analytics tools since automation process requires strong
structure and well-organised. A better understanding during the process needs to be acquired to determine the
right time and process to use the automation and thus, the appointment of qualified and expert auditor
especially IT Audit could ensure the success of these effort (Alsahli & Kandeh, 2020).

By adopting advanced analytics tools steadily develop the auditors to be techsavvy as they will using the software
on daily basis eventually will increase the engagement for further skills and expertise development (Shimamoto,
2010; Fernandez et al. 2023). The importance of team training is to ensure the tools provided would be fully
utilise by the users and to avoid any time wasted on the trials so that the time-saving benefits can be obtain.
When users mastered the automates repetitive tasks thus audit team can reduce their time required for any data
analysis and focus more on the complex and value-added activities such as data interpretation (Zahoor, 2024).
By adopting advanced analytics tools also creates the challenges and the need of the engagement for further
skills and expertise development (Shimamoto, 2010). The important of talent development is to ensure the
tools provided would fully utilise by the users and to avoid any time wasted on the trials so that the time-saving
benefits can be obtain. Indeed, the skill and knowledge gap are focusing more on the complex and value-added
activities such as data interpretation (Zahoor, 2024). However, SAP Concur (2024) stated that there were the
challenges which being concern associated with data analytics and auditing. Firms are suffering to hire - the
industry observed slightly plunge in accounting graduates and the employees’ workload given. Therefore, few
strategies to mitigate the issues. Embracing the automation digital tools, there is a possibility to streamline
repetitive tasks and loosen employees’ time taken on a particular audit procedure. In addition, improve
communication and collaboration which foster clear communication channels between audit team and travel
managers to ensure alignment of objectives, timelines, expectations. This can enhance feedback sessions to
deliver the concerns among auditors and optimize workflows. A better collaborative audit team could leverage
the audit workflows and utilize analysed data and management.

Besides, the cost allocation for data analytics adoption is one the challenges which influence the effectiveness
and efficiency of the advanced tools. An efficient operation is achieved when cost allocated for production is
at the lowest but generates income at its maximum potential. In that case, business always prioritize to reduce
cost for a particular product or services to leverage the profitability ratio (KPMG, 2014). Other than that,
besides reducing cost of a production, by eliminating unnecessary activities could save the time taken for each
audit job.

METHODOLOGY

Research Design

This paper aims to explore the challenges and opportunities on the adoption of data analytics throughout the
Malaysia’s Big 4 auditing firms. The most appropriate for data collection is through qualitative method, as
data analytics is a relatively new phenomenon in industry, and there is no adequate empirical data for this
paper to conduct a quantitative method. Descriptive and explanatory in nature and non-standardized is a
method of qualitative research (Yilmaz, 2013). Indeed, a qualitative method would emphasize the process and
environmental settings for interpretation to gain deeper understandings and insights in this research paper.
Qualitative research is a subjective and interpretive nature; thus, the data were collected through interviewing the
participants (Saunders & Townsend, 2016).

Data Collection

To obtain comprehensive insights grounded in individuals’ expertise and experience (Fernandez & Aman,
2022), this study conducted 13 semi-structured online interviews via the Google Meet platform. This qualitative
method was selected to explore auditors’ perceptions of data analytics and their perspectives on integrating
such technologies into professional practices. Semi-structured interviews are particularly effective in eliciting
in-depth, authentic responses and are known to yield reliable and comparable qualitative data. Each interview
lasted between 30 minutes to one hour. The 13 participants were professionals involved in audit operations,
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particularly in planning, executing, reporting, and evaluating audit engagements to meet the expectations of
external regulators and stakeholders. Participants were purposefully selected based on their relevant knowledge,
professional background, familiarity with data analytics issues, and willingness to share their insights and
experiences. This purposive sampling approach aligns with the study’s objective of exploring the challenges and
opportunities surrounding the adoption of data analytics in audit practices.

Data Analysis

The interviews were conducted in English, and transcripts were analyzed using a thematic approach to provide
context and identify areas needing further explanation. A comprehensive approach was used to identify
recurring patterns and themes such as skills and knowledge gaps, technological barriers, organizational
resistance, enhanced audit quality and efficiency, professional development and strategic insights for firms.
Ethical Consideration

Researchers utilizing human data in their studies must conform to ethical standards and beliefs. The reference
for the publication is (Kaewkungwal & Adams, 2019). When addressing research practices in the corporate
realm, the term "ethics" is frequently employed to denote a collection of regulations or principles that researchers
are expected to follow. The validity of the findings hinges upon the adherence of all parties participating in the
research, including the investigators, sponsors, and participants, to the most rigorous ethical standards. The
researcher who commences the study must do so with sincerity, diligently consider the implications of the
findings, relinquish personal biases, and operate in a manner that promotes the overall welfare of the
organization rather than their own interests. Every individual involved in the research team, including the
investigators, participants, analysts, and communicators, must consistently adhere to ethical standards.
Researchers are required to adhere to ethical principles at every stage of the study, including data collection,
analysis, report writing, and internet dissemination (Sekaran & Bougie, 2016). Prior to the study, the
interviewees were requested to provide their informed consent. The participants were provided with
information regarding the objectives of the study and any expected results. Individuals can have confidence in
the assurance that their personal information and privacy are safeguarded.

RESULTS

Findings section will discuss on the challenges in adopting data analytics and the opportunities in adopting data
analytics in Malaysia’s Big 4 audit firms.

Challenges in adopting Data Analytics

Skill and Knowledge Gaps

According to Liew et al. (2022), the complexity of data analytics highlights the necessity for auditors to develop
the skills required to effectively operate analytic tools in auditing. Acquiring these analytical skills becomes
especially crucial during the initial stages of adoption ensures that auditors can effectively leverage data analytics
to enhance audit processes and outcomes.

“Complexity again it goes back to skills and if the person is actually equipped with that level of knowledge and skills that
needed to be used when you are using that software or tools.” —

IV3“..I think skills are important, not just for your work at EY, but also to external. Because technology surrounds us in
this industry right now. By having this kind of ability, if let's say you are able to do so in EY, so you also have the ability to
master it if you are being joined any other organization or having new things outside.” - IV1

Technological Barriers

Investing in advanced data analytics tools, infrastructure and software can be costly when allocating a strain on
budgets (Eilifsen et al., 2020). On top of that, staff training or hiring skilled professionals to use these tools
adds to the expenses create financial challenges that often make it harder for organizations to fully embrace
data analytics, hence, slowing its adoption and integration into audit procedures.

“...it's just not that do you want to install the software itself but how you maintain the software itself. How you maintain
the software itself can sometimes make costly, can be monthly.” -

V12

“...when we migrate onto another technology or software, the cost to implementing is one of the major costs. Organization
could also aware the cost to hire the experts, maintenance and provide trainings for the users.” - [IV11

Organizational Resistance

The reluctance to embrace new technologies is the main challenge when implementing data analytics in
organizations, especially in contexts where prior experience with new systems has led to implementation issues
or user resistance (Earley, 2015; Zainol et al., 2017). The employees and even management may resist the
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changes due to the discomfort with disrupting familiar workflows or doubts about their ability to use advanced
tools effectively. This hesitation can delay progress and prevent the organization from fully benefiting from
data analytics.

“..I can say that the reluctant to change of the associates to change the technology unless it really benefits us. For early
stages, maybe the reluctant is obvious because of the hardships, you know tight datelines and we want to adapt with new
environment.” - IV11

Opportunities in adopting Data Analytics

Enhanced Audit Quality and Efficiency

A proactive approach delivered by data analytics supports auditors to not rely on traditional method of sample
and journal entry testing. It is shown that both processes require time consumption which auditors need to
test big amount of clients’ data. Moreover, analytics tool allowing auditors in Big 4 to provide actionable insights
whereby it added value to the firm in general (Balios et al., 2020).

Auditors may gain benefits from data analytics in analysing huge amounts of data like transactions in shorter
time and accurate, manage to select reliable samples and identify unusual transactions. Data analytics reduce time
consumption which allows auditors to give judgement effectively (De Santis and D’Onza, 2021). Hence, the
adoption of data analytics improving the firm’s value and associates in terms of audit efficiency.

“...data analytics is something that is always being highlighted as an important tool for all associates to learn. And I think
it's because even data analytics means from every data that you have, what are the actionable insights that you need to take.”
-1V5

Professional Development

The adoption of data analytics offers audit firms a powerful opportunity to gain a competitive advantage in the
industry. By integrating data analytics into their processes, firms can deliver audits that are not only more
efficient but also more insightful, meeting the increasing expectations of clients for data-driven decisions. The
ability to analyse complete datasets rather than relying on samples allows firms to uncover patterns, trends, and
potential risks with greater accuracy, setting them apart in terms of service quality.

Data analytics also enables audit firms to offer additional value-added services (Salijeni et al., 2018). For instance,
through advanced analytical tools, auditors can provide clients with actionable insights into their operations,
financial health, and potential areas for improvement. These insights go beyond the traditional scope of
auditing, positioning firms as strategic partners rather than mere compliance checkers. This distinction can be
a key differentiator in attracting and retaining clients in a competitive market.

Moreover, firms that are newly adopter of data analytics can build a reputation for innovation and forward-
thinking, enhancing their brand image and appeal. Clients increasingly prefer working with firms that
demonstrate technological expertise and a commitment to staying ahead of industry trends. According to
Appelbaum et al. (2017), investing in data analytics not only improve their operational efficiency but also create
a lasting impression of reliability, precision and adaptability which are critical factors in securing a competitive
edge.

“...it’s not only an added value for our firm if we can master the data, but for us too. Like we may get the opportunities to
get promoted from PwC or from other companies out there.” - IV8

Strategic Insights for Firms

The adoption of data analytics may provide in-depth insights towards specific audit procedures. Data analytics
assists the auditors’ judgement and thus helps the organization to improve decision making process. Indeed,
the urge of adopting the data analytics considered as the strategic insights to remain sustain and competitive. As
mentioned by IV6, the valuable insights provided by data analytics helps the firm to meet their clients’
expectations in embracing the efficiency and the effectiveness of advanced analytical tools in audit (Saleh et al.,
2022).

“...the benefits in terms of efficiency and audit quality make it a necessity rather than an option. Clients also expect us to
leverage advanced analytics to provide more value-added insights compared to other Big 4.” - IV6

DISCUSSION

Overall, the findings shows that the challenges and the opportunities of data analytics adoption in the Big 4
firms. The findings from the study discovered the challenges of adoption data analytics were the skill and
knowledge gaps, the technological barriers and organizational resistance. On the other hand, the opportunities
of adoption of data analytics were discovered from this study are enhance the audit quality and efficiency, the
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growth in the professional development and produce strategic insights to meet clients’ expectations and remain
competitive.

Initially, the higher implementation costs and integration complexity of data analytics tools create barriers to
progress. Resistance to change and lack of skilled personal disrupt the progress as well. Subsequently, the
knowledge and skill gap associated with these tools and the high adoption cost further hinder progress,
particularly among auditors who are reluctant to migrate from existing systems.

Despite these challenges, this study highlights several opportunities including data analytics allows for deeper
insights, improves audit efficiency by enabling more comprehensive test, anomaly detection and risk
assessment. Data analytics improves audit productivity by automating repetitive processes and allowing auditors
to focus on high value areas like judgement and analysis. Besides that, data analytics enhances decision-making
which enabling the firms to maintain a durable competitive advantages in the current marketplace. In results,
firms must prioritize training programs to equip their auditors with the necessary analytical skills (Abdelwahed

et al., 2024).

CONCLUSION

This paper examines the challenges and opportunities encountered by auditors in adopting data analytics in
the Big 4. Significant challenges including high costs, skill gap, technological barriers and the auditors’
acceptance hinder for full adoption. Despite these barriers, data analytics offers great opportunities such as
enhanced audit efficiency, improved auditors’ judgements and remained competitive among the Big 4. This
study fulfills a need in the literature by shedding light on the practical implication on the challenges and
opportunities on adopting data analytics in a developing country context in Malaysia by addressing a gap in
research dominated by prior research from developed countries. The integration of data analytics into auditing
represents a transformative shift, essential for adapting to the demands of modern business environments.
While the challenges remain, the opportunities far outweigh them, offering firms a pathway to innovation and
enhanced client value.

Furthermore, this study contributes the insight on the challenges and opportunities in the Big 4 audit firms
especially in the developing countries and precisely for the policymakers and organizations notably audit firms.
In addition, this study limitation towards the focus on the challenges and opportunities on the adoption of
data analytics in Malaysia Big 4 audit firms, limiting its scope to big audit firms rather than small and medium-
sized audit firms or public audit firms. Future research could also examine small and medium-sized audit firms
or public audit firms to understand the adoption challenges and opportunities across a broader context.
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