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Abstract  
Nowadays, many insurance companies and healthcare providers use Electronic Health Records (EHR) in one form or 
another, most of which save data in centralized databases.  Sharing information across administrative boundaries 
improves communication between these sectors since patients frequently interact with several healthcare providers and 
may have different health insurance policies.  Cloud infrastructure, in particular Infrastructure as a Service (IaaS), 
provides users with access to processing, storage, networking, and other computational resources.  With this approach, 
customers can install and utilize selected software, including operating systems and apps.   Although they cannot 
manage or control the underlying infrastructure, cloud infrastructure customers retain control over the operating 
system, storage, installed apps, and certain network components.   Under this Cloud Infrastructure plan, healthcare 
software developers are in charge of protecting patient data's security and privacy. 
Keywords: electronic health record (EHR), cloud computing, advantages, capabilities 
 
INTRODUCTION  
The health care companies today are customer-focussed by virtue of improved technology, primarily in 
the science of medicine.  Without having immediate access to good quality data, the goal of quality 
enhancement of these enterprises cannot be envisioned [1].  The defined as an electronic repository that 
enables multiple authorized people to safely keep, share, and retrieve a patient's data.   This data consists 
of the patient's previous, current, and future medical records.  EHR's primary objective is to facilitate easy 
upkeep of coordinated, effective, and high-quality healthcare [2]. Additionally, an EHR includes all of a 
person's health-related data from before birth (including information about prenatal and postnatal 
conditions, including in vitro conception) until after death (including information gathered from 
autopsies and other sources) [9].  Since this data is continuously and electronically preserved over time, 
authorized staff can access all or a piece of it whenever needed, regardless of location or time constraints.  
All individuals in society are generally stakeholders of integrated EHR systems, and all healthcare 
providers are both clients and stakeholders. By minimizing errors and maximizing the overall effect of 
healthcare services, the implementation of EHR has revolutionized the delivery of healthcare to an extent 
that is unforeseen. [3][13].It is necessary to monitor the heart rate, temperature and blood pressure of a 
person in order to see that he/she is healthy. The thermometer is employed to ascertain the body 
temperature and the sphygmomanometer is employed to keep track of the blood pressure. On the other 
hand, the heart rate can be checked in two manners, including manually taking the pulse either from the 
wrist or neck and through a heartbeat sensor [10]. IoT was conceptualized with the use of different sensors 
and modules with a cloud for different purposes. Typically, IoT is referred to as a set of objects 
surrounding us that are linked to the internet using network communication, which can be controlled 
and monitored by the applications on smartphones, tablets, etc. Over the past few days, there has been 
increased use of IoT in research at universities in various fields of science and technology. Also, the 
extensive use of IoT has been observed in healthcare services, where it is used to monitor patients' health 
parameters. Cloud computing is typically a middle between objects and programs that conceals all the 
complexity and activities from the point of view of distribution systems' goals. Nevertheless, cloud 
computing cannot be critically controlled in real time. There is a need for a system that can continuously 
monitor and report the health status of the patients; this can be achieved by the use of fog computing 
technology. Fog computing can enhance the computational capabilities of the cloud-to-edge devices of 
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the IoT systems and allows numerous smart devices to provide services such as data storage and data 
retrieval to the users. 
 
LITERATURE REVIEW 
Network topology-level concerns pertaining to preserving data confidentiality, integrity, and appropriate 
authentication/authorization in public cloud settings were covered by Yazhe et al. [5]. Resource 
availability is a major issue in public cloud systems, especially the susceptibility to BGP hijacking, in which 
attackers alter network layer reachability data in order to interfere with or take advantage of cloud services. 
This typically takes place as a result of a configuration error and can impact the availability of cloud 
resources. Misconfigurations and malicious assaults, such as DNS and DoS/DDoS attacks, pose a threat 
to availability in public cloud systems [4].  It is difficult to prevent these risks, thus research focuses on 
practical mitigation strategies.  As cloud architecture develops, virtual entities and layer domains with 
improved security in data centers are replacing conventional network models. According to Shaun et al., 
cloud service providers can reduce network-level access threats and safeguard cloud infrastructure by 
utilizing firewalls and network intrusion detection systems [11] have also discussed the following primary 
data security issues in cloud-based environments.  Data-at-rest, data-in-transmit, data linage, and data 
provenance are among its concerns.  Cloud computing offers a wide range of data security safeguards, 
including non-repudiation, confidentiality, integrity, authorization, and access control [6]. 
 
MATERIALS AND METHODS 
A desired feature of a process, network, or system that helps reduce burdens.  Scalability, for example, 
refers to a system's ability to improve overall performance as more hardware or other resources are added 
[7].  The significance implementation of large, intricate systems, cannot be overstated.   Because they can 
allocate resources as needed, users do not need to plan for times when resource usage is high.  This 
property is particularly relevant to cloud computing and electronic health records [12].  Interoperability, 
which refers to a recognized framework or open protocols that enable smooth server integration and data 
sharing among cloud service providers, is a major challenge in this context. The goal is to eliminate worries 
about infrastructure, development processes, or implementation details by guaranteeing that services are 
easily available through defined models and protocols [8].  Patient care is enhanced by the interoperability 
of electronic health record systems, which enable the effective retrieval and interpretation of clinical data 
from various sources.  Processes are accelerated and unnecessary testing and prescriptions are reduced 
when patient information is automatically transferred across care facilities. 
Result and discussion 
The implementation of cloud computing allows for the use of various databases such as SQL, ORACLE, 
and CASH, while also providing the flexibility to install applications that are not solely reliant on 
Windows and can be utilized on mobile devices.  

 
Figure 2: Generation of Cipher Text in Bytes 
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The ten main domains that cover the benefits and capabilities of cloud computing in the implementation 
of Electronic Health Records are expenses, privacy and security, flexibility, mutually beneficial 
performance and seamless integration, platform independence, search and exploration capabilities, 
enhancement of quality and decrease in errors, fundamental flexibility, and sharing capabilities. 

 
Figure 3: Encryption/Decryption Process – 80-bit Security 
Electronic health records will benefit immensely from this technology.  The capabilities and advantages 
of cloud computing can be employed by programmers to create safer, cheaper, and improved 
applications—such as ones that are economically scalable.  

 
 
Figure 4: Encryption/Decryption Process – 128-bit Security 
Because every application running on any given computer in the company can be updated individually, 
updating these programs is simpler than updating older programs.  This technology facilitates this process 
to be rapid and efficient.  This research aimed at systematizing [14]. 
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Figure 5: Ticket Generation for Re-encryption (using 4 Threads) 
Healthcare service providers' (HSPs') changing security requirements and laws provide difficulties for 
cloud service providers (CSPs).  Ensuring data privacy and confidentiality in cloud infrastructure is one 
of the main problems.  To offer strong protection, CSPs need to effectively answer queries about cloud 
security [15]. 
 
CONCLUSION  
Cloud computing enables customers to lower expenses related to hardware, software, and services, while 
also eliminating costs associated with software installation and maintenance. Furthermore, by enhancing 
data access speed and improving healthcare through EHR, overall healthcare costs are reduced. Ensuring 
data privacy and security during transmission and storage in cloud environments is a significant concern 
for Electronic Health Records (EHRs), necessitating strong security measures to safeguard private health 
data.   To preserve the privacy of health data and adhere to HIPAA security regulations, cloud 
environments employ a variety of encryption approaches, including symmetric encryption, digital 
signatures, public-private key encryption, and more. 
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