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Abstract

In today's health organizations, electronic health records are essential. Concerns over reputation and privacy
have grown recently in relation to the usage and storage of patient data. One example of social insurance
and governance is the data exchanged through health and medical insurance. Patient privacy has been at
risk during the last few decades due to a number of problems with the management of medical information.
Protecting patient data is a primary concern in the field of intelligent healthcare apps. Blockchain technology
may greatly increase security and transparency in medical applications, which is where it comes into play.
A safe blockchain infrastructure created especially for handling medical records is suggested in this paper.
Healthcare businesses can manage their data in a private and safe manner with this platform. To meet the
demands of these institutions, it also recommends a safe method for storing electronic records, guaranteeing
privacy and security while handling medical data.
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INTRODUCTION

The emphasis of the field of Telemedicine is creating various segments that require high-end
technical treatments. In spite of the enormous advantages of telemedicine, there are several
challenges such as patients' fear and unfamiliarity, inaccessibility, inefficiencies, and technical
issues, and government support, including its utility and success [1]. Data breaches can cost
organizations $380 per record, but current systems are susceptible to a variety of attacks. Security
of the electronic health records (EHRs) and associated personal information is a prime concern
in healthcare for hackers to identify correct identity details [9]. Evolving blockchain technologies
will be the answer to significant security issues in healthcare. Characteristics such as decentralized
storage, encryption and smart contracts equip organizations with infrastructure for strengthening
the security of data, without losing accuracy and opening the door for unauthorized access or
amendment of information concerning patients [3]. One blockchain can be illegal or legal.
Blockchains are technically accessible to any user, without approval or public, but the proprietor
will have to accept to become a member of an approved blockchain [2]. Since patient data is
extremely sensitive, vetted blockchains are best for healthcare settings. This can lead to problems
if permissions are not handled rightfully. Health care experts at present need to have convenient
access to patient records, especially during emergencies. Non-uniform permissions can hinder
access in situations of urgency, and it can be fatal to the patients [13]. Two transparent, stable
solutions for permission management are employed in blockchain technology: Intelligent
contracts offer access based on conditions agreed on by all parties involved in a contract. Such
controlled access control type can be applied to make a variety of workflows automated [4].
Cryptographic keys put patients' access control under their control. Each patient is given a
"master" key to "open" health information and may provide a copy of this key, if needed, to health
practitioners or organisations. Activity might be limited to reading or writing content, and
patients can cancel keys if a key is disabled. By permitting processes involving one or more
middlemen to become automated, intelligent contracts and cryptography keys reduce human
error risk and procurement-to-execution time on steps like insurance billing and payment.
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REVIEW OF LITERATURE

Some technologies are resiliency-capable, but are in no way fully impenetrable. A never-used
piece of code is as vulnerable as a never-published piece of code that has not yet been published.
Furthermore, because it is typically accessed by people, information technology is subject to the
most security risks, Because of this, the same reason, health technologies are also as concerned
about information security as other applications and networks are. DLT is a decentralised ledger
technology Distributed ledger technology (DLT) is a collection of replicated data across all nodes
or computers in a network. No single authority governs the data; the data validate themselves.
Data models like the conformity of transaction validation protocols, together with a ledger data
structure determine what is written down in the DLT. It is not an asset ledger. Logic Assets are
in transactions, but simultaneously the ledger records the facts regarding the assets. Other
examples are: consequently, bitcoin transactions are added to a distributed ledger (as for any
other currency exchange) A blockchain does not store single transactions linearly, but a
chronological and consecutive block-by-block sequence is stored, one after another. We can also
log advanced coding functions on the blockchain through the use of smart contracts. This can
imply that one or more transactions would be received by the middleware. Transactions are
capable of being grouped to enhance the transaction rate per second on a blockchain given a
given block throughput. When every block's timestamp is written on the chain, a reference to
the last block is added. Employing Merkle tree hashes: The hash tree of all the transaction hashes
is Merkle root It is a hash value that signifies a one-time unique value Nonces are solved by
miners to form a new block. The hashing function has been used on a few more numbers, and
finds they sum up to the target amount needed. It is worth noting that this figure is linked with
consensus algorithms. [5].

MATERIALS AND METHODS

This paper presents a secure blockchain platform for the healthcare records management system
based on the design science methodology. Blockchain network, smart contracts, privacy key
management, data encryption, and integration with medical IT comprise the five components of
the proposed design. Increasing data security, interoperability, privacy, traceability, and accuracy
are just some advantages of developing a secure blockchain platform for medical record
management [11].

In the present healthcare systems, the health records are kept in centralized databases in silos
and thus healthcare data become a highly vulnerable target for the attackers. Various existing
research studies indicate that the storage of health information in centralized databases raises the
risk of security threats and demands assistance from trusted third parties Saleh, 1. K. (2022).
Adaptive Disassembly Using Deep Reinforcement Learning Using Path Planning
Communication Approach. International Journal of Advances in Engineering and Emerging
Technology, 13(2), 110-119. [10]. The centralized databases put us at risk of an attack, becomes
escalated into cyber attacks and impedes the privacy and security of EHRs. Interoperability
among healthcare service providers is yet another primary challenge for the healthcare sector due
to differences in format and standards [8]. The health information in the widespread systems are
in pieces and is difficult to transfer to healthcare providers or stakeholders [6]. It is hard to collect
and analyze patient information. It also inhibits the effectiveness of EHR sharing during
emergencies. There needs to be a tamper-proof system that everyone who is authorized can access.
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Figure 1: Working of Blockchain

A conventional database system fulfills these needs partially and therefore other means of
prevention from attacks need to be sought. Conditional access of patient records by doctors,
pharmacies and laboratories instead of complete access is extremely important to maintain
patient's health information privacy [7]. In addition, under the current system, patients have no
complete control over the health records as it is handled by the hospital administration. Given
the fragile character of healthcare data, effective data sharing among stakeholders in a public
space is a complex and burdensome process. In spite of the wonderful attributes, the current
healthcare sector is not capable enough to offer an effective means of storing, sharing and
analyzing the health data in a globally consolidated manner.

RESULT AND DISCUSSION

A successful and happy life is based on leading a healthy lifestyle, and medical technology has
greatly contributed to people's modern sense of fulfilment and enjoyment. Improvements in
technology make it simpler to identify the issues influencing our health. Numerous patient
medical records are maintained by the healthcare sector. [12]. In order for stakeholders to fully
benefit from the special qualities of blockchains, the authors suggested a new architecture that
would allow for safe sharing. It was discovered that the suggested design improved device security
by encouraging data authenticity. An effective and interoperable method for carrying out
transactions based on the consensus notion was provided by a consensus-based transaction
system.
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Figure 2: Cost Incurred to Preserve Files

The system was built upon a tripartite structure on numerous levels, such as a blockchain
platform, application middleware, and smart contracts, to enhance cooperation between nodes
across blockchain networks kept on the third level of the system. IoT suggests sharing healthcare
networks to track patients.
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Figure 3: Fee Charged for Uploading Files in Non-Ipfs Vs. Ipfs Network

By isolating the data from intelligent, energy-efficient biosensors, their proposed method
effectively transfers the data to microcontrollers and stores it in MySQL databases. Primary data
and investigative information should be successfully screened, gathered, analysed, and
documented for patients and medical practitioners globally. However, the authors failed to
explore the proposed method's security measures.
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The suggested protocol has been put into practice and tested with the EHR scenario health data
network. The prototype implementation results testify that the suggested content encryption
mechanism is safer and confidential to every individual of the e-Health system[14]. The privacy
maintaining content encryption and decryption protocol encrypts all health assets and saves the
hash values of every healthcare transaction in each block of the Blockchain. It is a possible
method to guarantee confidentiality, privacy and security of the permissioned e-health
Blockchain system[15].
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CONCLUSION

With the advances in Information Technology, many healthcare organizations have converted
conventional paper-based health records into Electronic Health Records. It consists of digitized
information of patients’ personal data, health data and health records. The digitized health data
includes disease details, treatment history, prescriptions, drug summary, microbiological test
reports and other imaging reports. The large amount of EHRs and extensive use of healthcare
technologies in the big data era increase the role of the Internet and cloud network to store a
large amount of health data and facilitate its access across the Network. The insecure nature of
Internetwork, third-party maintenance with poor access to data and financial burdens besides
privacy breaches lead to several attacks. Considering the vulnerable nature of Internetworking,
there is a requirement for an immediate and effective mechanism that facilitates storage, security,
sharing and accessing of health data across various stakeholders. Indeed a secured Patient Centric
EHR management system is essential for managing the exponential growth in health records.
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