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Abstract. In every democracy, voting is an essential and fundamental activity. The wrong candidate may be chosen to lead 
the nation if this process is botched or doesn't go as planned. Traditional voting systems have many loopholes where voting 
turnout becomes very low. For several reasons, individuals prefer not to wait in extensive lines on election day or to have to 
travel through hilly or terrorist-prone areas. The blockchain-based online voting system can significantly address all voting 
challenges to make the election process more comfortable and secure, which needs to be considered in designing a robust 
system. This paper presents a novel approach to building a safe and robust e-voting system using the two-layered EVM machine 
called zkEVM (Zero Knowledge Ethereum Virtual Machine) and a newly designed and optimized smart contract. The 
proposed architecture is made to reduce the total gas cost of the smart contract while offering security, coercion resistance, 
reliability, anonymity, authenticity with OTP validation, and receipt-freeness. The suggested smart contract gas cost is lowered 
by up to 11% compared to earlier works. The system smart contract is also analyzed with different blockchain testnets and 
provides a graphical representation. Nearly all of the e-voting requirements are met by the suggested system, and a comparative 
study is also given in the latter part of the paper. 
Keywords: E-voting, Blockchain, Smart Contract, Ballot, Ethereum, Coercion Resistant, Sharding, Zero Knowledge Proofs. 
 
1. INTRODUCTION 
In a democracy, the people can voice their opinions through the election system, which determines the leaders 
and the future direction of their society. Even after years of evaluation, voter turnout has not increased with 
today's voting systems. One possible reason for the low voter participation may be the lack of an available and 
easy-to-use internet voting technology. The traditional ballot method, which involves bringing a ballot paper to 
the polls, and digital voting via the electronic voting system (EVS) are currently the two most popular voting 
methods. Blockchain-based electronic voting platforms are an excellent way to offer a reliable system that will 
boost the voting process's throughput. In Fig. 1 the traditional voting approach shows where there are methods 
to vote in person or through mail-in adverse conditions.  

 
Fig. 1 Traditional Voting System 
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Electronic voting often appears as an approach to increase public trust in the electoral process and make 
elections more effective. The E-voting process can be mainly divided into three categories– 

 
Fig. 2 Phases in the E-voting process 
 

In the registration Phase, candidates and voters for the Elections will be registered with valid ID proofs. The 
voting phase describes the voting process for the designated places in the elections. In the last phase, the voting 
results will be declared based on the cast votes. 
In this paper, we have proposed a secure and optimized smart contract-based e-voting architecture. Based on the 
literature survey, the problem with the existing work and the research gaps are found. Many more e-voting 
requirements are not in their consideration. Overall, the research contribution can be summarized as given 
below: 

● A new voting blockchain-based architecture is being proposed. 
● A secure and optimized smart contract is designed along with the sharding concept. 
● Gas cost for the proposed smart contract is optimized by using the essential variables and functions in 

terms of memory usage. 
● Deployment Gas cost for the smart contract is being tested with multiple blockchain testnets like - 

Sepolia testnet, Polygon-based zkEVM (Zero Knowledge Ethereum Virtual Machine), and on local 
blockchain named Ganache. 

● In the proposed system, a verified voter can only cast the vote once. Once it is cast vote cannot be 
changed at any cost. 

● Voter authentication is done based on the OTP Validation with Aadhar ID verification. 
● The vote can be verified by the legitimate voter whether their vote is being counted or not for the 

elections. 
● Anonymity of the voter is maintained by using the OTP validation and region code which will be pro-

vided to the voter at the time of registration. 
● The solution is also provided for the tie-up of the voting result. 
● Almost all e-voting requirements are met with the proposed system like - security, anonymity, integrity, 

coercion resistance, authentication, etc. 
● The gas cost for the suggested smart contract is reduced by up to 11% as compared to the previous work 

[11]. 
● A graphical representation is shown for the e-voting requirements and deployment gas between the 

different blockchain test environments. 
 

2. PROBLEM STATEMENT 
To select the best candidate for any democratic nation, elections are an extremely significant and vital 
occurrence. The wrong person can be chosen if this process is rigged or fails. They should feel safe and 
transparent in this process to freely express their opinions. However, there are numerous locations in India, 

   

 Voting Phases 

 Registration  Voting  Voting Result 
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such as remote, hilly, or terrorist-prone areas, where voters do not travel to cast their ballots. Voter turnout 
declines, which may result in the wrong candidate being chosen. In Traditional Voting, the paper ballots were 
counted and the election results were announced. Due to a lack of transparency, there were numerous gaps in 
that process. Because of their hectic schedules or for other reasons, everyone wants everything these days in the 
palm of their hands. ordering takeout, shopping, or even selecting a life mate via the internet. So why are we 
unable to cast our votes online? One excellent way to handle all the problems is to implement an online voting 
system. Every security and functional concern can be resolved by the blockchain-based electronic voting system. 

 
3. REVIEW OF RELATED LITERATURE 
The papers studied from the range of the past 10 years from existing databases like – Google Scholar, Web of 
Science, Scopus and SCI Indexed Journal, and Conferences. But here are a few latest five-year reviews of related 
literature that are closely related to my problem statement. 
 
Table (1): Review of Related Literature 

Reference 
Papers 

Year Review of related literature 

[1] 2014 The authors studied the secure online voting system and focused on the security and 
feasibility of the voting system. They proposed a voting system by using the twofold 
system which consists of SMS-based voting and Website-based voting. However, there 
are a few limitations or research gaps in the proposed model as SMS-based voting is cell 
phone-based which is very much prone to any malware.  

[2] 2022 The authors studied blockchain-based system papers from 2010 to 2021 and did a 
comprehensive survey based on the phase of the e-voting system. Authors have given 
detailed tabular data based on the Voter Authentication, encryption, and hashing 
techniques, which papers are resistant to attacks, and a detailed tabular view of paper 
based on the security properties of the online voting system.  

[3] 2021 The authors studied online voting systems and proposed an e-voting system named” 
EVO”. They used the Ethereum-based blockchain using the smart contract using the 
SMS gateway for voter authentication. They proposed only a single person can vote from 
a valid Mobile no. There is a limitation in the proposed scheme as a member can be 
registered with a different mobile no and can try to vote again and a smart contract can 
also be optimized. 

[4] 2020 The authors studied e-voting systems and provided a web-based e-voting system using a 
smart contract on the Ethereum blockchain. They suggested providing transparency to 
the system. The proposed system can be improved by providing more user interaction 
pages. The authors also did not discuss and compare the proposed model with the 
existing models. 

[5] 2020 The authors) studied the e-voting process and proposed a model based on the private 
and public blockchain. They also mentioned intrusion detection to detect the DDOS 
(Distributed Denial of Service) attack in their proposed model but there are no 
countermeasures proposed to tackle the attack. The architecture needs more 
improvements in terms of security measures. 

[6] 2021 The authors have studied online voting systems and proposed a system based on the 
OTP (One Time Authentication Password) and ODP (One Day Password Verification) 
and verified by a fingerprint hardware machine. They suggested the proposed model can 
be used in Government and non-government organizations. However, there is a 
limitation as they did not discuss the online voting requirements in terms of security and 
functionality. 

[7] 2023 The authors proposed a privacy-preserving e-voting system using the Score-based voting 
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process using blockchain technology with the Zero-knowledge proofs technique. In this 
scheme, there is an issue in maintaining the security of the ballots. They just focused on 
the privacy of the voters where other requirements needed to be taken care of. 

[8] 2022 The authors studied e-voting systems and proposed a system using blockchain technology 
and ensured to provide a transparent system. They did not focus on the coercion and all 
other requirements of the voting system which needs to be taken care of in further 
research. 

[9] 2022 The authors studied the online voting process in India and proposed a model for a two-
phase authentication process using the OTP (One Time Password). The voter will get 
the OTP on their mobile phone to cast the vote. As per the model, voters can only vote 
if they have mobile phones. In this approach, there are security concerns as mobile 
phones can be hacked by illegitimate nodes. 

[10] 2016 In this book chapter, the author has discussed possible methods for authentication like 
knowledge-based, token-based, and biometric-based authentication. In this paper, they 
focused on the authentication mechanism’s advantages and disadvantages. They also 
suggested the online voting process can be improved if more secure authentication 
methods. 

[11] 2022 The authors studied the online voting system and proposed a new model for the voting 
process. They also discussed the security measures of the system. They suggested and 
compared the Gas cost for the smart contract with the existing architectures. But for 
future work gas cost has to be reduced more along with the functionality given in smart 
contracts. 

[12] 2022 The authors studied the online voting process and provided a solution using the RSA 
Key Encapsulation method to encrypt and decrypt the voter’s credentials and the ballots. 
They suggested that the blockchain can be used to avoid possible attacks on ballots. 

[13] 2022 The authors studied online voting systems and gave a review of all the possible solutions 
that are based on the blockchain. 

[14] 2020 The authors studied the online voting process and tried to understand the potential risks 
and challenges in the process by using the ATAM (Architecture trade-off analysis 
method). They also suggested using the blockchain to prevent security attacks and 
promote transparency. 

[15] 2020 The authors proposed a new voting model based on the blockchain and used the 
homomorphic technique to provide encryption to the system. They also suggested a 
solution to verify the proofs of the ballots. But the provided system is very complex which 
will cost so for better system implementation gas cost should be kept in consideration. 

[16] 2020 The authors studied an online voting system based on blockchain and provided a hybrid 
architecture to run a smart contract. They also discussed the evaluation parameters based 
on the Gas cost, average time, and transactions per block.  

[17] 2021 The authors studied and proposed verify-your-vote as an online voting system using 
cryptographic techniques like Elliptic curve cryptography and blockchain as public 
bulletin boards. But in their proposed model coercion resistance is not there which can 
be considered as a future scope for the researchers. 

[18] 2019 The authors studied an online system and tried to provide a distributed e-voting system 
and e-bidding system for the online process. They used Python to implement the 
cryptographic techniques. However, they did not focus more on the security and 
coercion of the ballots. They suggested if blockchain can be used with the cryptographic 
technique then a robust system can be made. 

[19] 2022 The authors used blockchain technology to propose an online voting system. They 
developed a smart contract-based architecture with the voter’s authentication and 
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security measures. But in their system, they showed access to the Government database 
by the third entity in the system which can cause an issue in terms of security. 

[20] 2022 (Umar et al., 2022) proposed an online voting system using the Paillier cryptosystem to 
provide the voter’s privacy and tried to resolve security-related issues like the integrity of 
the system. They suggested using the blockchain for a better online voting process. 

[21] 2020 The authors studied and proposed an online voting system by using the Ethereum 
blockchain along with the Metamask wallet concept. In this paper, they showed the 
comparison between the gas cost for the applicable functions of the voting process. They 
suggested gas costs should be minimized for the optimization of the smart contracts. 

[22] 2020 In this paper, authors have discussed and proposed an online voting system using the 
hybrid consensus model which is a combination of the Proof of Credibility and Proof of 
Stake that work mutually to address the problems of secure e-voting systems. 

[23] 2022 The authors have done a Systematic Literature review based on the blockchain-based 
voting system. They also provide a comparison of the different approaches used in 
previous literature. 

[24] 2021 The authors have studied and proposed blockchain-based e-voting systems. They 
mentioned the hardware and software requirements of the system. But they did not 
provide the gas cost evaluation which has to be done for a better understanding of the 
system evaluation. 

[25] 2020 The authors studied and proposed blockchain-based e-voting systems and used the .Net 
framework to implement the system. However, they did not mention any kind of 
blockchain implementation in terms of gas cost. They did not discuss e-voting system 
requirements. 

[26] 2020 The authors studied the blockchain thoroughly and gave an analysis of computational 
energy in blockchain-based applications. However, they did not talk much about the 
security of the e-voting system. 

[27] 2020 The authors presented an e-voting system based on blockchain technology that enables 
users to vote online. They made a front-end application connected with Metamask to 
make transactions. However, they did not focus on Gas cost optimization and other 
security requirements. 

[28] 2023 An extensive survey is being done including blockchain terminologies and cryptographic 
techniques. They suggested blockchain will be a great solution for the e-voting process. 

[29] 2021 The authors analyzed existing blockchain-based e-voting systems and proposed a three-
layered architecture that can AVL Chain for an e-voting system. They focused on 
cryptography but many other security requirements are discussed in their architecture. 

[30] 2022 In this paper, the author discussed the complete details related to Ethereum Network. 
Blockchain technology is being used with the Ethereum network to execute any type of 
decentralization.  

[31] 2020 The author has done an empirical analysis based on online voting requirements and 
proposed a model to secure voter privacy using the IPFS decentralized file-sharing system. 
However, this paper did not talk about other security and functional requirements.  

 
4. PROPOSED METHODOLOGY 
To propose a secure and efficient e-voting system, we have used blockchain technology. A smart contract is being 
designed with the required voting operations.  
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Fig. 3 Proposed Solution Architecture 

 
As shown in Fig. 3 the proposed architecture can be described as - the Election Commission(admin) will be the 
admin of the electoral process to keep a check on the overall voting process. The admin can only interact with 
the designed system with the provided front-end. There will be some gas cost for any transaction that is being 
done on any blockchain-based application. So, in the given architecture, the gas cost is being reduced by 
identifying the latest version of the EVM (Ethereum Virtual Machine) named “zkEVM (Zero Knowledge 
Ethereum Virtual Machine)”. The zkEVM will be connected to the blockchain wallet named Metamask to add 
the blockchain ethers to support the transaction on the blockchain environment. All the instructions will be 
written in the smart contract. In the proposed smart contract, there are almost eleven voting operations that are 
being designed and implemented to provide a robust voting system. However, we can say the architecture of the 
proposed methodology is the main three entities – Election Commission, Voters, and Candidates.  
Sharding – Sharding is a process where a main blockchain can be divided into multiple off-blockchains to 
improve the scalability of the system. In the proposed solution, a sharding technique is being suggested where 
the main blockchain can be divided into two shards as shown in Fig.4.  
Shard1 can be used for the registration of voters and candidates. Shard 2 can be used to store votes. So that at 
the time of result, the declaration main blockchain can fetch results from shard 2 and publish them on the 
election Bulletin board. 
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Fig. 4 Proposed Sharding Process for Proposed Solution 
 
Smart Contract Execution with zkEVM 

 

 
Fig. 5 Smart Contract Execution with zkEVM 
This Fig. 5 shows the working of a smart contract with zkEVM. The zkEVM works with EVM and then provides 
the cryptographic solution for the deployed contract. In Fig. 6 below, elections will be initiated by the Election 
Commission for a specific Time slot. Registrations for the voters and candidates will be done with some set of 
validations. Once registration is done the voting phase will start where a validated voter will cast the vote. Three 
main conditions will be checked - Are elections still going on? Is the voter and candidate region code the same? 
Is it already voted? Is One Time Password (OTP) valid? The vote-casting will be completed once all validations 
are passed. Once the Elections are over the result will be declared. 
 

 
Fig. 6 Flow chart for the proposed solution 
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5. PROPOSED SOLUTION 
A smart contract is being designed and implemented with multiple voting operations. The smart contract is 
connected with the Blockchain environment which will work as a system backend. A Web3.js library is being 
used to connect the smart contract with the front end. A Metamask wallet can be connected to the smart 
contract to approve the transaction on the blockchain environment. Each person on the system has to 
accomplish several steps. The initialization, registration, and voting are the three primary phases that everyone 
must go through. At last, the voting result phase is required to publish the voting results. Each phase is explained 
in detail below: 
5.1 Initialization Phase 
The proposed smart contract is written in the solidity programming language. The contract is developed and 
tested using the Remix IDE online with the different blockchain testnets. In this phase to deploy the smart 
election start date and end date are needed. 
                                              

 
Fig. 7 Deployment of smart contract 
 
After the successful deployment of the smart contract, the system will be ready for use. 
5.2 Registration Phase 
The registration process begins with the addition of required details. This process differs for the candidate and 
voters in terms of mandatory details records. At the time of candidate registration, the candidate’s name, Aadhar 
ID, party name, and region code are required. The region code will be used to identify the place of the candidate 
electoral places. For voter registration, voter account address (blockchain node address), Aadhar ID, age, 
isVoterAlive, and the region code are needed. An OTP is also being generated against that voter address which 
will be used at the time of voting. If the valid OTP is not provided at the time of vote casting, then that system 
will raise an error and not allow that person to vote. 
5.3 Voting Phase 
In this phase, the legitimate registered voter will be allowed to vote. During the voting phase, the voter will 
provide the OTP, and vote for the registered candidate. Once the vote is recorded then it cannot be changed in 
the systems. In the proposed system a facility is also provided where a voter can verify their vote cast with the 
correct OTP-based login in the system. A voter can only vote until the elections are alive. 
 



International Journal of Environmental Sciences 
ISSN: 2229-7359 
Vol. 11 No. 13s,2025 
https://theaspd.com/index.php  

1066 

 

5.4 Voting Result Phase 
In this phase, voting results will be announced when the election time is over. The winner's candidate name will 
be announced with the total number of voters. A voting result tie solution is also provided in the proposed 
smart contract. As in the traditional voting system, if there is any situation where there is a tie-in between the 
winning candidates then the winner's name used to be announced based on the lottery system. Based on the 
same concept, the solution is provided. 
 
6. IMPLEMENTATION 
6.1 EVM Component Stack 
In the proposed solution, EVM (Ethereum Virtual Machine) is being used to develop, deploy, and test the 
solidity of the e-voting system. The below Table 2, shows the components stack that will work with the EVM. 

 
 

 
Fig.8 EVM components stack 
 
Table (2):  EVM component stack 

Components Functions in EVM Stack Remarks 

Truffle Framework as a development 
environment 

A framework that facilitates the execution of 
smart contracts. 

Ganache [44] Local Blockchain It is a local blockchain to run, execute, or test the 
smart contract executions. 

Solidity Programming Language It is used to develop decentralized applications in 
blockchain environments. 

Metamask Ether Wallet It is like other online wallets. It holds ethers that 
can be used to make transactions on blockchain-
enabled applications. 

Node.js/NPM Server It provides server-side scripting to run 
decentralized applications. 

 
6.2 Deployment of proposed smart contract in different blockchain testnet environments for deployment 
gas difference 
The screenshots for the smart contract deployment in different environments are given below to elaborate the 
process. 
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6.2.1 zkEVM Testnet – Zero Knowledge Ethereum Virtual Machine 
zkEVM is a layer 2 Ethereum virtual machine to provide more security in the environment. It uses zero-
knowledge proofs to provide authenticity. In Fig. 9 and Fig. 10 the deployment of the smart contract by 
using the zkEVM polygon for testing purposes. 

 
Fig. 9 Contract Deployment Confirmation Screen Shot with zkEVM TestNet Metamask Wallet 
 

  
Fig. 10 Screen Shot from Ether Scan for a Contract Deployment on zkEVM 
 

6.2.2 Sepolia Testnet –  
Sepolia is a Testnet to test the smart contract deployment with the test ethers which are provided to the 
developers to test their contracts. In Fig. 11 Contract deployment gas cost is shown which is self-described. 
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Fig. 11 Transaction on Etherscan for Sepolia TestNet Contract Deployment 
 

6.2.3 Ganache (Local Blockchain) – 
Ganache is a local blockchain to executes the smart contracts to build the distributed application. The 
proposed smart is being deployed on the Ganache. Below figures for deployment and gas costs are shown. 

 

   
 
Fig. 12 Ganache Blockchain Dashboard 
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Fig. 13 Contact deployed on Ganache Blockchain 

 

 
Fig. 14 Block1 Contract Deployment Description along with Gas Used 

 
7. RESULT DISCUSSION 
7.1 Evaluation of Proposed Solution Based on Gas Cost 
7.1.1 Discussion on Gas Cost 
Gas Cost [42] is a Computational Cost which is the overall cost required to complete a transaction in the 
blockchain. A Gas Cost can be divided into two types – Transaction Cost and Execution Cost. 
Execution Cost [43] - The execution cost is the cost of performing the computational processes, whereas the 
transaction cost is the cost of sending the code to the blockchain.  
7.1.2 Comparison Table for Deployment Gas Cost with Previous Work 

Below is given table that explains the comparisons between the proposed solution with the previous work. As 
we found many of the papers only implemented 1 to 4 operations for e-voting systems where we have developed 
a solution with almost 11 operations with less Gas Cost. As shown in the below table our proposed solution 
with only four operations, Gas cost is very less than the previous work. In that manner we can say, we have 
optimized the Gas cost at a certain level with the more e-voting system property. In Fig.16 the graphical 
representation of the same is also shown. 
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Table (3): Comparison of Deployment Gas Cost with previous work 

 
7.1.3 Graphical Representation for Deployment Gas Cost 

As we can see the proposed work reduced gas cost by almost 11% from the previous paper for the four 
operations. Even with the eleven operations the cost is not much increased. This is the main finding of the 
research. 

 

Contract Gas used Provided Property Operations 
Khan et al. (2020) as 
cited in [11] 

726774 Integrity, Security, 
Verifiability 

Vote Casting 

Hjálmarsson et al. 
(2018) as cited in [11] 

701538 Integrity, Security, 
Fairness 

Vote Casting, Vote Counting 
 

Jorge Lopes (2019) as 
cited in [11] 

4935530 Anonymity, Privacy, 
Security, Fairness, 
Mobility, 
Uncoercability 

Voter Registration, Ballot 
Creation, Vote Casting, Vote 
Counting 
 

Dagher et al. (2018) as 
cited in [11] 

3817723 Anonymity, Integrity, 
Privacy, Security, 
Fairness, Mobility, 
Uncoercability 
 

Voter Registration, Ballot 
Creation, Vote Casting, Vote 
Counting 
 

Shyda Alvi (2022) as 
cited in [11] 

1928302 Anonymity, Integrity 
Privacy, Security, 
Fairness, Mobility, 
Uncoercability 

Voter Registration, 
Candidate Registration, Vote 
Casting, Vote Counting 
 
 

Proposed System (With 
four operations)  
 

1739552 
 

Anonymity, Integrity 
Privacy, Security, 
Fairness, Mobility, 
Uncoercability, 
Reliability, Availability, 
ballot Secrecy, receipt 
freeness 

Voter Registration, 
Candidate Registration, Vote 
Casting, Vote Counting 
 

Proposed System (with 
eleven operations) 

2569467 Voter Authenticity, 
Voter Anonymity, Data 
Integrity, Privacy, No 
Vote-Selling/ 
Coercion Resistance, 
Reliability, Availability, 
Ballot secrecy, Receipt- 
Freeness 
 

Election Setup, Voter 
Registrations, Candidate 
registrations, OTP 
generations for validation, 
OTP validation, get Total 
No. of candidates, get total 
no. of voters, Voting, verify 
your vote, vote counting, 
Elections Result with tie 
Solution 
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Fig. 15 Comparison of Deployment Cost 
 

 
7.1.4 Comparison Table for Proposed Solution based on Different Blockchain Deployment Environments 
Table (4): Gas Cost for Proposed Solution with Different Environments 

S. No Platform (Deployed on) Deployment 
Gas Cost 

Ether’s cost 

1. Remix IDE with Virtual 
machine 

2570201 0.05 Test Ethers 

2. Sepolia TestNet 2570201 0.006426 SepoliaETH 
3 zkEVM TestNet 2569467 0.000129 Sepolia ETH 
4 Ganache (Local Blockchain) 2562567 0.05 Test Ethers 

 
The above Table 4. Explained the Deployment Gas cost which is observed at the time of the proposed smart 
contract deployment. We found zkEVM is much better than other Ethereum Testnets like - Sepolia Testnet.  
 
7.1.5 Graphical Representation for Proposed Solution Based on Different Blockchain Deployment Envi-

ronments 
 

 
 

Fig. 16 Graph Representation of Deployment Gas Cost for Proposed Solution with Different Environments 
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7.2 Result Discussion Based on E-voting Security and Functional Requirements 
 

The proposed solution fulfills the all-online voting requirements, where below is a comparison table shown 
based on previous work. 

 
Table (5): Comparison table based on requirements 
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2020  [32] Yes No Yes Yes No No Yes No No 

2021  [33] Yes No No Yes No No Yes No No 

2021  [34] Yes Yes Yes Yes Yes Yes Yes Yes No 

2021  [35] Yes Yes Yes Yes Yes Yes No No No 
2021  [36] Yes Yes Yes Yes Yes No Yes No No 
2021  [37] Yes No Yes Yes Yes Yes Yes Yes No 
2021  [38] Yes Yes Yes Yes No Yes Yes No No 

2021  [39] Yes Yes Yes Yes No No No No No 

2021  [40] Yes No Yes Yes No No No Yes No 

2021  [41] Yes Yes Yes Yes Yes No No Yes No 

2022  [12] Yes No Yes Yes No No No Yes Yes 

2023 Proposed 
Architecture - 
(Smart Contract 
using zkEVM 
Blockchain 
environment with 
Sharding) 

Yes Yes Yes Yes Yes Yes Yes Yes Yes 

 
7.3 Graph Representation for Requirement Analysis 
The proposed system has fulfilled the requirements of an e-voting system through its graphical representation. 
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Fig. 17 E-voting properties comparison with previous work 

 
8. CONCLUSION 
Blockchain technology is used to implement the e-voting system. Solidity is used to develop and design a smart 
contract with optimized deployment gas costs. Different Blockchain EVM-based testnet environments, such as 
Sepolia and zkEVM, are being used to test the smart contract. Because of its inherited features, zkEVM is a 
highly recommended EVM platform for any kind of decentralized application. Scalability, security, and privacy 
concerns can be resolved by implementing zkEVM. The proposed solution also suggests sharding as a way to 
address the scalability problems with blockchain networks. Comparing the proposed smart contract gas cost to 
the previously discussed work, an 11% reduction is possible. For a clearer understanding of the outcome, 
graphical representations of each comparison were also provided. In the end, we discovered that the gas cost 
and e-voting requirements of our suggested system are significantly better. The system can be combined with 
machine learning methods in the future to improve voting environment predictions. 
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