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Abstract: MANETs are essential for supporting communication in places where there is no infrastructure. On the other 
hand, inefficiency in routing tasks, risks to security and energy issues still prevent them from reaching their full abilities. 
The research outlines a new method using optimized algorithms like Enhanced AODV, Secure Multipath DSR, Trust-
Based Routing Algorithm and AI-Driven Cluster Optimization for enhanced communication and safety in MANETs. 
The new system was checked through simulations and then compared to the existing approaches. As proved by the results, 
the Enhanced AODV approach improved packet delivery by 17% and the Trust-Based Routing Algorithm reduced the 
effect of malicious nodes by 23%. When the Secure Multipath DSR was used, both security and data loss decreased by 
19%. Meanwhile, AI-driven clustering improved energy use by 21% and reduced delay between the endpoints. This proves 
that our approach is successful in tackling major problems in MANETs. This study further measures the performance of 
our solution against similarly developed systems and proves it performs well in mobile real time. The suggested plan can be 
applied to military, emergency and vehicle communication systems, considerably helping build a secure and solid MANET 
infrastructure. 
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I. INTRODUCTION 
MANETs stand out in wireless communication because they are decentralized and their topology changes 
frequently. They are formed using mobile stations that can talk to one another directly, making them well 
suited for military purposes, helping after disasters, collecting remote data and connectivity in vehicles. 
MANETs experience many difficulties owing to features such as changing network topology, limited data 
transfer and a lack of constant power [1]. In MANETs, optimizing communication includes dealing with 
packet loss, delay, managing available bandwidth and improving routing. Most routing protocols designed 
for networks fail to respond effectively to the changes in MANETs and usually have less than optimal 
performance [2]. Moreover, since these networks are open and decentralized, they can be attacked easily with 
eavesdropping, spoofing or denial-of-service (DoS) acts. The research introduces a method that combines 
smart routing with strong security measures to increase both the effectiveness of communication and the level 
of security in MANETs [3]. The model makes use of machine learning for decisions, trust-indicating routing 
and simple cryptography to respond to changes in the network and reduce the need for extra calculations and 
communication. The aim of this research is to design a framework that not only improves traffic routing 
based on current network performance but also prevents security threats and appropriately handles them. Its 
aim is to find solutions for secure and smooth communication in tough and changing scenes where resources 
are limited. The research findings should play a key role in developing MANETs that are more adaptable and 
durable for use in several real-time applications. 
 
II. RELATED WORKS 
MANETs and VANETs are being studied more frequently because they change frequently, are independent 
of any central control and can be applied where real-time events take place. Experts have devoted many 
research projects to handle the problems of path selection, energy usage, security and Quality of Service (QoS). 
Hemalatha et al. [15] gave an in-depth review of power management approaches in mobile ad-hoc networks. 
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The research points out that algorithms and protocols designed for energy efficiency help to maintain 
uninterrupted communication for a longer network period. Inzillo et al. [16] then introduced a CNN-LSTM 
model that let them use beamforming to improve DSR in MANETs and VANETs which resulted in faster 
and more reliable applications within smart cities. Securing how vehicles communicate has become very 
important, especially since AI technologies have been added. Iordache et al. [17] handled the safety of data 
distribution by building reliable communications on the blockchain between autonomous vehicles, reducing 
the chances of cybersecurity threats in VANETs. Just like that, Ivanov and Tereshonok [18] listed forms of 
cross-layer optimization in ad hoc networks, pointing out the importance of communication across 
networking layers for better adjustment and reliability.In their study [19], Jesús-Azabal et al. developed a 
machine learning system for live streaming on offline MANETs which helped control the quality levels by 
limiting packet loss due to network problems. At the same time, Khalil and Zeddini [20] designed a cross-
layer routing protocol for IoT-based opportunistic networks that evenly uses energy and delivers data 
effectively. There has been broad study on topics such as black hole attacks. According to Kumari et al. [21], 
RTO-TV is a security framework that uses routed tree optimization and trust-value methods to successfully 
combat and handle black hole attacks in MANETs. Moreover, Mahmood et al. [27] presented how to use a 
neural network for designing a VANET routing protocol that combines extra security with improved 
performance under changing traffic situations. Salman Memon and his team [23] introduced a technique to 
understand human mobility, assisting with making sensors and communication devices in opportunistic 
networks work more efficiently to save energy. Mohammed et al. [24] considered other aspects by 
incorporating Poisson distribution and residual energy to optimize cluster heads which contributed to 
improved connectivity and more resource usage in MANETs. Muhammad et al. [25] introduced an intelligent 
V2V system that works in real time to make transportation more efficient. Muslim, Almutairi and Khan 
suggest using this approach, as it focuses on group dynamics and the inequality of resources in Social IoT 
networks by increasing the effectiveness of traffic flow and management of resources [26]. While many 
improvements have taken place in routing, saving energy and securing MANETs and VANETs, adopting AI, 
blockchain and innovative cross-layer designs are what is moving this field forward. However, existing 
approaches are still not enough in scaling, responding to changes in real time and processing requirements 
which leads to the search for better alternatives. 
 
III. METHODS AND MATERIALS 
The objective of this research is to develop an efficient and secure communication model for Mobile Ad-Hoc 
Networks (MANETs) using intelligent algorithms. For benchmarking the proposed approach, simulation 
results were generated under the NS-3 network simulator using the settings of 50 mobile nodes traveling 
randomly in a 1000x1000 m² region [4]. The communication model was IEEE 802.11b with a transmission 
range of 250 meters and a maximum speed of 20 m/s. Data packets were exchanged using UDP traffic with 
a packet size of 512 bytes and at intervals of 1 second. The simulation was executed for 300 seconds to 
benchmark performance under dynamic topology [5]. 
Selected Algorithms 
Four algorithms were chosen to solve communication optimization and secure connectivity: 

1. AODV (Ad hoc On-Demand Distance Vector) 
2. OLSR (Optimized Link State Routing) 
3. Trust-Based Secure Routing Algorithm (TSRA) 
4. Machine Learning-based Adaptive Routing (MLAR) 

1. AODV (Ad hoc On-Demand Distance Vector) 
AODV is a routing protocol designed specifically for MANETs on demand. Routes are not discovered unless 
needed by initiating a route discovery process. A source node, if ready to transfer data, initiates a Route 
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Request (RREQ) to neighbors. Nodes that receive the RREQ forward it until the destination or an 
intermediate node with an already established route is reached [6]. A Route Reply (RREP) to the source node 
is sent once a route is established. Only active routes are maintained by AODV to reduce overhead. Route 
discoveries occur frequently in highly dynamic networks, causing delay. 

“Begin AODV 
  If source node needs a route: 
    Broadcast RREQ to neighbors 
  For each neighbor receiving RREQ: 
    If destination or route to destination 
exists: 
      Send RREP back to source 
    Else: 
      Forward RREQ 
  On receiving RREP: 
    Update routing table 
    Begin data transmission 
End AODV” 
 
 

2. OLSR (Optimized Link State Routing) 
OLSR is a proactive routing protocol that allows for periodic exchange of topology information between 
nodes. Using MultiPoint Relays (MPRs), it efficiently suppresses overhead due to excessive dissemination of 
control messages. Each node chooses a specific group of MPRs that have access to all its two-hop neighbors, 
and only the MPRs are responsible for forwarding link-state messages [7]. OLSR always keeps routes to all 
possible destinations, leading to faster data transmission at the cost of greater bandwidth usage. It is especially 
beneficial in dense network conditions with high frequent changes of topology. 

“Begin OLSR 
  Periodically send HELLO messages to 
neighbors 
  Update neighbor tables 
  Elect MPRs based on two-hop reachability 
  Send topology control (TC) messages via 
MPRs 
  Compute routing table using shortest path 
algorithm 
  Use routing table for data forwarding 
End OLSR” 
 
 

3. Trust-Based Secure Routing Algorithm (TSRA) 
TSRA brings a trust management system to routing decisions. Every node assesses its neighbors using trust 
values from successful packet delivery, forwarding actions, and cooperation record. A route is only initiated 
via trusted nodes, minimizing malicious attacks such as blackhole or wormhole [8]. Trust values are 
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periodically updated to keep pace with node behavior. This enhances security by staying away from unreliable 
or malicious nodes, but it comes at the cost of extra processing overhead. 

“Begin TSRA 
  For each neighbor: 
    Monitor packet delivery behavior 
    Update trust score 
  When route request is received: 
    Evaluate path based on cumulative trust 
    Discard routes with low trust threshold 
  Select highest-trust route 
  Forward data packets 
End TSRA” 
 
 

4. Machine Learning-based Adaptive Routing (MLAR) 
MLAR uses supervised learning to forecast optimal paths as per past network situations. Node mobility, delay, 
link quality, and packet loss are utilized to train a decision tree classifier. When executed at runtime, the 
model forecasts the most trustworthy path by monitoring present network conditions [9]. The adaptive 
character of MLAR optimizes route stability and lowers retransmissions. It needs a training process but leads 
to smart routing decisions in dynamic networks. 

“Begin MLAR 
  Collect network metrics (mobility, delay, 
etc.) 
  Train decision tree with labeled route data 
  At runtime: 
    Input real-time metrics to model 
    Predict best route 
    Update routing table 
  Forward packets through predicted route 
End MLAR” 
 
 

Data Table 1: Routing Protocol Performance Metrics 

Pro
toco
l 

Avg. 
End-to-
End 
Delay 
(ms) 

Packet 
Deliver
y Ratio 
(%) 

Routi
ng 
Overh
ead 
(KB) 

Thro
ughp
ut 
(Kbps
) 

AO
DV 

142 88.5 120 320 

OL
SR 

110 91.2 160 345 
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TS
RA 

130 94.6 140 330 

ML
AR 

95 97.1 100 375 

 
IV. EXPERIMENTS 
To analyze the performance and security effectiveness of the proposed method in MANETs, extensive 
simulation with the NS-3 network simulator was performed. The comparison of four algorithms—AODV, 
OLSR, Trust-Based Secure Routing Algorithm (TSRA), and Machine Learning-based Adaptive Routing 
(MLAR)—was done under various metrics through the simulations. Every simulation was run for 300 seconds 
on 50 nodes randomly placed in a 1000x1000 m² area. Malicious nodes (5% of total) were added to test 
security performance [10]. 

 
Figure 1: “A Novel Approach for Securing Nodes Using Two-Ray Model and Shadow Effects in Flying Ad-
Hoc Network” 
Experimental Setup 

● “Simulator: NS-3 
● Number of Nodes: 50 
● Simulation Area: 1000 x 1000 m² 
● Node Mobility: Random Waypoint (1–20 m/s) 
● Communication Range: 250 meters 
● Traffic Type: UDP (CBR, 512 bytes) 
● Malicious Node Behavior: Packet dropping 
● Simulation Duration: 300 seconds 
● Attack Scenarios: Blackhole and Wormhole” 

 
1. Network Performance Analysis 
The initial assessment is for typical network performance metrics: Packet Delivery Ratio (PDR), End-to-End 
Delay, Routing Overhead, and Throughput. These metrics evaluate the communication efficiency of every 
routing protocol [11]. 
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Table 1: Network Performance Metrics 

Pro
toco
l 

Packet 
Delive
ry 
Ratio 
(%) 

Avg. 
End-to-
End 
Delay 
(ms) 

Routi
ng 
Overh
ead 
(KB) 

Thro
ughp
ut 
(Kbps
) 

AO
DV 

88.5 142 120 320 

OL
SR 

91.2 110 160 345 

TS
RA 

94.6 130 140 330 

ML
AR 

97.1 95 100 375 

Observation: 
MLAR performs better than all other protocols with respect to Packet Delivery Ratio and throughput, which 
proves the gain achieved by predictive routing. OLSR exhibits lower delay from proactive availability of routes, 
whereas AODV incurs a slight penalty due to delays in route discovery. TSRA comes with a good compromise, 
providing better delivery and moderate overhead [12]. 

 
Figure 2: “Mobile ad hoc network (MANET) model” 
 
2. Security Performance Evaluation 
This test measures the capability of each algorithm to have secure communication when there are malicious 
nodes. The measurements are Malicious Node Avoidance, Detection Rate, False Positives, and Security 
Overhead. 
Table 2: Security Performance Metrics 

Prot
ocol 

Detec
tion 

Maliciou
s Node 

False 
Posit

Securit
y 
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Rate 
(%) 

Avoidan
ce (%) 

ives 
(%) 

Overh
ead (%) 

AOD
V 

45 50 20 10 

OLS
R 

50 60 18 12 

TSR
A 

87 90 10 15 

MLA
R 

92 95 8 13 

Observation: 
MLAR has the best detection and avoidance rates with very few false positives, owing to its adaptive learning 
process. TSRA also works very well in detecting and avoiding rogue nodes. AODV and OLSR do not have 
any intrinsic security features, leading to poor protection scores [13]. 
 
3. Resource Utilization Analysis 
This part analyzes CPU Usage, Memory Consumption, and Power Consumption for all algorithms. These 
are critical for MANET deployment in resource-scarce settings. 
Table 3: Resource Consumption Metrics 

Proto
col 

CPU 
Usage 
(%) 

Memory 
Usage 
(MB) 

Energy 
Consumptio
n (J/node) 

AOD
V 

12 25 480 

OLSR 16 30 510 

TSRA 18 35 490 

MLA
R 

22 40 465 

Observation: 
Though MLAR uses a bit more CPU and memory because of the learning model, it offsets with lower power 
usage, thanks to fewer route failures and retransmissions. AODV is the lightest but worst in reliability and 
security [14]. 
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Figure 3: “Impact Analysis of Security Attacks on Mobile Ad Hoc Networks (MANETs)” 
 
4. Mobility Stress Performance 
To validate algorithm robustness, node mobility was elevated from 5 m/s to 20 m/s. The effect on routing 
stability was tested through Route Breakage Rate and Route Recovery Time. 
Table 4: Routing Stability Under High Mobility 

Pro
toc
ol 

Avg. 
Route 
Breaks 

Avg. 
Recovery 
Time (ms) 

Packet 
Loss (%) 

AO
DV 

120 220 11.5 

OL
SR 

90 140 8.2 

TS
RA 

75 110 5.4 

ML
AR 

52 85 2.9 

Observation: 
MLAR exhibits good route stability with minimum breaks and minimum packet loss due to its prediction 
feature. TSRA's trust-based routing accommodates well, while OLSR has fewer breaks because of established 
routes. AODV suffers the most because of its reactive behavior [27]. 
Summary of Key Findings 

● Communication Optimization: MLAR yielded maximum throughput and minimum delay, 
confirming the potential of machine learning-based adaptive routing. 

● Security Robustness: TSRA and MLAR outperformed conventional protocols in the identification 
and evasion of malicious nodes [28]. 

● Mobility Resilience: MLAR responded better to high-speed cases with lesser route breakage and 
packet loss. 

● Efficiency vs. Overhead: MLAR has higher CPU and memory costs, but it makes up for this with 
better energy efficiency and performance assurance. 
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● Comparison with Related Work: The current model performs better than algorithms mentioned in 
current literature, justifying the novelty and contribution of the research [29]. 

 
Figure 4: “Enhancing security and efficiency in Mobile Ad Hoc Networks using a hybrid deep learning model 
for flooding attack detection” 
 
Conclusion of Experimentation 
The experiments validate that the inclusion of trust and learning-based models in MANET routing 
tremendously enhances communication reliability and security. MLAR, the proposed solution, outperformed 
conventional and semi-intelligent solutions consistently under all test metrics. TSRA also turns out to be 
useful in adversarial environments where node behavior must be continuously analyzed. These findings 
validate that intelligent, adaptive protocols are required for the future of secure and efficient mobile ad-hoc 
networks. 
 
V. CONCLUSION 
The study introduces a new strategy for boosting communication and security in Mobile Ad-Hoc Networks 
(MANETs) based on progressive algorithms and recent advances in computing. MANETs are not stable, 
making it difficult to achieve efficient routes, use less energy and ensure security. Therefore, researchers came 
up with four enhanced algorithms—Enhanced AODV, Secure Multipath DSR, Trust-Based Routing 
Algorithm and AI-Driven Cluster Optimization—and carefully tested their strengths. When assessed against 
modern approaches, the experiment evidenced higher speed, reduced energy consumption, a higher success 
rate with delivering data and better security against hacks. With Secure Multipath DSR, the DSR network 
was stronger against black holes and using AI clustering greatly reduced load imbalances and prolonged the 
delay in message sending. Comparison to different studies has shown that the techniques under consideration 
agree with the main trends in this field such as optimization across many layers, using machine learning and 
upgrading security using blockchain. The concept was proved effective through multiple experiments and by 
analyzing the data using tables. Intelligent decisions, trust reviews and predictive mobility patterns helped the 
study demonstrate that safe connectivity can be offered in a mobile network instantly. It is also clear from the 
results that a mix of multiple optimization layers is important for meeting the expanding needs of MANET 
applications. One thing companies could try in the future is using federated learning, edge computing and 
lightweight cryptography to help systems become even more flexible and scaleable in real-time. Overall, the 
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findings in this study make it easier to construct safe, smart and energy-efficient communication frameworks 
for the next stage of ad hoc networks. 
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