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Abstract. Wireless Sensor Networks (WSNs) are essential in a variety of applications, ranging from environmental
monitoring to smart and connected cities to industrial automation and control. Given their resource-constrained nature
and that WSNs can be deployed in a non-physical secure manner, they are particularly vulnerable to a host of cyber-
attacks. Consequently, this study proposes A Hybrid CNN+DNN+RF Framework for Intelligent Intrusion Detection
in Wireless Sensor Networks (WSN-DS). Our hybrid approach utilized the feature extraction capabilities of
Convolutional Neural Networks (CNNs) and Deep Neural Networks (DNNs) to automatically extract the spatial
and nonlinear features from the WSN traffic data and subsequently classify these features using a Random Forest
(RF) ensemble model to enhance accuracy, robustness, and interpretability. The system presented in this study was
trained and assessed on WSN-DS training and test dataset which is the benchmark dataset for intrusion detection in
WSNs. The experimental findings of this study show that the hybrid approach surpassed CNN, DNN, and
conventional machine learning classifiers with regard to detection quality, along with statistically significant
improvements in accuracy, precision, recall, and Fl-score. In addition, the framework also achieves acceptable false
positive rates, provides greater reliability, and is therefore well suited for implementation where resources are limited,
especially for realtime intrusion detection systems in a WSN environment. This study demonstrates the promise of
hybrid deep learning—ensemble methods to improve the reliable and secure operation of intelligent WSNE.
Keywords: Blockchain, Picture Passwords, Graphical Authentication, Visual-Chain, Cybersecurity, User
Authentication.

INTRODUCTION

Wireless Sensor Networks (WSNs) [1] have become an integral component of modern technological
infrastructure, serving purposes from environmental monitoring, health care, and military surveillance,
to smart cities. WSNs are widely employed yet can be extremely susceptible to an expanding range of
cyberattacks - cyberattacks are possible due to some internal limitations of WSNs (open communication
protocols, limited computing power and energy constraints). Thus, securing data transmission and
maintaining reliable operation of networks to deliver services across WSNs remains challenging, while
Intrusion Detection Systems (IDSs) represent a viable alternative to detect malicious activity and provide
defense against intrusion [1]. While past IDS strategies have indicated malicious activity to a certain
extent, they are challenged with obstacles associated with growing complexity of traffic within networks
and the dynamic and evolvable nature of cyberattack strategies [2]. Dynamic WSN environments may
benefit from deep learning strategies such as Convolutional Neural Networks (CNN) and Deep Neural
Networks (DNN), as they are well advanced in extracting utility from numerous and high-dimensional
variables. Further combining deep learning processes with ensemble learning may provide strong,
generalizable performance for WSNs intrusion detection, as ensemble learning approaches greater
resilience than on of its constituent parts [2].

The research presented and discussed in this study proposes a hybrid CNN+DNN+RF framework
modeling that combines CNN and DNN to achieve automatic feature extraction for machine learning,
and RF for final classification. The contributions of this research are summarized in three key points [3].
First, the proposed hybrid model resolves the challenges of employing either deep learning or traditional
machine learning standalone, as the weaknesses of each method offset the strengths of the other. Second,
the model provides high accuracy and low false positives, and improved robustness on WSN-DS
benchmark dataset. Third, the hybrid framework offers a scalable and intelligent IDS framework (in the
form of CNN+DNN+RF) that can be deployed in real-time WSN applications, thereby contributing to
the development of secure and resilient wireless sensor networks [4].

The research presented in this thesis is important because it provides a practical and efficient intrusion
detection system, which has been built as a result of combining deep learning and ensemble methods,
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any WSN environment. This work highlights an advancement of intrusion detection that will improve
detection performance and improve the practicality of implementation in resource constrained
environments. The hybrid framework represents the first step in changing the security landscape of WSN
amid a relentless advancing realm of cyber threat.

1.10bjective of Research

Following are the research objectives:

e To develop a hybrid CNN+DNN+RF framework for intelligent intrusion detection in Wireless Sensor
Networks.

e To obtain deep features from network traffic data using convolutional neural network and deep neural
network models.

e To increase classification accuracy and robustness of the approach by utilizing Random Forest as the
last classifier.

e To test the proposed model against the WSN-DS dataset using common classification performance
metrics.

e To improve the security and reliability of Wireless Sensor Networks, via implementation of an efficient
intrusion detection system.

By committing to these objectives, it will advance the technical basis for intelligent intrusion detection in
Wireless Sensor Networks and narrow the divide between research experimental models and
implementing these models into real-world environments. The authors hope that the nuances of these
findings can ultimately lead to a more secure, efficient and reliable WSN infrastructure, assuming ongoing
monitoring, system optimization, and adaption is maintained. Also, this study contributes to the
opportunities of creating hybrid deep learning-ensemble methods into IDS design, and offers real-world
directions to future researchers and practitioners in order to provide protective measures for WSN from
continuously changing cyber threats.

2 LITERATURE REVIEW

S. Sriram et al. (2025) [5] introduced an event management system utilizing Sui blockchain technology
that offers a more secure, efficient, and transparent event management system. In the Sui based event
management system, the authors employed NFT based ticketing (to reduce fraud), zkLogin (privacy
preserving authentication) and Worldcoin and Sui Wallet (low fee transactions). Using the PoS Sui
Blockchain in the event management system creates increased decentralization of event services (no single
point of failure), lower transaction fees, better transparency into ticket sales and distribution. This system
can be utilized for events of any size, large and small. C. Viji et al. (2025) [6], illustrated how blockchain
might be useful in library systems. Their research examined the potential usefulness of blockchain in
complex types of interlibrary loan systems, digital rights management, and authentication of digital
records. They also considered the ability of blockchain to provide tamper-proof provenance record for
rare materials, and decentralized networks for resource sharing between libraries. They claimed that
blockchain would give libraries additional data security, authenticity, and operational efficiency. A. A.
Abdellatif, et. al. (2025) [7] architecture guarantees data integrity and confidentiality and supports
parallel learning paradigms, including "centralized learning (CL), federated learning (FL), and active
federated learning (AFL). The system identifies trusted participants, improves data collection, and adjusts
blockchain parameters dynamically. Experiments performed on real datasets demonstrated enhanced
scalability, security, and efficiency when learning compared to other existing techniques.

A. Mohajan& S. Jahan, (2025) [8] propose a blockchain-based Dynamic Access Control Scheme (DACS)
to implement the principles of Zero Trust (ZT) in distributed systems. "The framework dynamically
updates access control lists (ACLs) and enforces policies with smart contracts." A trust metric (TM) is
assigned to every node and also behave dynamically whenever malicious activity occurs and is penalized.
The Ethereum blockchain-based work validated the efficacy of the framework to protect distributed
systems continuously monitoring and supporting risk-aware access control.
H. Arif et al. (2024) [9] commemorates how Al has taken over the space of cybersecurity, yet it also
assesses the challenges of privacy, bias, and accountability, as well as developing policies dealing with Al
and human capabilities. It's a review of practical applications, and it recommends ways to approach
further research into the robust, adaptive defence of attacks. K. D. O. Ofoegbu, et al. (2024) [10]
"Machine learning (ML) and big data analytics for real-time cyber threat detection: A scalable and accurate
approach." "This paper provides real-life case studies of successful implementations in industry." Results:
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The incorporation of ML and big data analytics within security comparisons a significant value addition,
to be able to preemptively block threats.

3 RESEARCH METHODOLOGY

This project will develop and assess a hybrid CNN+DNN+RF framework for intelligent intrusion
detection systems in WSN (Wireless Sensor Networks). The project initiates with the selection of the
WSN-DS dataset [11], which consists of a labeled instance representation of normal and malicious traffic.
Preprocessing steps included cleaning redundant attributes like timestamps and identifiers, encoding
categorical labels into numbers, and normalizing the features to ensure uniform scale across features. The
data cleaning procedures guaranteed consistency in data quality and reliable formatting to ensure deep
learning models could be applied as intended [12].Data pre-processing was followed by reshaping the data
to prepare it for submission to Convolutional Neural Networks, as shown in Fig 1.

WSN-DS Feature Extraction Classification
Dataset
Preprocessing @ %
| Random Forest
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Fig 1. Flow diagram for Research

The CNN was used as part of the first stage of the framework to identify spatial dependencies and layered
relationships in the data. The features extracted in the CNN [13] component were submitted to a Deep
Neural Network (DNN) for further representation learning, and to account for the non-linearities present
in network traffic as a complicated non-linear function. Rather than employing depth as an isolated
decision-making mechanism, this research leveraged the advantages of ensemble learning mechanisms
and incorporated a Random Forest (RF) classifier in a later stage of the framework. The Random Forest
(RF) [14] classifier not only has robust characteristics, what it gains in efficiency and speed translates to
interpretability, and the generalization capabilities benefit from combining predictions from many
decision trees trained using the CNN and DL deep features.

Training and validation of the model used in this work was completed using a stratified train-test split to
ensure all attack types were adequately represented for testing. The model training included tuning of the
hyperparameters including batch size, dropout rate, and the number of estimators in the Random Forest,
to yield optimal performance. Aspects of the proposed framework were evaluated using the measures of
accuracy, precision, recall, Fl-score, confusion matrix, ROC curves [15], and precision-recall curves. These
measures provided a complete review of model performance, as well as performance per class, as it relates
to the firm's ability to detect different types of attacks [16].

The selected approach blends the benefits of deep learning with those of ensemble machine learning
(although there are many ways of combining these two approaches) to ensure that the proposed
framework provides not only accurate predictions; but also scalable and flexible predictions for actual
scenarios in WSN. By carefully blending CNNs, DNNs and RF, this approach ensures that the drawbacks
of one method are offset by the complementary nature of another method, guiding us to a robust and
intelligent intrusion detection system dedicated to the unique constraints faced in Wireless Sensor

Networks[17].

4 PROPOSED WORK

4.1WSN-DS Dataset

The WSN-DS dataset [18] is specifically a benchmark dataset created to evaluate intrusion detection based
techniques for Wireless Sensor Networks (WSN). The dataset contains labeled examples of normal and
malicious traffic from realistic WSN scenarios, thus the dataset is suitable for training and evaluating
detection models. The dataset contains examples of multiple attack types, and examples of normal traffic
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behavior, thus it is suitable for systematically developing and benchmarking machine learning and deep
learning-based intrusion detection mechanisms.

4.2Convolutional Neural Networks (CNNs)

CNNs are deep learning model [19] class which are best known for their ability to extract spatial features
and hierarchically layered representations from input data [19]. CNNs are best known for their use and
deep learning advancements in the processing of images, but they are also useful for intrusion detection
mechanisms because they extract local patterns (and their dependencies) through the pattern exploitation
of network traffic data. CNNs automatically acquire features via convolutional layers, thus reliance on
manual feature engineering is mitigated.

4.3Deep Neural Networks (DNN5s)

DNNs [20] are multilayer feed-forward neural networks that can learn high dimensionality, multi-class,
non-linear relationships in data. Explicitly, DNNs [20] consist of a number of hidden layers which contain
neurons that generate transformations to inputs while representing progressively higher-level
representations of inputs. In contrast to CNNs, DNNs can find and refine features and even identify
deeper non-linear dependencies in network traffic, thus improving the accuracy and robustness of
classifiers.

4.4Random Forest (RF)

A Random Forest [21] is an ensemble machine learning algorithm that creates many decision trees while
training and combines the predictions from these trees for a final classification. In the Random Forest,
every tree is trained on random subsets of data and features to promote generalization and reduce
overfitting. RF is ideal for intrusion detection because of its high accuracy, interpretability, computational
efficiency, and overall flexibility, making it an ideal candidate for classification of features extracted from
more complex deep learning models within constraints commonly found in resource-limited
environments such as WSNs.

Input: WSN-DS dataset D = {(x;, ¥;)}*; where x; are traffic features and y; € {Normal,Attack}
Output: Predicted class § for new traffic instance

Step 1: Data Preprocessing

1. Remove redundant attributes (timestamps, I1Ds)

2. Encode categorical features into numeric values

3. Normalize features:

4. Reshape data for CNN input
Step 2: CNN Feature Extraction
1. Apply convolution operation:

H = (Tt wih 00
mn
where f is ReLU activation.
2. Apply pooling to reduce dimensionality:
pi(]D = maXhL(-ll-)m j+n
mn g
Step 3: DNN Representation Learning
1. Flatten CNN output and pass through fully connected layers:
200 = (WO p=D 4 (k)

2. Use dropout to prevent overfitting:

2z ~ Bernoulli(p) © f(W(k)h(k_l) + b(k))
Step 4: Random Forest Classification
1. Train multiple decision trees Ty, T, ..., Ty on feature subsets.
2. Each tree predicts class §; = Tj(2).

3. Final classification by majority voting:

M
y= argr?ggz 1 (Tj(z) = c)
j=1

Step 5: Performance Evaluation

1. Accuracy:
TP+ TN

“TP+TN +FP + FN
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2. Precision:

Prec = TP
ST TPYFP
3. Recall:
Rec — TP
“TTP+FN
4. Fl-score:
Fl=2 Prec - Rec
N Prec + Rec
End of Algorithm

5 RESULT ANALYSIS

Fig 2. Normalized Confusion Matrix

The normalized confusion matrix in Fig 2. of the proposed CNN+DNN+RF hybrid framework, where it
is focused on classification performance with respect to five attack classes: Blackhole, Flooding, Grayhole,
Normal, and TDMA [22]. Diagonal values indicate correctly classified samples in a confusion matrix,
while off-diagonal values indicate misclassifications. The model above exhibited significant detection rates
of all classes respectively, with Normal (100%) and Flooding (95%) showing the highest, while Grayhole
(84%) and Blackhole (86%) resulted in minor confusion with other attacks. The visual representation of
the model data further demonstrated the minimization of misclassification errors across the samples
identified in a wide range of WSN attack classes. For a correctly classified sample in a Non-Malicious
attack, the model was able to minimize misclassification with Non-Ideal and TDMA attack models,
resulting in significant performance accuracy for those classes.

Fig 3.Classwise Precision-Recall Curves

This Fig 3.outlines the Precision-Recall (PR) curves of each attack class and normal traffic, demonstrating
the dichotomy between precision and recall. The curves show very high precision across all classes with
Normal and TDMA models almost having perfect performance. The Blackhole and Grayhole models had
lower recall in some areas rather than precision, but still had good precision. These results provided
confirmation of the strong capabilities of the model, showing remarkable strength on the false positives
and very high levels of proficiency detecting the different classes of attacks in the WSN traffic.
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Fig4. Receiver Operating Characteristic Curves (ROC) by Class

This Fig 4. presents the Receiver Operating Characteristic (ROC) curves for each class, together with
their respective Area Under the Curve (AUC) values. The curves show a great deal of separation ability,
with Blackhole, Flooding, and Grayhole scoring perfect AUC = 1.0, Normal scored 0.99, and TDMA
scored 0.97. Therefore, these results indicated the hybrid model has great discriminatory ability, where
the near-one AUC values suggest the framework achieves greater detection capability across all types of

traffic in WSNss.

Fig 5. Per-Class Accuracy (CNN+DNN+RF)

Fig 5. shows the per-class accuracy rate of the hybrid CNN+DNN+RF framework across the five classes of
traffic. Normal traffic achieved the highest accuracy (close to 1.0), Flooding traffic and TDMA traffic were
the next best performing, while Grayhole traffic and Blackhole traffic were strong but comparatively lower
in the accuracy statistic. This shows that while the system does very well detecting most of the attacks,
attacks like Grayhole, which are more complex and subtle, likely need further and more advanced
enhancements, as these attacks deserve more attention to increase detection success.

Table 1. Classification Report of CNN+DNN+RF Model on WSN-DS Dataset

Class Precision | Recall | F1-Score | Support
Blackhole 0.71 0.81 0.76 2043
Flooding 0.90 1.00 | 0.95 631
Grayhole 0.84 0.76 | 0.80 2985
Normal 1.00 1.00 1.00 67,965
TDMA 0.99 093 ]0.96 1309
Accuracy 0.98 74,933
Macro Avg 0.89 0.90 0.89 74,933
Weighted Avg | 0.98 0.98 | 0.98 74,933

The Classifier report shown in Table 1, clearly demonstrates that the Hybrid CNN+DNN+RF Framework
excels for the WSN-DS dataset with an overall accuracy of 98% and a weighted average Fl-score of 0.98.
Since normal traffic accounts for >67,965 instances of data traffic and is the majority class of the WSN-
DS dataset, it was classified perfectly with precision/ recall/ Fl-score = 1.0, which confirms the model's
ability to distinguish and classify legitimate data traffic vs. attacks. The attack classes of Flooding (F1 =
0.95) and TDMA (F1 = 0.96) may not exhibit perfect equivalent classification of the normal traffic, but
they did exhibit significant precision and recall. The other two attacks (Blackhole - F1 = 0.76, Grayhole -
F1 =0.80) exhibited lower performance than the other two attacks reflecting some confusion as the attack
traffic was non-existent (grayhole flooding) and was very close to the pattern of normal traffic, however,
they certainly were classified between this spectrum as an attack. Overall, the macro-average scores of
Precision = 0.89, Recall = 0.90, F1 = 0.89 firm decision that the framework presented solid balanced
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performance across the board and against the minority attacks as well. These results further reinforce that
the hybrid approach deep learning - ensemble approach will prove successful within fielded WSN to
protect against these attacks. It must be realized that if these attacks did evolve into real and evolving
information frontier threats, that accuracy and robust performance must be a capability; neither can be

compromised against both efficacy and accuracy of responses to threats in the field.

Table 2. Comparative Analysis of IDS Approaches on WSN-DS

Study Methodolog | Datase | Overall | Per-Class Key Limitation
y t Accurac | Performanc | Strength | Compared to
y e Proposed
Kasasbeh et al. Sampling WSN- | 95% Not Tackles Shallow ML —
(2023) technique + | DS specified class lacks
ML imbalance | deep/nonlinea
classifiers via r feature
sampling | learning
Talukder et al. MLSTL- WSN- | 96% Blackhole Introduce | Poor per-class
(2024/2025) WSN & DS (46%), s hybrid detection,
hybrid ML Flooding ML with | especially for
approaches (63%), task severe attacks
Grayhole learning
(68%),
Scheduling
(86%),
Normal
(99%)
Proposed Work | CNN (spatial | WSN- | 98% Balanced, Combines
(Hybrid features) + DS improved deep
CNN+DNN+RF | DNN recognition | learning +
) (nonlinear across all ensemble
mapping) + attack types | ML for
RF robust
(ensemble detection
classification
)

The ideal Hybrid CNN+DNN+RF as shown in Table 2 ,evidently outscores Kasasbeh'ssampling+tML
pipeline (95%) and Talukder's hybrid ML (96%) by achieving 98% accuracy whilst yielding improvements
in minority-class attack detection. Kasasbeh's sampling approach helps with data balancing but cannot
provide a deep representation of the data, while Talukder's system improves classifications soil, but
resulted in worse rates for attack specific detection. The proposed hybrid framework draws upon the
feature extraction from CNN+DNN algorithms and the ensemble robustness from the RF method to
address these gaps, therefore making it the best candidate for implementation as a real-time IDS in WSNs.

6 CONCLUSION

This paper has proposed an advanced intrusion detection framework that integrates Convolutional
Neural Networks (CNN), Deep Neural Networks (DNN), and Random Forest (RF). The integration finds
anomalous activities in Wireless Sensor Networks (WSNs) using the WSN-DS dataset. The results from
the experiments show that the applied proposed hybrid model captures excellent performance overall;
resulting in an accuracy of 98% overall and a weighted Fl-score of 0.98. The hybrid framework had
outstanding reproduction when classifying Normal, Flooding, and TDMA classes to better identify
unwanted attacks, while the precision and recall for the Blackhole and Greyhole attacks being lower has
its challenges from their similar behavior to using normal network traffic. Consequently, Figures
\ref{roc1} and \ref{pr1} confirmed that the system demonstrates reliability across all classes of attacks. In
summary, this study shows how hybrid deep learning and ensemble methods can improve the accuracy
of intrusion detection attacks, while still being friendly to adopt in resource-limited environments of

WSNs.
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Future Work

Although the proposed model provided good results, there are some areas for future research. First, the
model must be further optimized because the performance on Blackhole and Grayhole attacks was
relatively low. We could explore more feature engineering approaches, attention mechanisms, or transfer
learning techniques to improve this.Second, although we used a benchmark dataset, further work must
evaluate the framework with real-world WSN traffic. This aspect is critical to ensure the model can
generalize well to outside deployments and is robust to work on diverse deployment scenarios. We could
design lightweight versions of the model, for less computational or processing complexity. This is
especially important when deploying such models on resource constrained WSN nodes. Another
promising research area to explore is using explainable Al (XAI) approaches, where explanation methods
would enhance the explainability or transparency of detection results to support trust properties in
security-sensitive applications.Finally, we could explore extending the framework to detect zero-day
attacks, or attack the framework with formulations or training for use in other IoT and edge-computing
environments. These efforts will help substantiate the applicability of the framework for secure next-
generation wireless networks.
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