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Abstract This paper aims to design and apply a framework for evaluating the confidentiality
and privacy policy in information security policies. It is a descriptive analytical study applied to
a sample of banking institutions (Bank of Sudan, Omdurman National Bank, Bank of
Khartoum). The research problem is represented by the lack of continuous evaluation and
development of confidentiality and privacy requirements in the country's financial institutions.
The researchers also wanted to test and evaluate policies related to confidentiality and privacy
in information security and analyze some of the policies used in some banking institutions in
order to identify their strengths and weaknesses with the aim of arriving at results and
recommendations by the researchers that contribute to protecting and securing the
information network and data for those dealing with the institutions at various levels. This
proposed framework was designed in accordance with ISO standards, as it has the ability to
address the basic confidentiality and privacy requirements for ensuring information security.
The proposed framework was tested by designing a program to evaluate the confidentiality and
privacy policies followed in these banking institutions. By analyzing the results of testing the
proposed framework, it was found that the highest percentage of confidentiality and privacy
requirements was at the Bank of Sudan, which was 71.2%.

Keywords: Evaluation framework, Security policies, Confidentiality, Privacy.

INTRODUCTION

Security policies, especially confidentiality and privacy policies, must keep pace with the
continuous change occurring in information systems by introducing new and advanced security
systems that keep pace with the development of hacking methods and hackers (3).

The information security policy document should also be reviewed at specific intervals or when
significant changes occur in the organization to ensure that the document is appropriate and
effective. In general, there is no specific timeframe for reviewing and evaluating security
policies; the period may vary, depending on the security policy, from every six months to every
year (5).

There may be a working group to review security policies. It is necessary to have frameworks for
evaluating security policies for confidentiality and privacy due to the rapid development of
information technology and means of hacking and protection (6).

There is a need for an assessment framework for security requirements in both confidentiality
and privacy and the assessment framework not only needs to perform this task with high
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precision but also needs to do so on a continuous basis because this reduces the impact of the
risk of attack (1).

Below, we propose an integrated framework for ensuring the assessment of confidentiality and
privacy requirements in each security policy. This framework is based on the assessment of
both confidentiality and privacy. Furthermore, the assessment of these policies is important for
achieving the assessment of information system security requirements through a framework
consisting of sequences (11).

RELATED WORKS

The foundations of the information security strategy and the variables influencing its
integration are examined in this study. With the aim of creating a roadmap for the effective
creation and execution of Greece's National Cybersecurity Strategy and identifying the national
factors that may be in line with a nation's cybersecurity level, this paper makes a contribution
by offering a model based on the ITU cybersecurity decisions (12).

1. This study offers a thorough narrative overview of cybersecurity frameworks and
standards, their applicability across a range of domains, and their current cybersecurity assets.
This assists you in deciding which cybersecurity framework or standard best suits your needs.
The latter aids in examining the experiences of businesses operating in this industry as well as
those that depend on the most up-to-date cybersecurity guidelines and standards (13).

2. A cybersecurity culture framework for evaluating an organization's workforce's current
security readiness is presented in this study. Following a thorough analysis of the most widely
used security frameworks, this study created a domain-independent security model in order to
identify and classify the key components associated with human security. After that, it
described each model element in depth and made an effort to quantify it in order to develop a
useful assessment process. The creation and development of a security culture assessment tool,
which provides suggestions and alternate methods for workforce training programs and
procedures, was then illustrated using this methodology (14).

3. This study investigated behavior associated with adherence to information security
standards in Yemen's banking industry. A PLS-SEM model was used to analyses data gathered
from 210 Yemeni banking personnel. This study showed that employees' deliberate behavior in
adhering to information security standards is strongly influenced by perceived self-efficacy,
reaction effectiveness, and response intensity. The theoretical and practical ramifications for
improving information security compliance behavior are also included in the study (15).

4. The purpose of this study is to provide a definition of practical guidance. A precise
definition can help with the creation of information security rules, enhance employee
communication, and direct staff on the proper conduct to safeguard an organization's
information assets. This effort is guided by the following research question: How can
information security policies define actionable advice! The definition is based on an
examination of 47 Swedish publicsector ISPs and a survey of the literature in order to
accomplish this purpose (16).

6- This study looks at a substantial and expanding corpus of research on the coercive,
persuasive, and deterrent factors that influence compliant and non-compliant behavior.
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ISP compliance and non-compliance, according to this research viewpoint, cannot be
uniformly and consistently characterized as "right" or "wrong," and only when assessed in
relation to organizational results do they acquire significance. In order to establish our
arguments and provide a rulerelated information security behavior (RISB) framework for
conceptualizing different forms of complying and non-compliant ISP behavior and its
organizational consequences, we rely on organizational incident theorists (17).

Description of the proposed framework
A framework for evaluating security policies has been proposed. The evaluation framework is
divided into a series of steps. The policies in this framework are based on ISO and NIST
information security standards. These standards provide a structured approach to defining a
wide range of information security activities (8).
Each series in this framework can result from evaluating a number of insurance policies with
high accuracy because it includes all the features necessary for evaluating those policies, and at
the same time requires a minimum of effort because the evaluation of policies is distributed
among a number of series, as shown in Figure (1) below.

Security policies

1 2 3 4 N

Standard Policy |, Confidentiality and p‘lrivacy requirements

Figure (1) Policy Evaluation Framework

The security policy evaluation process is done by comparing the bank's policy to be evaluated
with the standard policy. A point is given for each policy requirement that exists in the bank
and is present in the standard policy. Each policy requirement is given one point because all
requirements are equally important to achieve in the bank. Then, the points obtained in this
policy are collected and divided by the total standard requirements and the result is multiplied
by a percentage, which is as follows:

((Total points of the bank’s existing security policy requirements) / (Total points of the
standard policy requirements) %.

Frame Features

A number of different security policies and rules were evaluated for a group of Sudanese banks,
such as the Bank of Khartoum, the National Bank of Omdurman, and the Central Bank of
Sudan, which are considered among the largest and most important Sudanese banks in the
field of banking technology in Sudan.

This proposed framework is considered suitable for evaluating insurance requirements in all
financial institutions. The proposed framework is distinguished by the fact that its main
reference is NIST and ISO standards (4).

Evaluation and comparison:

The evaluation process must first ensure the following characteristics:
1. Classify each element of the policy to be evaluated.
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2. Both the elements of the evaluation system and the policy to be evaluated must contain the

same information for the elements to which they are assigned.

3. Compare all policies to be evaluated with the elements of the evaluation system and vice

versa.

4. Ensure that the elements of both the existing policy and the elements of the evaluation

system (9).

belong to the same classification and carry the same meaning.

Comparing the bank's policy to be evaluated with the elements of the reference evaluation

system policies is important to determine the extent to which the bank's policy is suitable for

insurance aspects. This comparison enables us to perform two tasks (10).

1. Assessing the compatibility of the bank's existing insurance policy with the elements of the

rating system.

2. Improving consistency between existing policies, with the possibility of adding any additional

policies.

The evaluation process is straightforward, by taking any insurance rule found in the bank's

policy and comparing it with the reference policy. Through this comparison, we can decide to

add a rule to the bank's policies.

When matching the two policies, all policies and all elements of the bank's security rules must

be analyzed, and then a determination is made as to whether there is a match or not. At the

end of the evaluation steps, the result we obtain is analyzed to determine which rules should be

added to the bank's policy, as follows:

Step 1: We take the policy elements and compare them with the reference policy. We then

mark each policy in the bank. The marked elements are part of the reference policy elements

and are also part of the bank's existing policy.

Step 2: The policy table with the marked elements is analyzed with the existing policy

elements. There are two possibilities:

I- When a policy is included in the reference policy elements and is present in the bank's
policy, it remains as it is.

2- When it is included in the reference policy elements and is not present in the bank's policy,
it is added to the bank's policy.

Components Of the Proposed Framework Program:

The program consists of several functions and procedures used throughout the program

application. Microsoft SQL Server was used to create databases in the program. The program

was tested in a Windows operating system environment.

The program consists of several screens. The main screen consists of five buttons:

First, the main menu button. By clicking on it, the first sub-screen appears, which is the screen

for entering the name of the bank whose policies are to be evaluated. The program allows the

names of the banks entered to be saved through the database used in the program. By clicking

on the save button, the name is saved in the database.

The second button is the exit button.

The third button is the (Confidentiality Requirements) button. By clicking on it, a list appears

containing a number of confidentiality requirements procedures and policies. When it is

selected, a screen appears containing a list through which the name of the bank whose policy is

to be evaluated can be selected, which has been entered and saved in the program’s database.
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Then, the bank’s policy evaluation process can be carried out, comparing it with the elements
of the reference evaluation system policies.

By clicking on the Display Report button, a screen is displayed showing the percentage of the
bank’s policy evaluation, with the appropriate rating given for this evaluation. If the evaluation
percentage is greater than (85%), an excellent rating is given, but if the percentage is greater
than (75%), the system gives a very good rating. The system displays a good rating if the
percentage is greater than (65%), and the rating is acceptable if the percentage is greater than
(50%), but if the percentage is less than (50%), the system gives a weak rating.

The program also shows, during evaluation, the procedures that are missing and that the bank
must implement in all requirements. There is a restore button through which the evaluation of
all the banks’ policies that were evaluated can be retrieved, which is what the program can do
by saving all the evaluation procedures for all the banks that were evaluated through the
program’s database.

This program was implemented by evaluating a number of bank policies (Central Bank of
Sudan, Omdurman National Bank, Bank of Khartoum).

This program was distinguished:

1. In terms of flexibility, this system can evaluate a number of different types of policies,
including confidentiality and privacy requirements.

2. Ensuring that the evaluation of any bank's policies that have been evaluated can be retrieved
using the program's Microsoft SQL Server database.

3. The program's .NET design allows for interaction with other software via the Internet and
email. It also greatly facilitates network users at various bank branches due to its ease of
implementation, simple procedures, and low cost.

4. The program's simple design facilitates understanding and interaction.

5. The program can be implemented on any type of computer, both mobile and stationary.

6. The program's simplicity and clarity facilitate the training of employees on how to use it (5).

General Picture Diagram of The Evaluation Process System

Where all parties involved in the evaluation process are shown, the system requests the security
policy to be evaluated and then checks the existence of the policy in the database within the
system. The evaluation system compares the bank’s policy with the existing reference policy and
completes the evaluation process. Finally, the system returns the bank’s policy evaluated. This

is as shown in Figure (2):

Reply Check if the policy exists

request username and password |

Username and password

Bank policy | Request the policy to be evaluated ‘

Determine policy
Policy Classification Request

Politics is classified

Evaluation
system

Bank policy after evaluation

Figure 2: General diagram of the evaluation process system
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A chart outlining the missing procedures to be added to the bank's policies.

This sub-scheme describes the stages in which the process of evaluating bank policies takes
place, and identifying the procedures that do not exist to be added to the bank policies, with
the possibility of retrieving all the policies that have been evaluated in all banking institutions
through the database within the system. It is as shown in (3).

Bank policy

Evaluation Identify missing actions

system

L J

Resident policy

Policy Refund

Database

Figure 3: Identifying the missing procedures to add them to the bank’s policies

Proposed framework action plan:

This diagram illustrates the stages of the evaluation process, including the classification and
identification of the policy to be evaluated. The system conducts the evaluation process by
comparing the bank's policy with the reference evaluation system's policy and ensuring that the
policy is included within the bank's policies (7). There are two options: the first: If the policy is
included within the bank's policies, it remains as it is. The second option: If the policy is not
included within the bank's policies, it must be added to the bank's policies. This is illustrated
in Figure (4).
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Classification of the policy to be
evaluated

| Implementing the evaluation ‘

Add policy to bank policies

The policy
isin the
bank.

The policy remains the
same

Figure 4: Evaluation process diagram with the proposed framework

Analysis Results
To test the proposed framework, a sample of banks was selected, namely Omdurman National
Bank, Bank of Sudan, and Bank of Khartoum. By analyzing the results of the assessment of the
insurance requirements of these banks, the results were reached, which will be discussed in the
following sections.
Analysis of the results of the confidentiality and privacy policies of the National Bank of
Omdurman:
It included an evaluation of a number of confidentiality procedures, and the confidentiality
requirements of the National Bank of Omdurman were good at 65%.

Table 1: Confidentiality and privacy policies requirements percentage at the National Bank of

Omdurman

% the percentage Requirement name

65 Confidentiality and Privacy

The general percentage of confidentiality and privacy requirements
at the National Bank of Omdurman

70
60
50
40
30
20
10

1 2

Figure 5: Confidentiality and privacy policies requirements percentage at the National Bank of
Omdurman
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Analysis of the results of the confidentiality and privacy policies of the Central Bank of
Sudan:

Regarding the bank’s confidentiality requirements, a number of insurance rules were evaluated
and, in general, the confidentiality requirements of the Central Bank of Sudan are considered

good at 68.7%.

Table 2: Confidentiality and privacy policies requirements percentage at the Bank of Sudan
The Percentage% Requirement Name

68.7 Confidentiality and Privacy

The general percentage of confidentiality and privacy
requirements at the Bank of Sudan

1 2

Figure 6: Confidentiality and privacy policies requirements ratios at the Bank of Sudan

Analysis of the results of the confidentiality and privacy policies of the Bank of Khartoum:
Regarding confidentiality requirements, a number of insurance rules that meet confidentiality
requirements were evaluated, and confidentiality requirements at the Bank of Khartoum were

considered good at a rate of 71.2%. Table (4-3) and Figure (4-3) show details of the

confidentiality requirements.

Table 3: Confidentiality and privacy policies requirements ratios at the Bank of Khartoum:

the percentage% Requirement name

71.2 Confidentiality and Privacy
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The general percentage of confidentiality and privacy
requirements at Bank of Khartoum

80
70
60
50
40
30
20
10

1 2

Figure 7: Confidentiality and privacy policies requirements ratios at the Bank of Khartoum:

General ratios for all banks

In general, by comparing and analyzing the evaluation of all insurance requirements
(confidentiality and privacy) for all banks (Bank of Sudan, Omdurman National Bank, and
Bank of Khartoum), it was concluded that the general percentage of confidentiality
requirements for Omdurman National Bank was 65%. As for Bank of Sudan, its percentage
was 68.7%. The highest percentage of confidentiality requirements was at Bank of Khartoum,
which reached 71.1%. Table (5-1) and Figure (5-1) show the general details of the insurance
requirements.

Table 4: General percentages of confidentiality and privacy requirements

Bank Name Bank of Sudan Omdurman Bank of Khartoum
National Bank
General percentage 68.7 65 71.2

General percentag

Bank of Sudan Omdurman National Bank Bank of Khartoum

Figure 8: General proportions of confidentiality and privacy requirements
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CONCLUSION

The primary purpose of information security research, strategies and methods, both technically
and performance-wise, is to ensure the availability of the basic requirements for adequate
protection, namely (confidentiality and privacy).

This framework addresses the basic requirements of security (confidentiality and privacy) by
evaluating these requirements using sequences, each of which evaluates a number of security
policies. The evaluation framework is divided into several sequences. Each sequence can be
used to evaluate multiple security policies with high accuracy, as it includes all the features
necessary for evaluating those policies.

This framework can evaluate a number of security rules such as physical security, acceptance of
use, procedures for the compatibility of this policy with the facility’s policies, the policy for
checking and following up on the implementation of the security policy and monitoring of
employees, the policy for verifying the user’s identity, security procedures, and software
development. , and a security policy for all types of networks, such as the Internet, internal and
external networks, open and closed networks, and policies for securing connections to the
Internet, email, and data encryption. This framework also included an assessment of how to
deal with customer privacy through a number of different procedures, such as full commitment
to maintaining the security and integrity of customer information.

This framework was tested to evaluate a number of different security policies for several banks,
including the Central Bank of Sudan, Bank of Khartoum, and Omdurman National Bank,
using a program that reflects the image of the proposed framework. New conclusions,
recommendations, and results were derived that enrich the subject of this paper. In general,
through analyzing the results of the evaluation of the security policies of these banks, the
highest percentage of confidentiality and privacy requirements, 71.2%, was found at Bank of
Khartoum.

RECOMMENDATIONS
Through the discussion and analysis that the researcher has presented, he recommends the
following:
I- Conducting continuous evaluations of all security policies related to confidentiality and
privacy in financial banks by applying this proposed framework to evaluate the various security
policies in all local banks, as this framework can address the basic requirements of insurance.
2- Developing and unifying security standards and their regulatory and auditing requirements
with the aim of achieving the national transformer for linking the various Sudanese banks.
3. Implementing and implementing a security policy saves significant effort and money in
securing the bank's systems, networks, and electronic channels. It helps banks provide secure
and distinctive banking services that help attract more customers, attract more investments,
and provide more banking services.
4. Developing a comprehensive security policy based on international standards for banks and
financial institutions, particularly those related to electronic money and banking and financial
services technologies, most notably financial cards, electronic transfer systems, and banking
and financial operations.
5- Providing a culture of dealing with the digital environment and awareness of information
security issues among users and customers of banks and financial institutions in relation to
managing their personal data.
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