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Abstract

As the Internet of Things (IoT) permeates more aspects of our daily lives, serious worries about potential cybersecurity threats and the need
for trustworthy solutions are raised. Since there are now billions of devices online, the Internet of Things is becoming a necessary part of daily
life. Because Internet of Things devices are networked, they are also susceptible to cyberattacks. This paper offers a thorough and
comprehensive overview of the methods used to identify and resolve different kinds of Internet of Things security breaches. It is intended
for Internet of Things practitioners, academics, and software developers who want to learn how to recognize and prevent these kinds of
crimes. Nonetheless, we examined the most recent innovative loT security solutions and concentrated on four key areas: (1) The process involves
selecting example attacks by hand, (2) identifying possible solutions, (3) carrying out a threat analysis for each attack and solution, and (4)
evaluating solutions based on the risks that they successfully mitigate. Using this paradigm, we were able to identify five primary categories
of defense mechanisms: anomaly detection, distributed denial of service detection and prevention, encryption techniques, default
password protection, and intrusion detection and prevention.

In terms of utility and usability, these solutions are comparatively advanced. However, the security analysis only looks at a subset of attacks,
which may or may not affect actual deployment. Every Internet of Things security solution should include threat modeling.
However, they must also consider other factors like implementation effort and resource utilization. Owing to the intricacy of IoT operating
systems, heterogeneous [oT devices, and restricted laws for intellectual property disclosure, evaluating IoT security solutions is challenging.
Furthermore, we see that there is still a deficiency in research that thoroughly evaluates the state-ofthe-art with regard to proposed mechanisms as
well as frameworks/methodologies.
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1. OVERVIEW

The Internet of Things (IoT) is a network of actual physical items with sensors, actuators, electronics, software
and connections incorporated in them. Cars, appliances, and other household appliances are a few examples of
these devices. As a result, the objects are able to exchange data and communicate with one another. An
adversary is executing an loT-based cyberattack when they use an IoT device as a component of a wider harmful
operation. when used, for instance, in conjunction with mobile devices or PCs affected by malware. As more
devices are connected to the Internet of Things, there are increasing opportunities for potential attackers every
day. This study examines current advancements in loT-based security threat detection and prevention
techniques. It then provides an overview of tools pertinent to such testing efforts along with an assessment of
current cybersecurity testing standards that concentrate on evaluating vulnerabilities linked to the Internet of
Things. Finally, some suggestions for possible future research areas are made.

IoT is growing and changing at the same time. IoT-based classification and analysis of security attacks are a
current area of research focus [1]. Three primary categories were distinguished: data closure, data modification,
and DoS. There are various risks under every category. A variety of requirements must be satisfied in order to
carry out an effective assault on an IoT device. Devices that are vulnerable to assault must first be found.
Secondly, the devices ought to have vulnerabilities that could allow them to be compromised. Thirdly, if they
connect through unprotected protocols or communication channels, issue commands, or steal data from them.
0T is growing and changing at the same time. As a result, we will first go over defense mechanisms against
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IoT-based security breaches before looking at current testing protocols and pertinent technologies [1, 2].
We also review current research advances concerning the identification, monitoring, and response strategies for
detecting IoT-based security assaults. Finally, we provide a summary of our findings and Provide a few
suggestions for possible lines of investigation. Cybercriminals that specialize in IoT cyberattacks target IoT
systems with the intent of stealing data, causing damage or disruption, or gaining unauthorized access. Sorting
IoT cyberattacks into categories and subcategories is the initial step towards understanding them. This can
assist in pinpointing the locations in which fresh solutions are required to fend off these types of online
attacks. We recently looked at [3] IoT security issues and solutions [4, 5]. We have separated cyberattacks based on
IoT into three categories: (1) Data disclosure; (2) Data modification; and (3) DoS [6, 7]. DoS attacks have been
discussed in great detail for a very long time. They involve flooding networks with traffic for no apparent purpose
in an attempt to establish a consensus on a system and usually result in a crash. DoS attacks generally seek to
disrupt services in order to cause harm to authorized users. On the other hand, data manipulation attacks seek
to alter data stored in Internet of Things devices in order to accomplish the attacker's objective. An assault of the
data disclosure type exposes private user or company information without permission.

It makes it possible for attackers to obtain private data about people, including their interests and behaviors.
Subsequently, prior to exploring more into these topics about certain topics in following sections, This is an
quick introduction to loT-based security vulnerabilities in general. Researchers have lately made significant
progress toward the development of automated strategies for identifying anomalies in sensor networks through
the application of machine learning algorithms [9]. On the other hand, the implementation of anomaly
detection algorithms specifically for cyber security applications involving networked sensors has not received
significant research attention. For example, a Bayesian classifier-based model for anomaly detection in smart
grid networks is proposed in [10]. Similarly, the authors in [11] provide a security evaluation method for smart
grid networks. Similarly, researchers have started to examine and group Internet of Things-based security
attacks [12]. They classified threats into three primary categories: data disclosure, data manipulation, and denial
of service (DoS). Within each category, there are several risks.

A number of requirements must be satisfied for an assault on an IoT device to be successful. The first thing to
do is locate any devices that could be attacked. Secondly, those devices should be vulnerable to security
breaches that could lead to their compromise. Thirdly, they should connect via unprotected communication
protocols or channels so that malware cannot interact with them, issue commands, or extract information from
them. In addition to attacks on the devices themselves, it is equally important to consider the prospect that [oT
devices could be used as a weapon against other devices or entities. For instance, [10] presents an attack model
for wireless medical implanted devices. A approach for evaluating M2M/IoT communication security is
provided in [11]. In a similar vein, scholars have just begun to analyze and categorize IoT-based security threats
[13]. Three primary types were identified by them: data disclosure, data manipulation, and DoS. There are
various risks under every category.

The Internet of Things, or [oT, is a network of actual physical objects, including vehicles, home appliances, and
other items, that are integrated with electronics, software, sensors, and network connectivity to enable data
collection and sharing. Physical devices can be remotely controlled and monitored over existing network
infrastructure thanks to the Internet of Things. This increases productivity for end users by enabling a more
direct integration of the physical world into computer-based activities. Security concerns are a common
justification used by companies to avoid deploying IoT technology. Many businesses are unsure about how to
address security risks when installing an IoT solution. The Internet of Things (IoT) is an emerging technology
that uses sensors, microcontrollers, and other digital components. A newly developed technology that uses the
Internet to link devices. It's a broad word that includes everything from smart home gadgets to connected
autos. The Internet of Things is one of the best examples of how technology is transforming our lives. It does,
however, come with some risks. There are currently over 30 billion Internet-connected devices, some of which
have had their systems compromised by hostile actors. Hackers have regularly exploited their access to these
devices to obtain personal information for financial gain or identity theft. In other instances, they have
tampered with transportation systems such as cars, trains, and airplanes, or industrial machinery, causing
physical harm.
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The following is the contribution to this paper:

(1) The emergence of the "Internet of Things": examine and discuss research questions around the
identification and mitigation against [oT-based security breaches.

(2) An analysis of eatlier studies on security breaches involving Internet of Things (IoT) devices.

(3) An examination of mechanisms for protecting against such attacks.

(4) Prospective avenues for future study to detect and stop these kinds of attacks.
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Figure 1: Proposed System

We explore current research topics and state-of-the-art approaches for identifying and thwarting IoT-based
security threats in this paper. An increase in cyberattacks targeting Internet of Things devices is being driven by
the growth of the IoT. There will be an exponential rise in the quantity of connected gadgets in the near future.
An attacker can launch a surprise attack from anywhere at any time due to the large number of linked devices.
To keep these attacks from causing harm, we need to develop new tools and techniques for quickly identifying
them.

The number of security attacks against IoT devices has significantly increased recently, likely as a result of the
much vulnerability that these devices have. Numerous studies have been conducted on the use of machine
learning approaches to identify these kinds of attacks [3]. This survey's primary vision is to present a thorough
summary of current advancements in the field by reviewing pertinent literature and identifying current trends
and gaps to inform future research initiatives.

The categorization of security breaches based on IoT is covered in Section 2. The IoT-driven cyberattack
detection mechanism is introduced in Section 3. Section 4 provides an overview of the techniques currently
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used to identify and stop IoT-based security attacks. Section 5 evaluates specific protective technologies for
specific IoT devices and services, and Section 6 discusses some of the most important tools for IoT device
vulnerability testing. Sections 7, 8, and 9 provide challenges, findings, and recommendations for future
research areas. However, the flowchart for the Proposed System is shown in Figure 1.

2. CATEGORIZATION OF SECURITY ATTACKS BASED ON IOT

On the basis of the attributes of the attack method, target, and threat vector, we attempted to categorize the
variety of cyberthreats in the IoT in this work. Any harmful act conducted through a computer is known to as a
cyberattack. Examples of identity capture and denial of service attacks are included. Devices that are networked
and connected to other devices, have embedded software and hardware, and can do computing-like tasks are
known as Internet of Things (IoT) devices. Nonetheless, denial of service (DoS) assaults and spoofing attacks— in
which a hacker poses as a reliable device—are the two most prevalent types of IoT security attacks. Cyberattacks
can target endpoints and intermediary gateways, among other network components. These IoT intermediaries
are frequently smart hubs, which link distant devices to nearby networks. These gateways frequently don't
carry out authentication before initiating contact with endpoints. Therefore, if an attacker is successful in
impersonating one or more trustworthy device(s), they may be able to access other IoT endpoints connected to
that intermediary device. It's general knowledge that this attack is known as a man in the middle. In a similar
vein, an attacker may attempt to pose as a reliable Internet of Things endpoint by breaking into its software or
hardware. Because they give attackers the ability to go beyond all current IoT security mechanisms and gain
direct access to IoT data, such assaults have the potential to be especially damaging. Moreover, MITM attacks are
difficult for IoT endpoints to detect since they are typically low-power, low-processing devices. Thus, developers
should carefully evaluate how their products will handle MITMs while creating IoT systems. Using rogue access
points for listening in is another kind of spear-fishing attack. Usually, these rogue access points are set up in
public areas without any requirement for user and app authentication. On the other hand, Figure 2 shows the
flow chart, and several attacks are covered below.

Attack by
Impersonation

Inference Cloud Denial of
attack Service Attack

Protocol
attack

Availability
attack

Figure 2: Categorization of Security Attacks Based on IoT

2.1 DoS Attack

The term "Internet of Things" refers to a technology that allows items to be wirelessly connected to a control
system or to each other. Every gadget has the ability to communicate with other devices in the event that they
have any questions. We may thereby regulate the ways in which different IoT devices interact with one another.
Device crashes may occur from making too many connections to them at once or by using their unprotected
computer code to make requests nonstop. In real time, devices cannot fend off denial-of-service (DoS) attacks
because the attacker bombards the target device with so many requests that it cannot handle them. Security
professionals must therefore create a defense against these types of attacks. They must also learn how to recognize
and be vigilant against these kinds of risks. The researchers used a number of tools, including the open-source
network protocol analyzer software program Wireshark [14], to capture traffic packets transported over a
network connection. They also watched packets traveling over a computer network or within a local area
network (LAN). Users can see what data is being transported between networks and it helps analyze traffic
trends. Packet sniffers are also utilized, although they are not capable of decrypting encrypted data packets that
have been intercepted from networks. The two main features of Wireshark are live capture
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and file access, which allow users to record data as it is transported across LANs or other computer networks
and preserve captured data in files for later analysis. According to Wireshark, researchers were able to see
protocols being used by different Internet-connected devices. Subsequently, they could try to identify gaps and
vulnerabilities in such protocols that could be used by an attacker. Similarly, researchers also used the IDA Pro
Disassembler Software program from the Hex-Rays family of products. Researchers disassembled the executable
scripts located inside each IoT device separately and then compared them with one another in order to find
common vulnerabilities across all types of devices.

2.2 Protocol Attack

Protocol assaults are one of the many ways that hackers may attempt to obtain data from your system or
network. They comprise a hacker utilizing protocol commands to interact with your device or network. Each
type of directive has a distinct set of guidelines that specify what it must do, run for, where information must be
sent (and occasionally what information must be provided), and other details. Furthermore, although many
protocols may employ distinct sets of guidelines, they all adhere to a comparatively same structural framework. By
trying to divert these protocols from their intended working paths, hackers seek to exploit known weaknesses in
the protocols' frameworks, granting them access to either password-protected areas or perhaps sensitive
information like credit card numbers, user names, and passwords. Assume that your home is equipped with a
Wi-Fi router. In that case, it is possible for someone to use the unencrypted communication that is passing
between your computer and router to get access to your wireless network. This kind of attack is called "snipping"
since it involves obtaining information in the open without being detected. What's the easiest way to stay
away from snipping! Encrypt any information sent via public networks. However, there are a ton more
examples of protocol assaults available if you know where to look! Consider for an example ARP cache
poisoning.

Man-in-the-Middle (MitM) assaults are among our main concerns while discussing protocol attacks. In these
circumstances, an attacker intrudes into a communication session between two individuals or devices; as a
result, data is sent through whichever malevolent third party is involved rather than directly to the recipients.
MitM attacks can be easily conceptualized as eavesdropping; picture someone listening in on your phone calls
instead of phoning you and posing as you, so you will divulge confidential information! An ARP cache
poisoning MitM attack is the most prevalent type. This kind of attack happens when a hacker uses
vulnerabilities in ARP protocols to take control of traffic and pretend that your computer is theirs. As a result,
any data transmitted from your computer will now be received by them. Let's take an example where you are
attempting to use Wi-Fi that is connected to a work network at home to view a website. However, hackers have
redirected traffic from your device to theirs by using ARP cache poisoning techniques. Let's say you use Wi-Fi to
send a request to that website. If that's the case, it will be transmitted to their computer, where they can see
everything you've tried to access— including confidential information like passwords and credit card numbers!
What makes the problem worse!

2.3 Attack by Impersonation

An impersonation attack is a type of cyberattack in which a malicious actor adopts the identity of another user
with the intention of gaining unauthorized access to protected network resources. A perpetrator will frequently
attempt to pass for a senior executive to enable get around security measures or access confidential company
information. In other instances, malevolent actors have utilized prominent public personalities, like celebrities,
to deceive targets into downloading malicious files that appear to be benign attachments like photos. Every
person Associated with an organization network, especially those who possess higher privileges, should
Recognize that they might the target of impersonation attacks by cybercriminals. Recognizing these kinds of
breaches before they happen is the initial step towards mitigating them. This can be achieved by closely
observing every user's activities across several networks and platforms. Get in touch with your IT department
right away if you see any unusual behavior so that action can be made to stop future harm from happening.
Organizations should concentrate on two key areas When the time comes to safeguarding opposing these kinds
of threats: prevention and detection. The majority of successful impersonation attempts require some degree of
social engineering, so there is frequently a long interval between when someone realizes something is wrong
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and when a real danger has been established. This makes early breach detection critical. For example

, if a customer service agent gets a call from someone claiming to be their CEO asking for information
regarding private business operations, they should have adequate time to find out what's going on without
endangering vital data or systems. Most companies employ a range of tool sets designed specifically to detect
different kinds of impersonation attacks; nevertheless, no single solution is perfect in identifying every possible
danger.

2.4 Inference Attack

An inference attack targets a private key. By searching memory for values that match data sections that are not
being used on a blockchain, the attacker tries to reverse engineer the data. The attacker may use the user's
private key to steal money from other users if the attack is successful since they will know how the user
generated it. Notably, most sophisticated malware is capable of carrying out brute force attacks on its own,
meaning it doesn't need human support. This is possible because passwords are often saved as weakly-protected
SHA-1 hashes on devices running older versions of Android. An Android device can therefore attempt every
possible password combination until it discovers one that is successful. Thus, an attacker does not always need to
access memory in order to execute a successful brute force attack. It is possible for attackers to deduce the
password algorithms of some blockchains just by looking at them, even in the case when no breaches occurred.
They could, for example, look at how a block chain's hash function is often implemented or examine the
source code of the chain. Reverse engineering a certain kind of hash function might be possible if they gather
enough details about it, such as its internal operations or typical applications.

For example, if they know the hash value of the data and the data itself, they can figure out what data was used to
create the encryption technique. This implies that even if your private key is never disclosed to the public due
to a leak or bug, attackers may still be able to guess it with sufficient time and effort. Always use key stretching
as a defense against inference assaults. Key stretching is the technique of using a slow hashing method to
produce several hashes from a single input. Additionally, while creating keys, you should use salt as well,
instead of just passwords. By utilizing salt, attackers are unable to break new passwords faster than they could with
standard brute force techniques by using precomputed databases of prehashed passwords.

Following is more information about salts. Finally, when creating or using private keys, you should always keep
them on separate PCs that are not linked to any networks. This guarantees that after you move the keys off the
machine after it's finished, an attacker cannot take utilization of the vulnerabilities in your system when
producing or use.

2.5 Cloud Denial of Service Attack

Denial-of-service attacks are usually associated with malicious intent. These attacks render networks unusable for
consumers by overloading networks with packets in an attempt to shut down essential services like DNS servers
or HTTP web servers. Attackers aiming to disable or crash servers and network infrastructure, such as firewalls,
frequently target cloud services with denial-of-service (DoS) attacks. DoS attacks can be carried out by one or many
attackers and can be executed without direct human involvement. When malware intended for these purposes
infects automated systems, the systems may launch a denial-ofservice assault on their own. Moreover, some
ransomware variations use device takeover to simulate the effects of denial-of- service attacks by flooding target
systems with requests. Although major DoS attacks on cloud providers are not currently documented, It's
feasible that we may witness a rise in Such types of instances in 2017. Indeed, it's most likely that the quantity of
cyberattacks will rise in the upcoming year due to the fact that technological advancements will present hackers
with a plethora of new chances and leave security teams with less time to prepare. Next year, as more companies
embark on digital transformation projects, there's likely to be a rise in cyberattacks that target cloud and data
centers.

Criminals who wish to steal confidential data or use ransomware to take over businesses have already shown
that cloud computing is an alluring target. Criminals will continue to search for ways to take advantage of holes
in cloud infrastructures as companies move more and more of their activities online. This implies that IT
workers must keep a careful eye on both internal and external developments, particularly with regard to the
risks posed by the clouds of other businesses. Even worse, nothing has been accomplished to improve
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security across clouds themselves thus far; Rather, the majority of efforts have been directed toward securing
specific clouds as opposed to tackling issues that are common to all cloud environments. Therefore, it appears
likely that in 2017, Cloud security flaws will increase even further. Essential to keep in mind is that although
denial-of-service (DoS) assaults have the potential to cause harm and disruption, they are usually regarded as
harmless attacks unless They belong to a larger scheme. For instance, if someone launches DDoS assault
directed at Google's servers, you might be momentarily unable to access your Gmail account but you generally
won't experience any long- term effects from missing a few hours of email access. But let's say that your
company depends significantly regarding cloud services daily operations and that a distributed denial of service
attacks other malware prevents you from using those services. In that scenario, a user might experience severe
financial losses, harm to their reputation, and a decline in customer confidence.

2.6 Availability Attack

Getting unauthorized access to a network or computer is the aim of this assault. An attacker uses a backdoor to
obtain access via telnet, ssh, FTP services, unprotected wireless networks, or password guessing. For example, an
attacker could pretend to be a member of your staff in order to get personal information from someone else.
After then, they may either use it for more assaults or sell the data to other hackers for a profit. Using firewalls
and ensuring sure the computer network in your business has no open ports will assist prevent availability
attacks. It's also a good idea to use a password to secure any connected device and stay away from telnet while
gaining remote access. If you think you may have been hacked, change all of your passwords as quickly as you
can. Following his attack on the local power grid, which resulted in the loss of electricity for 15 million people in
Northern Italy, a guy was taken into custody in Italy. It is said that he just needed a few hundred dollars' worth
of equipment, which included wires and tiny circuit boards called smart plugs, to do this. He stated that his
goal was to draw attention to security flaws in power facilities around Europe. Due to the fact that these
cyberattacks are easy to carry out by anybody with rudimentary Internet skills and don't require specialist
expertise or training, they are growing more frequent and challenging to stop. Increasing security around high-
risk locations, such as power grids, is one method to reduce the likelihood that you will be attacked by letting
potential attackers know that even if they try, they will be unsuccessful.

3. MECHANISMS OF DETECTION FOR SECURITY ATTACKS BASED ON 10T

An understanding of IoT-based security attack detection methods. Antivirus software that uses signatures is the
most widely used method of identifying attacks (SBAV). Malicious software is found by SBAV using malware
signatures, which are set in advance for each known kind of malware. It is an impulsive strategy, nevertheless,
because of the elevated infection rate from undiscovered or assaults that are zero-day. An enterprise must
maintain its antivirus signatures current with emerging threats. Furthermore, because it does not identify any
new vulnerabilities, it is only as effective against conventional computer viruses as it is against other
cyberthreats like smartphone infections or zero-day assaults. It is not particularly helpful in protecting devices as
a result. Whitelisting is an additional strategy employed by businesses; it restricts the programs that can operate
on a system to those that are trusted, as opposed to blocking all applications. While this approach has been
effective in stopping users from executing arbitrary programs, If an attacker manages to successfully exploit a
vulnerability before whitelisting can be updated, they can still be able to execute arbitrary code without being
detected by antivirus software. Whitelisting is therefore useless against rogue devices because every hardware
must be preapproved before operation.

To tackle the problem of DoS and DDoS attacks, the author [15] suggested a straightforward however effective
DDoS and DoS attacks targeting energy usage, provided a successful countermeasure on nonce value, and after
that demonstrated its effectiveness through an example. The authors provide an extensive theoretical analysis
and assessment of different authentication techniques to raise security levels, particularly with regard to target
identification and firstphase security detection. Furthermore, it emphasizes how crucial secure key
management is to delivering long-term service support. There have been a lot of studies published recently
about two different features of DDoS attack detection technologies. A few studies concentrated on the creation
of extremely secure channels from the source serverside, which can significantly enhance attack thresholds
through the use of time stamp mechanisms and the AES algorithm in the header field of the layer 3 packet.
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Another issue with [oT device security is that each node in a network, including individual sensors or actuators,
has a unique IP address [16]. However, instead of using a centralized gateway to process traffic, sensor nodes
should be connected to a disaggregated SDN-enabled gateway that makes use of flow-based security rules (FBS).
This strategy is comparable to using SDN to protect wire-less APs (access points) from DDoS assaults, in which
users with malevolent intent can swiftly eat up available bandwidth using band-width management. By allocating
available bandwidth appropriately, Additionally, this type of management might prioritize or prohibit traffic to
and from specific device categories. For example, if a city has thousands of smart meters installed to track energy
use at different locations, FBS could prioritize the traffic from these meters by keeping an eye on utility company
buildings to ensure they have adequate bandwidth to send data back to base stations for processing. Moreover,
FBS may halt any other form of connection [17] between these meters and other types of equipment because it
might signal an attack. Similar to this, FBS could give priority to traffic coming from smart water meters as
opposed to forms of interaction if thousands of them are placed throughout a city, gathering information
regarding the amount of water used at various locations and relaying returning it to the base stations for
processing. This is because the meters' capacity to transmit data is essential for monitoring water consumption.
Consequently, resources are able to deployed effectively to safeguard critical areas of a network in which
requiring stringent firewall regulations or the costly and time-consuming usage of VPN technology [18]. Similar
to this, as For all IoT traffic, just require security in opposed to DoS attacks, VPN technology may potentially be
completely deleted for noncritical data transfer with correct use of FBS; in other words, if it's not essential, just
dump it. Regarding defense, as soon as an assailant is able to breach one component within a system (a piece of
hardware, for example) [19], They are going to usually try to breach another one as well; that is, they are going to
commence at point A and work their way toward point B until they are successful.

4. PROTECTION MEASURES AGAINST IOT-RELATED SECURITY PROBLEMS

Using defense mechanisms against assaults, including firewalls, is crucial to solving the issue of security attacks in
the IoT. Existing solutions indicate that certain intrusion detection systems (IDS) are capable of spotting
firewall rule infractions, which enables them to detect illegal traffic that can have an impact on an
organization's infrastructure. Most of the suggested methods, however, have not been put to the test with
actual data from closed and open networks, with various flow types (TCP/UDP) whose rates change over time. In
order to close these gaps, we provide a useful method for using IDSs to find these violations: constructing static
policies based on rules from behavioral analysis to find attack patterns that necessitate special system
adjustments. Figure 3 displays the flow chart, but the subsections are below.

Blockchain Technology
Utilization

Necessary tokenization and
authentication

Advanced Encryption
Techniques

The installation of strong
firewalls

Regularly scheduling
vulnerability assessments
for security

Development of a secure
10T infrastructure

Establishing a Secure
Cloud Connection

Figure 3: Protection measures Against IoT-Related Security Problems
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4.1 Blockchain Technology Utilization

As a result of its benefits, blockchain technology is an excellent choice for Internet of Things (IoT) device
security. The main one is that it can use cryptographic hash methods to safely store enormous amounts of data.
Furthermore, Blockchain networks are challenging to hack since they are anonymous and decentralized. By
doing this, a blockchain network's nodes are guaranteed to be able to get involved in any way without disclosing
their identities to other nodes. Furthermore, unlike other distributed ledgers like those provided by Google File
System (GFS) or MongoDB, records stored in blockchain cannot be altered or deleted once they are saved in a
blockchain network. As far as we are aware, no research has looked at how these traits can be leveraged to stop
assaults on IoT devices. Consequently, we put out an original approach founded on the blockchain technology
to guarantee security for [oT devices. In particular, We utilize smart contracts in order to define rules governing
the way actuators handle sensor messages and the way sensors communicate with actuators. To ensure that
only individual people with approval may add, remove, or edit sensor records from or within blockchains, we
also use smart contracts. Lastly, we also suggest using encryption techniques like AES-CTR or ChaCha20-
Poly1305 to secure runtime communication between sensors and actuators.

Because blockchain is built upon a shared ledger that is append-only and contains cryptographic hashes, it is
perfect for achieving data confidentiality and integrity. Similar to this, public key cryptography solutions (like
TLS) are less suitable for Internet of Things networks than existing cryptographic protocols, which are simpler to
implement in a blockchain setting. We provide a method to use homomorphic encryption to enable the safe
sharing of information across reliable nodes inside a private environment to solve the blockchain's scalability
and privacy protection problems [20].

As previously mentioned, a number of Research has examined how to increase device trust utilizing both
blockchain technology [21] and established, reliable techniques like certification authority [22]. However, some
provide mechanisms to encourage desirable or proper behavior among peers [23]. These techniques, however, do
not directly address information sharing security issues and are not intended for use with microservices. For
instance, Kalomeni and Beaumier [24] present an architecture in which several entities manage microservices by
fusing a Blockchain ecosystem featuring a platform-as-a-service element, such as Amazon Web Services. Since
most applications need delicate data must be safeguarded during interactions between specific IoT devices, no
study has up to this point presented techniques to do so.

4.2 Necessary tokenization and authentication

A safe, reliable system must be built with proper authentication. Utilizing industry-standard protocols such as
RADIUS, 802.1x (EAP), or OTP/CHAP, Every loT gadget needs to be authenticated. Devices have to either
employ a specific secure protocol via TLS to connect with their associated gateway after they have successfully
authenticated, or Within their protocol stack, they must appropriately encrypt their traffic to ensure that all
conversations are confidential and that only authorized parties are able to decrypt them. Additionally, to be
able to guard against spying attacks by hackers who might use the data they obtain for nefarious purposes like
account takeover, Important information should never be sent by these devices in clear text while
communicating with other devices or their associated gateway.

Digital payment methods have developed into a necessary component of our everyday life in recent years.
Authentication procedures are used by systems like PayPal, Venmo, Apple Pay, and Google Wallet to confirm
user identities and protect private data [25]. Use cases for several widely used protocols are examined in this
article, including OpenID Connect, OAuth 2.0, JWT (JSON Web Token), SAML (security assertion markup
language), and UMA (user-managed access). Additionally, it evaluates their efficacy according to a variety of
criteria, such as compatibility with other programs. Although each procedure works well in specific situations,
UMA seems to be better overall. For instance, it doesn't require extra either software or hardware to work
effectively and can be seamlessly integrated with any program or website.

4.3 Advanced Encryption Techniques
Engineers can benefit from numerous novel hardware features, such as ones intended to assist avoid security
breaches, additionally to enhancing encryption techniques. For instance, different silicon root-oftrust
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technologies aim to provide digital signature and hardware authentication. These methods might defend
against malware assaults that aim to remove confidential information or introduce fake information into a
framework. Extensions for Software Guard (SGX) from Intel is another such technology that helps shield
software from existing changed or spied on while it's operating within a CPU. Every application is effectively
placed in its own sandbox by the SGX, reducing the likelihood that a hack may adversely impact other running
processes. Various processor types also use architectural elements that constitute it built-in protection against
side channel attacks by making it harder for hackers to figure out what they are doing with all that processing
power. Malicious software is said to be employing side channels when it makes use of numerous integrated
sensors, like cameras, microphones, and GPS receivers, to acquire information about a device's surroundings
without alerting users. Several new technologies leverage fog computing, rather than depending solely on cloud
storage. Rather of having all of your sensitive data stored far away from you on some remote server farm
somewhere else in cyberspace, fog computing saves it locally and links you remotely over a secure connection to get
it as needed.

4.4 The installation of strong firewalls

An essential part of any computer network is a firewall. They serve as a barrier against illegal access to and from
private networks. Another use is to stop unauthorized users from accessing a private network (in an attack
when a denial of service is used). A firewall is open to assault if it is not installed appropriately. The logs from
Firewalls should be implemented be regularly checked so that any breaches can be promptly identified.
Furthermore, robust user authentication procedures should be included in firewalls to ensure that, even if a
breach, no harm is possible. It is strongly advised that administrators and users who have access to firewalls use
strong passwords.

4.5 Regularly scheduling vulnerability assessments for security

Once an attacker has a system's access, they frequently use that availability as a starting point for additional
assaults and stay hidden for extended periods of time. Similar to this, lowering security threats needs
monitoring software and device updates. When new threats surface or even when fundamental information
security procedures not been followed, insufficient security testing might make you exposed. If you want to
discover vulnerabilities in your systems before an attacker does, you must conduct regular vulnerability
assessments. Additionally, ensure that all of the hardware and software that your company uses is up to date.
There exist numerous avenues via which IoT devices may be compromised. Attackers could exploit IoT devices to
keep an eye on network activity to steal confidential information or infect other computers connected to the
network. Make sure that appropriate encryption mechanisms are being used and that firmware updates for
IoT devices be frequently applied in order to prevent assaults of this nature. Consider implementing end-to- end
encryption as well to guarantee that only authorized individuals may access sensitive data stored on these
systems.

4.6 Development of a secure IOT infrastructure

Breach of security in IoT are widespread, similar to any new technology. According to a recent Centrify study,
there are serious security problems in up to 40% of IoT setups. Validating hardware components, safeguarding
data while it's while moving around, and making sure there are access controls in place. are just a few of the
many steps that go into deploying a secure IoT network. If at all possible, communication between endpoints
should be encrypted. apps using a virtual private network (VPN) that is encrypted like IPsec to keep from credit
card numbers and other sensitive data being intercepted by hackers. Employ authentication solutions like
Microsoft's Identity Services for Active Directory or RSA SecurlID to fortify yourself against malevolent or illegal
access. Implementing appropriate Identity management pertains to crucial to safeguarding your customers'
privacy and making Actually, they do feel secure utilizing your offerings. Make sure you also set up strong access
control techniques so that only authorized users can access your system. such as multifactor authentication.
This will lessen the danger presented by outside attacks like phishing schemes, which rely on credentials that
have been stolen to launch their attack. It's crucial to consider both conventional IT security best practices and
the unique difficulties presented by Internet-connected devices while implementing loT
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infrastructure. You must think about How are you going to identify every device! individually and maintain If
you want to be successful, keep track of them throughout time.

4.7 Establishing a Secure Cloud Connection

Although the cloud poses a significant risk, it is also a crucial component of [oT security. Although the majority
of the cloud services are meant to be protected by because of recent assaults on secure firewalls shown that these
defenses aren't perfect. The most well-known instance is most likely the DDoS botnet Mirai, which
compromised security cameras, smart refrigerators, and more devices with Internet access. It was created by
taking advantage of some severe flaws in widely used webcams from manufacturers. To protect your Internet of
Things network, make sure all of your devices are securely connected to your local network and not directly
connected to open networks like Bluetooth or Wi-Fi. In this manner, you can be sure a remote hack doesn't
compromise them. Check that everything is working properly by testing your connection at least once per
month or two. Using a Netcut or Fing app on Android (iOS), you can accomplish this. Before you begin
testing, simply enter public IP into Google; if you don't, you might accidentally disconnect yourself
from the Internet.

5. PARTICULAR PROTECTION TECHNIQUES FOR CERTAIN IOT SERVICES AND DEVICES

Although they are currently there, IoT security attacks are frequently presented as nebulous, futuristic risks.
Attacks on government institutions, the taking down of vital national infrastructure, the facilitation of
international espionage operations, and the theft of private medical information have all been
accomplished through vulnerabilities in connected devices. Many businesses are presently using (or intending to
use) a variety of cybersecurity tools in an effort to defend these progressively valued resources against
cyberattacks. It's crucial to remember that not every scenario can be solved by a single security technology;
instead, various technologies for protection are necessary for various types of hardware, software, and networks.
Therefore, in order to assess each technology's potential for thwarting loT-based security threats, we must have a
solid grasp of how it operates. This survey offers precisely that—an overview. It provides a thorough explanation
of the attributes and capacities of all key IoT device-relevant security technologies and services. An wide A
grouping of actual cases that show the application or potential application of particular technologies is also
included in the study. Each kind of technology—devices, services, and communication—presents unique security
risks. We need to gain additional knowledge regarding the architecture, interoperability, and malicious usage of
these technologies if we are to properly secure our homes against Internet-connected devices. We will examine in-
depth several loT-based threats that were created by putting real devices through security flaw testing. The main
goal is to help companies identify common Internet of Things vulnerabilities in their own software or hardware
so that fixes or new product releases can be made as corrective measures. Let's all try our best to prevent loT
malware breaches, which will affect at least 20% of enterprises by 2020.

6. 10T SECURITY TESTING GUIDELINES AND INSTRUMENTS

According to the quick advancement of technology, IoT security testing solutions are now accessible to assist in
identifying risks inside IoT networks. As stated in a Northeastern University documentation, standards for
assessing hardware and software will be necessary to determine cyber security issues. Standards exist for what are
known as "cyber-physical systems," They include of physical equipment like those seen in manufacturing plants
as well as groups of computers. However, while a large part of an Internet of Things ecosystem consists of sensors,
there are currently few widely-accepted standards for the examination of software utilized by sensors. The issue with
not having such rules, according to Jessica Groopman, an associate professor at Harvard Medical School who
specializes in medical device security, is that you really have no idea if your system was thoroughly evaluated. It
may indicate that a product is open to attack if a the producer has not completed adequate penetration testing.
Cybersecurity testing ought to hold the position of fundamental component of Internet of Things goods
development, according to IoET research. Actually, Plenty of government organizations— including those in the
US and Canada—recommend security testing. The Canadian government recommends that all developers of
mobile devices follow a checklist that includes using tools such as Burp Suite or Kali Linux for penetration
testing. In a similar vein, NIST, a US government organization,
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suggests penetration tests using programs as SET or Metasploit in its recommendations for assessing devices.
Additionally, a recent Northeastern University research indicates that standard bodies like JTC1 SC27 of
ISO/IEC support these recommendations. Unfortunately, due to the lack of publicly established criteria for
assessing IoT products, Actually, it is difficult to determine whether any particular manufacturer has carried out
adequate testing. Although it's unclear if any one of these teams have independently tested any one of the
goods that are presently on the market, It seems likely that they have at least assessed a portion of them given
that they all advise security assessments before to release. Symantec researchers examined more than ten
million tries to attack over 100 firms in across numerous businesses from 2015 to 2017, producing the most
thorough analysis on IoT assaults. They discovered that just one of three objectives accounted for 99 percent of
all attacks.

These were attempts by criminals to breach an organization's security to obtain access to a business network
with the intention of installing malware or stealing data. In addition, attackers often employed brute force
attempt to guess a password to get access to corporate networks and DDoS, or distributed denial of service
attacks, may drive traffic to a website till it fails, using botnets—groups of compromised computers under the
direction of hackers operating remotely. phishing emails that contain harmful links or attachments that, when
clicked or opened, grant the attackers control over the victim's computer are another popular attack method.

7. DIFFICULTIES IN PREVENTION AND DETECTION

10T is unquestionably a fascinating technology with a lot of promise but also poses fresh security risks. A certain
amount of incidents has been continuously increasing as attacks based on IoT become more prevalent.
According to a recent survey, businesses would spend Spending between $2 and $6 billion on IoT security in
just 2017. For the sake of prevention, knowing where assaults are most likely to happen is still essential.
Software security flaws, for instance, frequently exist on the attached device apps. Thus, safeguarding them is
superior to all others considerations in order to avoid breaches. However, data centers are still susceptible,
particularly if they include a variety of connected devices that are being remotely managed using several
protocols. If malware is not properly controlled, it can spread swiftly among devices. Furthermore, there is still a
great deal of effort to be done in order to secure exchanges of information between devices that are connected.
Using IoT security programs that are able to identify risks early and take action to eliminate them before they
have impact damage is crucial. We can considerably lower The quantity of incidents involving botnets, DDoS
assaults, malware infection, and illegal access, and authority over vulnerable data with careful planning and
implementation. In addition, large-scale attacks are now simpler than ever thanks to IoT. In fact, the majority of
organizations lack the resources necessary to continuously keep an eye on billions of sensors around the globe.
Consequently, network traffic pattern anomalies must be found by monitoring tools, and events from various
sources must automatically correlate. This is especially crucial since Hackers may seek to evade detection by
altering movement or concealment within streams of encrypted communications. To effectively avoid IoT-
related security breaches, organizations require proactive detection techniques that can identify irregularities
whether or not attackers employ ports or protocols, standard or nonstandard. Lastly, making sure users take the
necessary safeguards is among the largest issues with IoT security. Some consumers don't seem to recognize the
possibility threats, despite the fact that many people are aware of standard security hazards like phishing scams
and password hacks. Without a sure, education must play a significant role in lowering A certain amount of
instances involving human error, such as failing to update linked devices' default passwords or clicking on
phishing emails. If victims are unable to identify common cyberattacks, criminals will be able to conduct
company activities using a certain amount of impunity. In the end, There are three essential elements to IoT
security: (1) implementing preventative measures to reduce risk, (2) utilizing efficient mechanisms of detection
(26, 27] to identify hazards before they become serious, and (3) teaching users regarding recommended
behaviors. Organizations can improve their defenses against Internet of Things-based threats by incorporating
these three components. IoT security policies should, at the very least, involve ongoing traffic monitoring and
frequent updates to currently connected devices. In addition, companies want to look for security solutions that
minimize attacks instantly and facilitate the recognition of irregularities with minimal overhead.
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8. RESOLVING INTERNET OF THINGS SECURITY VULNERABILITIES

There's an increasing demand for security which are connected to the Internet of Things, becoming more
advanced and feature rich. Determining whether an IoT device has been compromised is challenging task. To
protect themselves from any type of damage caused by cybercriminals using their smart devices against them,
users need to be aware of the hazards associated with IoT security. IoT makers ought to prioritize giving their
consumers a secure experience by incorporating preventive measures like firewalls, VPNs, and encryption
techniques into their goods. Additionally, When connecting their devices to other network services via the
Internet, consumers must proceed with additional caution. This would aid in stopping hackers from gaining
unauthorized access. Users can disconnect their devices or services from the Internet right away and reset their
passwords to reclaim control over them if people think they're being hacked.

Building honeypots, also known as honeynets, is among the most extensively used techniques for attack
detection. In order to attract attackers who think they are getting access to authentic resources via wireless
networks or the internet, honeypots mimic realworld systems. The concept behind honeypots is
straightforward: place something sufficiently eye-catching to get people to come play with it and engage in
intriguing activities so You are able to observe what they do when they arrive. Making an appropriate honeypot
requires extensive understanding of hacking techniques on the a portion of the user. Some of you don't need a
complex solution to determine whether someone has accessed your system without authorization. Many free
internet programs allow you to determine whether someone has logged into your account from an unknown
location. Google Alerts, for instance, enables you must remain attentive about specific search terms across over
fifty search engines, including Google Groups and News. Additionally, you can use TweetDeck or Hoot- suite
must remain attentive about social media activity. When someone uses your username or brand in a post,
these tools will notify you. It is possible to configure alerts for terms like "hacked" and "cracked," which suggest
harmful conduct and are most likely to be hired by hackers. In this manner, you'll be able to recognize any
questionable internet activity pertaining to your brand and respond appropriately.

Keeping IoT devices safe It's hard task. It will not be feasible for clients to find any breaches if manufacturers do
not implement appropriate safeguards from the beginning. Because hackers are continually searching for
weaknesses in your network to exploit, you can never be certain that your firewall is effective, even if so in
place. To stop assaults on your network, make sure that none of the equipment's open ports are used by
hackers. Verify the security of your passwords. and at least ten characters long. They should comprise capital,
lowercase, numeric, and special characters. Passwords can be easily guessed, therefore adding complexity only
makes matters worse. It is preferable to utilize two-factor authentication (2FA), which asks you to give a code
each time you sign in. into your account via email or text message. In this manner, even if someone
were to figure out your password, they would need access to your email or phone account in order to get
entry to your account. Next, as soon as the user buys an IoT device—such as a wire-free router or modem—they
should update all of the default passwords connected to it. To prevent others from connecting without knowing
the precise name of the wireless network, try altering the wireless router's default SSID name and turning off the

SSID broadcast feature.

9. CONCLUSION AND FUTURE WORK

A lot of ground has been covered in this survey. Before talking about certain aspects of the existing realistic
detection mechanisms, we first covered some of basic concepts of IoT security. Next, we talked about upcoming
prevention-related challenges. Future career opportunities are still abundant. Countermeasures and detection
techniques can both be progressively enhanced or expanded.

Combining various current solutions to create one stronger answer could be one area. Investigating fresh ideas,
including anomaly-based methods, for attack detection is another path. Other options include adding other
kind of attacks, including side channel or insider threats, to our current research. Investigating possible hybrid
strategies that integrate many detection techniques is the final course of action. In summary, Without any
uncertainty, that the Internet of Things will keep going on to expand quickly regarding both the quantity and
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complication of devices, which implies that security researchers and practitioners will have many opportunities.
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