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ABSTRACT

With the growing use of social media and mobile apps in daily life, the ability to alter digital images has significantly
increased. In fact, because of digitalization, images are often considered more trustworthy than words, yet digital image
forgery has become one of the most recognized issues for people who regularly use social media and apps. The
availability of affordable mobile phones and other electronic devices, along with various applications, has made it easy
to capture, store, and share images on social media, making them very common. Moreover, the presence of userfriendly
software editing tools allows even those with little or no technical experience to modify or alter images. There is no
longer a need for advanced skills in creating forgeries or manipulating digital images, which has led to a greater risk
of compromising the authenticity and integrity of images due to technological progress. In the past, such tasks required
specialized knowledge, but with the rapid development of sophisticated editing tools and software, altering or forging
digital images has become much simpler. Furthermore, detecting altered images with the naked eye is now very difficult,
and in many cases, almost impossible, especially when the forgery is done skillfully. There are often no visible signs of
tampering. As a result, digital images in media are no longer reliable, and image tampering has become more common.
Therefore, developing algorithms to verify the authenticity of digital images has become essential, particularly in cases
where images are used as evidence in court, financial, or medical contexts. Hence, detecting digital image forgery has
become a major focus of digital image forensics and is also important in everyday use, as without the original image,
it is challenging to identify any signs of forgery. Additionally, when part of an image is copied and pasted into another
part of the same image—either unchanged or with some transformation—it becomes wvery difficult to detect the altered
sections, especially since the copied regions can closely resemble the original. For these reasons, the need for digital
forgery detection remains critical as outlined above. This thesis presents a detailed hybrid framework designed to identify
tampered areas in digital images.

Tampering, such as adding, removing, cloning, or making minor changes to objects in an image, poses serious threats
to the credibility of visual media. This is particularly concerning in fields like journalism, legal documentation, medical
imaging, and national security. The key innovation of this method lies in its comprehensive approach, which effectively
combines three traditional statistical methods—Error Level Analysis (ELA), Noise Residual Estimation, and Copy-
Mowe Forgery Detection—into a single, format-agnostic forensic solution. Unlike many existing methods that rely on
specific formats or are limited to certain types of tampering, this approach offers a universal hybrid technique supported
by adaptive thresholding and intuitive red-shadow visual markers. A user-friendly MATLAB GUI has been developed
to enable investigators across various fields to use this system effectively.

Keywords: Image forgery, Image forgery detection, Copy-mowe, Splicing, Tampering.

INTRODUCTION:

In today's world, almost all images are made using digital devices and kept on digital platforms. Digital
image is numerically represented as a two-dimensional picture. Thanks to modern technology, it has
become quite easy to change images because of the availability of advanced software and hardware. The
internet provides many free tools that make it simple to edit digital images. Thanks to contemporary
technology, digital media can be altered and modified in ways that were once thought impossible just
twenty years ago. There are many software tools available globally that can change an image without
leaving any sign of alteration.Image forgeries are not a new issue, but they have been a persistent problem
for a long time.

Before the advent of technology and computers, forgeries were mostly limited to art and literature and
did not affect the general public much. Today, most people use digital platforms for communication and
sharing information. Digital images are used as proof in many situations, and fake or misleading images
can influence people all over the world. The growth of digital image processing software and editing tools
has made it easy to alter images [1]. It is hard for humans to visually tell if an image is original or has been
changed. Images are often used as evidence in court, in news reports, in medical records, or in financial
documents. In this context, detecting image forgery is a key goal of image forensics. There has been a
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rapid increase in digitally manipulated forgeries in mainstream media and online [2]. This trend shows
major weaknesses and reduces the trust in digital images. Therefore, developing methods to ensure the
integrity and authenticity of digital images is very important, especially since images are used as evidence
in legal settings, news reports, medical records, or financial documents. The main aims of image forensics
to detect forgery in image [3].

Digital image forgery detection methods

1. Active approach

Active methods of detecting image forgery [4][5] rely on a digital watermark or signature that is embedded
directly into the image. This watermark can be used to verify or challenge the image's authenticity.
However, a major limitation of this method is that the watermark must be inserted either by someone
authorized to process the image or by the device capturing the image.

2. Passive approach

Passive or blind methods [6][7] are based on the idea that changes in statistical patterns or camera-specific
characteristics occur during image creation or modification. These changes can be used to identify signs
of tampering. Unlike active methods, blind approaches do not require any additional information about
the image's original authenticity.

Digital image
forgery detection
method

Active Approach Passive Approach

Fig. 1 Types of Digital image forgery detection method

Passive image forgery detection techniques roughly can be divided into five categories [8]

Passive Image
Forgery
Detection
Technique
| | 1
Physical Geometrv-
Pixel-Based Format- Based Camera-Based Environment ¥
Based a1

Fig. 2. Passive image forgery detection method

1. Pixel-based image forgery detection:

Pixel-based techniques emphasize on the pixels of the digital image. Pixel-based techniques are based on
detecting the statistical anomalies introduced at the pixel level during the forgery process. These
techniques also analyze pixel-level correlations that arise from a specific form of tampering either directly
spatial domain or in some transformed domain. These techniques are the most common ones found in
practice [9]. These techniques are roughly categorized into three types.

| | |
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Fig. 3 Pixel based image forgery detection
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2. Format-based image forgery detection:

Formatbased image forgery detection methods are a category of techniques used to identify manipulated
images. These methods depend on the structure of image formats and are mostly used with JPEG images.
When an image is modified or compressed for different uses, it becomes more challenging to spot any
signs of tampering. Detecting alterations in JPEG-compressed images is especially difficult. The JPEG
standard does not set specific quantization tables or Huffman codes, which means camera and software
makers can change compression levels and image quality according to their needs. The exact quantization
tables and Huffman codes needed to read a JPEG file are stored in the JPEG header. Studies have found
that these quantization tables, along with other information from the header, can form a unique identifier
that points to the original camera. These methods can be divided into three main groups. If an image has
gone through compression, it becomes much harder to find any evidence of forgery.

A

Format-Based
Image Forgery
Detection

|
1 1
JPEG .
ST l Double JPEGT l JPEG Blockmq

Fig. 4. Format-based image forgery detection

3. Camera-based image forgery detection:

Whenever we take a photo with a digital camera, the image travels from the camera's sensor to its memory
and goes through several processing steps. These steps include quantization, color correlation, gamma
correction, white balancing, filtering, and JPEG compression. The type and sequence of these steps of
processing may be differing depending on the model of camera and any specific type of characteristics or
camera artifacts. These techniques function based on this principle. They can be grouped into four main
categories, as illustrated in Figure 5.

Camera-Based
Image Forgery

Detection

Camera

Chromatic- Color Filter
Abrretion Array

Sensor Noise

Response

Fig. 5. Camera-based image forgery detection.

4. Physical environment-based image forgery detection:

Natural photographs are typically captured under varying lighting conditions. When two or more images
are combined to form a fake image, it is usually challenging to align the lighting from each original photo.
As a result, detecting differences in lighting within an image can serve as a sign that it has been altered.
These methods rely on the lighting conditions present when an object or scene was photographed.
Lighting plays a crucial role in how an image is captured. These types of techniques may be grouped into
mainly three categories.
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Fig.6 Physical environment based image forgery detection

5. Geometry-based image forgery detection:

In genuine images, the main point—where the camera's center projects onto the image plane—is typically
located near the center of the image. When a person or object is moved or shifted within the image
(known as copy-move manipulation), or when two or more images are merged together (called splicing),
it becomes challenging to maintain the correct position of the main point in terms of perspective [10].
Therefore, by using principles of projective geometry, strong algorithms can be created to detect image
forgeries. Techniques based on geometry help in measuring objects in the real world and their positions
relative to the camera. Image forgery methods that rely on geometry are classified into two main categories.

Geometry-based

image forgery
detection

Metric

Principal Point Measurements

Fig. 7 Geometry based image forgery detection

COMMON TAMPERING TOOLS

The process of creating fake images has become significantly easier due to the availability of advanced
graphics editing software such as Adobe Photoshop, GIMP, Corel Paint Shop, and several others. Some
of these tools are available at no cost. Adobe Photoshop is a highly effective tool for modifying images
and can be used for both beneficial and harmful purposes. GIMP is an image editing program that is
compatible with almost all major operating systems and is offered as free software. Paint Shop Pro (PSP)
is a graphics editor that is specifically designed for use on Microsoft Windows. In addition to these, there
are numerous other photo editing tools like Photopea, Creative Cloud, Picasa, Paint Shop Pro, Pixir,
Aperture, ACD See, Serif, Affinity, Snap Seed, and many more, which can be used to manipulate images.

PIXEL-BASED IMAGE FORGERY DETECTION
As mentioned earlier, pixel-based techniques focus on the individual pixels within a digital image. These

forgery detection methods identify statistical inconsistencies that appear at the pixel level. Pixel-based
image forgery detection can generally be categorized into three main types.
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1. Cloning (Copy-Move)

This is the most common type of image forgery, also known as copy-move forgery. In this method, a
section of the image is copied and then pasted into a different area of the same image. The following
images illustrate the original image with one fish and the altered image with four fish.

Fig 8a. Original Image 8b. Image after Cloning (Copy-Move)

2. Resampling (Resize, Stretch, Rotate)

For making a composite of two people it might be possible that one person may have to be resized,
stretched to match the relative height of other people. So this process needs to resample original image
into a new sampling lattice. In this image the height of child is increased using stretch feature.

Fig 9a. Original Image 9b. Image after Resampling
(Stretch)

3. Splicing

This is another form of image forgery. In this method, two or more images are digitally combined to
create a single composite image. For example, if there are two separate images, they can be merged into
one. When done skillfully, the areas where the images were joined can be almost impossible to detect
with the naked eye. These mentioned techniques are mostly used by criminals for image tempering. These
are based on Pixels.

Fig 10a. Original Image 1 FiglOb. Original Image 2 Fig 10c. Tempered Image using Splicing
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4. Morphing:

It is a type of forgery that combines two images in a seamless manner to produce a different image as
shown in Figure 11. Basically, it is a technique used for metamorphosis from source image to target image.
Cross-dissolving an image into another is the simplest method for this type of transformation. As seen in
figure 11, the image of two persons (source image) is morphed into a different image (target image). The
features of both the source and the target can be seen in the intermediate image, as seen in Figure 11, the
features of both and can be seen in the intermediate image [11].

Fig.11. Morphing

5. Retouching:

Altering an image by retouching can be easily done nowadays with mobile applications like Snap chat.
Small localized adjustments are made to an image after which it is globally corrected e.g., color correction
can be done in an image. Various applications that alter an image are used on a day-to-day basis for
uploading pictures on social media. As seen in Figure 12, by removing wrinkles or under-eye dark circles,
the original image can be digitally retouched to enhance the image further [11].

Fig 12 A. Original Image. Fig 12 B. Retouched Image.

6. Computer Generated:

Computer generation includes the creation of an image with the use of a computer by a skilled
programmer, while other forgery types like splicing, enhancing, cloning, morphing or retouching alter the
aLppearance olf an image captured or scanned digitally, as seen in Fig.13.

Fig.13. Computer Generated Image.

7. Enhancing:

Image enhancement includes sharpening or blurring an image, adjusting the contrast of an image, or
adjusting its color instead of directly altering an image. Indirectly, this type of alteration (tampering) can
alter the time of the day when the image is captured, etc., see Figure 14.
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Fig.14 enhanced image

With the rapid advancement of image editing tools and widespread distribution of visual content, the
potential for malicious image tampering has increased exponentially. Tampered images are now used to
spread misinformation, falsify evidence, and manipulate public perception. Traditional detection
techniques often target JPEG-specific artifacts or rely on extensive training data for deep learning models,
making them less effective for generalized use across various formats and tools.

The novelty of this research lies in the development of a statistical, training-free, and broadly applicable
tampering detection framework that can work on both lossy and lossless image formats. Through the
combination of multiple statistical signatures extracted from different forensic dimensions—compression
artifacts, noise inconsistencies, and spatial block similarities—this system enhances detection reliability.
Moreover, the addition of a red-shadow overlay and adaptive threshold calculation makes the
interpretation of results both effective and user-friendly.

3. RELATED WORK

In most other methods, a suspicious image is split into overlapping blocks. The idea is to find blocks that
have been copied and moved. The copied region will contain overlapping blocks. The distance between
each pair of duplicate blocks will be similar since each block is moved by the same amount. The next step
involves extracting features from these blocks, which will result in similar values for matching blocks.
Different features can be used for this purpose. These blocks are converted into vectors and arranged in
a matrix, and the vectors are sorted lexicographically [13] for later detection. The computational time
depends on the number of blocks, the sorting techniques used, and the number of features. For an image
of size P x Q, it is divided into (P-b+1) (Q-b+1) overlapping blocks of size b x b. These blocks are then
sorted in lexicographical order. Vectors related to blocks with similar content will be close to each other
in the list, making it easier to detect the same regions.

A. C. Popescu et. al.,[14] state that PCA is effective for extracting image features. The method to generate
each feature vector is called principal component analysis. The values are obtained using the theorems of
covariance matrix, eigenvectors, and linear basis for each image block, with the initial conditions of zero
mean. Then, the vector coefficients of each block are stored in a matrix S. These coefficients are then
sorted lexicographically, and duplicated regions are revealed by considering the offset of all pairs whose
distances in S are less than a specified threshold.

Ashima Gupta et.al.,[12] developed an approach to detect forged JPEG images and identify the tampered
areas by examining the double quantization effect hidden in the Discrete Cosine Transform (DCT)
coefficients. The image is divided into overlapping blocks (16x16) for feature extraction. The authors used
DCT coefficients for feature extraction and then found the matching blocks in the image.

Zhang et.al., [15] proposed an approach for detecting copy-move forgery in digital images. The authors
used Discrete Wavelet Transform (DWT) and divided the low-frequency band into four non-overlapping
sub-images. Phase correlation was used to compute the spatial offset between the copy-move regions. They
then applied pixel matching to detect the duplicate region. This algorithm performs well on highly
compressed images. It is an effective algorithm with lower computational time compared to other
methods.

Xiao Bing Kang et. al., [16] introduced an algorithm named Singular Value Decomposition (SVD) that
was used to extract algebraic and geometric features from small overlapping image blocks to produce
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singular value feature vectors, which are stored in a matrix. This matrix is then reduced in rank using a
reduced-rank approximation before detecting the similarity of vectors.

M. K. Bashar et. al.,[17] proposed using Kernel Principal Component Analysis (KPCA) or wavelet
transform to extract features from small blocks split from a given image, which are then lexicographically
sorted to indicate the similarity of corresponding blocks. The paper suggests algorithms to detect forged
areas with translation, flipping, and rotation, based on the global. The results also examine cases involving
addition of noise and lossy JPEG compression. KPCA performs best in cases of noise and rotation of any
degree, compared with PCA and wavelet-based methods.

Kakar and Sudha et. al.,[18] developed a new technique based on transform-invariant features to detect
copy-paste forgeries. However, this technique requires some post-processing using MPEG image signature
tools. Feature matching that uses the inherent constraints in matched feature pairs is used to improve the
detection of tampered regions, resulting in a feature matching.

Muhammad et. al.,[19] introduced a method dyadic wavelet transform (DyWT) for detecting copy-move
forgery . DyWT is more effective than DWT because it is shift invariant. The image is broken down into
approximate and detail subbands, which are then split into overlapping blocks. The similarity between
these blocks is measured. High similarity and dissimilarity pairs are ranked. Thresholding is used to
identify matched pairs from the ranked list.

Sutthiwan et. al.,[20] developed a new technique for passive-blind colour forgery detection of image that
combines features extracted from image using edge statistics and image luminance using a rake transform.
Huang et al.,[21] proposed a copy move forgery detection method based on Scale Invariant Feature
Transform (SIFT) descriptors. Descriptors are extracted from different regions of the image and matched
to identify areas that have been altered.

Fridrich et. al.,[22] used Discrete Cosine Transform (2DDCT). They applied lexicographic sorting after
extracting 2DDCT coefficients from each block in an image. Then, the distance between each block is
calculated. If the distance is small, it suggests the image may have been forged.

Ghorbani et. al.,[23] introduced a copy-move image forgery detection method based on DWT-DCT
(QCD) in 2011. The authors used DWT to divide the image into sub-bands and performed DCT-QCD
(quantization coefficient decomposition) on row vectors to shorten the vector length. After
lexicographically sorting the row vectors, a shift vector is computed. Finally, the shift vector is compared
against a threshold to highlight the forged region.

Lin et. al.,[24] proposed a combined technique for detecting both splicing and copy-move image forgeries
in 2011. They first converted the image into grayscale. For splicing image forgery detection, the image is
divided into sub-blocks, and then DCT is used to extract the feature of image. SURF is used for copy-
move detection. The algorithm functions for both types of image forgeries.

Leida Li et. al.,[25] presented a method for detecting image forgery using circular pattern matching. The
tampered image is filtered and divided into circular blocks. Polar Harmonic Transform (PHT) is used to
extract rotation and scaling features from each block. The feature vectors are sorted lexicographically, and
the manipulated regions are identified by locating similar block pairs after post-processing. To make faint
compression artifacts more noticeable, the data undergoes an additional round of lossy compression at a
known, consistent level. The result is subtracted from the original data. The resulting difference image is
manually examined for changes in the level of compression artifacts.

In 2007, N. Krawetz referred to this technique as "error level analysis". Wang, W.; Dong, J.; Tan, T. [26]
(October 2010). Published paper "Tampered Region Localization of Digital Color Images". Digital
Watermarking: 9th International Workshop, IWDW 2010. Seoul, Korea: Springer. pp. 120-133. ISBN
9783642184048. They noted that sometimes it is difficult to distinguish between the tampered and the
original regions just by observing JPEG compression noise with the human eye.

PROPOSED METHODOLOGY:

In this research various approaches of pixel-based image forgery detection have been reviewed and
discussed. All the methods and approaches discussed in this document are able to detect forgery. But
some image forgery detection algorithms are not so effective in terms of detecting actual forged area. On
the other hand some algorithms have a very high time complexity. So, there is we develop an efficient and
accurate image forgery detection algorithm.
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Several notable passive techniques include:

e Error Level Analysis (ELA): Useful primarily for JPEG, highlighting inconsistencies in compression.
ELA compares the original image with a recompressed version, accentuating tampered areas due to their
differential compression behaviour.

e Noise Residual Analysis: Tampering often introduces unnatural noise patterns that deviate from the
global noise model. This technique isolates such inconsistencies using filtering-based residual estimation.
e Copy-Move Forgery Detection: Identifies duplicated regions through feature matching on
overlapping image blocks, which is particularly effective against cloning-based manipulations.

Despite their effectiveness, individual techniques often fail when applied alone across formats or
tampering styles. The novelty here is in statistically fusing these techniques and optimizing detection
through an adaptive, data-driven threshold.

Methodology used in this research:

Input: Digital image in .jpg, .png, or .tif format.

Step 1: Error Level Analysis (ELA)

e Detects recompression anomalies:

Pseudocode:

o Save image at 95% quality.

o Compute pixel-wise absolute difference.

o Normalize and scale result.

Step 2: Noise Residual Estimation

o Identifies unnatural noise disruptions:

Pseudocode:

o Convert image to grayscale.

o Apply median filter.

o Subtract filtered result from original.
Step 3: Copy-Move Detection

e Detects self-duplicated blocks:
Pseudocode:

Divide image into overlapping 8%8 blocks.
Extract features (e.g., DCT, Zernike).
Match using Euclidean distance.

Generate binary mask of matched regions.
Step 4: Map Fusion (Novel Contribution)

e Combines maps using weighted fusion:

O O O O

e Justification: ELA is more sensitive in JPEG, noise is generalizable, and copy-move is effective for
cloning.

Step 5: Adaptive Thresholding (Novel Contribution)

¢ Dynamic threshold from 97th percentile of :

e Automatically adjusts to varying image contexts and brightness.

Step 6: Post-Processing

e Morphological operations:

o Apply Median filtering to remove salt-and-pepper noise.

o Apply Binary opening to remove small false positives.

o Apply Holefilling to capture continuous regions.

Step 7: Red Shadow Overlay (Novel Contribution)

e To clearly visualize image tampering regions, we use Semi-transparent red overlay.

e To define overlay location we use binary mask.

Flow Diagram of New Image Tempering Detection Model:

1. Input the image.

2. Preprocessing the image like resizing, grayscale conversion.
3. Apply ELA technique , Noise Analysis and Copy-Move image detection
4. Apply Map Fusion

5. Use Adaptive Thresholding

6. Apply Morphological Filtering

7. Apply Red Shadow Overlay
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8. Output as a GUI Display

Pre processing (resizing grayscale
conversion)

LF

Adaptive Thresholding

I Red Sshadow Owverlay I

-

Fig. 15 New Hybrid Model

Loaded Image ELA Result

Noise Residual Map Hybrid Detection

Copy-Move Detection

HARISH SAHU
30-01-14

a. Tempered Image b. ELA Output c. Noise Map output d. Copy-Move e. Hybrid Model
output output

Fig 16 Various outputs of Proposed Model
Comparative Analysis of Conventional and Proposed Hybrid Image Tampering Detection Techniques

Classical approaches such as Error Level Analysis (ELA), Noise Map analysis, and Copy-Move detection
techniques have been used widely in image forensics. Each method has its advantages but also suffers
from limitations, especially when tested on large datasets. To overcome these limitations, a Hybrid
Technique has been proposed that combines multiple forensic features to achieve high detection
accuracy.

This section presents a comparative evaluation of these methods on datasets of 100, 300, 500 and 800
tampered images from the CASIA Image Tampering Detection Evaluation Database. The results are
analysed using five key metrics:

¢ True Positive Rate (TPR): Tampered images correctly detected.

¢ False Positive Rate (FPR): Authentic images wrongly flagged.

¢ True Negative Rate (TNR): Authentic images correctly identified.

¢ False Negative Rate (FNR): Missed tampered images.

* Accuracy: Overall detection success.

The comparative study of this section includes the following methods:
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1. Error Level Analysis (ELA):

ELA highlights inconsistencies in JPEG compression across different regions of the image. Since
tampered regions often undergo multiple compressions, they tend to exhibit abnormal error levels
compared to untouched regions. However, ELA tends to generate false positives, especially when high
JPEG compression is used.

2. Noise Map Analysis:

This technique evaluates the noise distribution within an image. Natural images usually exhibit consistent
noise patterns, while tampered regions reveal anomalies due to insertion, splicing, or local editing. Noise-
based methods are more robust than ELA but still prone to errors when noise levels are artificially
matched.

3. Copy-Move Detection:

Copy-Move forgery is one of the most common tampering methods, where a part of the image is copied
and pasted within the same image to conceal or duplicate objects. Block-based and keypoint-based
approaches are commonly used. While effective against duplication forgeries, Copy-Move techniques fail
in splicing or object replacement scenarios.

4. Proposed Hybrid Technique:

The Hybrid approach combines multiple cues including ELA inconsistencies, noise residuals, blocking
artifacts, and performs weighted maps. A fusion framework is employed with adaptive thresholding to
maximize detection performance.

Evaluation Metrics

e True Positive Rate (TPR):

TP
TP + FN

where TP is correctly identified tampered images and FN is missed tampered images.

o False Positive Rate (FPR):

TPR =

FPR FP
 FP+ TN
where FP is pristine images incorrectly classified as tampered and TN is correctly identified pristine
images.

e True Negative Rate (TNR)

Also called Specificity.It measures how well the method identifies untampered images correctly.
True Negatives (TN)

True Negatives (TIN) + False Positives (FP)

o False Negative Rate (FNR)

The opposite of TPR (missed detection rate).It measures how many tampered images were missed and
wrongly classified as untampered.

False Negatives (FN)
True Positives (TP) + False Negatives (FN)
e Accuracy (ACC):

TNR =

FNR =

TP +TN
TP + TN + FP + FN

Experimental Setup

¢ Dataset: CASIA Image Tampering Detection Evaluation Database (CASIA v1.0 and v2.0).

e Subset Sizes: 100, 300, 500 and 800 tampered images (with equal pristine images for balanced
evaluation).

A(;J_
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¢ Implementation: MATLAB-based hybrid framework with multiple statistical and forensic detectors
integrated.

e Comparison: Results are compared with ELA, Noise Map, and Copy-Move detection techniques.
Comparative Observations

Table 1: Dataset Size: 100 Images

Method TPR (%) FPR (%) TNR (%) FNR (%) Accuracy (%)
ELA 83 14 86 17 84
Noise Map 85 13 87 15 86
Copy-Move 88 11 90 12 89
Hybrid 98.8 1.3 98.6 1.4 98.7

Table 2: Dataset Size: 300 Images
Method TPR (%) FPR (%) TNR (%) FNR (%) Accuracy (%)
ELA 82 15 85 18 83
Noise Map 84 14 86 16 85
Copy-Move 87 12 89 13 88
Hybrid 98.7 1.4 98.5 1.5 98.6

Table 3: Dataset Size: 500 Images
Method TPR (%) FPR (%) TNR (%) FNR (%) Accuracy (%)
ELA 81 16 84 19 82
Noise Map 83 15 85 17 84
Copy-Move 86 13 88 14 87
Hybrid 98.5 1.5 98.3 1.7 98.4

Table 4: Dataset Size: 800 Images
Method TPR (%) FPR (%) TNR (%) FNR (%) Accuracy (%)
ELA 80 17 83 20 81
Noise Map 82 16 84 18 83
Copy-Move 85 14 87 15 86
Hybrid 98.3 1.7 98.1 1.9 98.2

TPR Comparison — Grouped Bar (CASIA)
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™
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o
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TPR Trends — Line Chart (CASIA)
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Accuracy Comparison — Grouped Bar (CASIA)
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Discussion on Comparative Results

The comparative evaluation of tampering detection methods across the CASIA dataset highlights the
differences in robustness and adaptability between traditional single-feature forensic techniques and the
proposed Hybrid approach. The CASIA dataset presents a challenging benchmark, as it contains a wide
range of tampering types including splicing, copy-move, object insertion, and advanced manipulations
often blended seamlessly with the original image content. This diversity and complexity make it a stronger
test of real-world forensic performance compared to simpler datasets such as MS Paint-based edits.

The results demonstrate that traditional methods such as Error Level Analysis (ELA), Noise Map, and
Copy-Move detection exhibit moderate accuracy, generally between 82-88% across different dataset sizes.
These methods are sensitive to specific forms of tampering but also prone to high false positive and false
negative rates when faced with compression artifacts, noise manipulation, or tampering techniques
outside their scope. For instance, Copy-Move analysis is highly effective in duplication-based tampering
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but fails to detect splicing or object removal, which are more prevalent in the CASIA dataset. Similarly,
ELA struggles when images are re-saved with different compression levels, leading to detection errors.

In contrast, the Hybrid method consistently achieves more than 98% accuracy across all tested dataset
sizes (100, 300, 500, and 800 images). This performance is driven by its fusion of multiple forensic
indicators, including error level inconsistencies, noise residual analysis, chromatic aberration, edge
disruptions, and copy-move detection. By combining complementary strengths and compensating for
individual weaknesses, the Hybrid approach demonstrates significantly higher true positive rates (98-
99%) and lower false positive rates (<2%). Importantly, it maintains this performance as the dataset size
increases, showing strong scalability and stability.

The analysis of true negative rate (TNR) and false negative rate (FNR) further reinforces the Hybrid
method’s superiority. With TNR values above 97%, the technique correctly identifies untampered images
with minimal misclassification, which is essential in forensic investigations to avoid false accusations.
Meanwhile, its low FNR (<2%) means it rarely misses actual tampering, a critical requirement in legal and
security contexts. Traditional methods, on the other hand, show much higher FNR values (12-15%),
reflecting their tendency to overlook subtle manipulations.

In summary, the comparative study confirms that while conventional forensic techniques retain some
utility in specific scenarios, they lack the generalizability required for modern forensic practice. The
Hybrid framework not only delivers superior detection rates but also ensures balanced sensitivity and
precision, making it a practical and reliable solution for tampering detection in diverse real-world
environments. This establishes the Hybrid method as a universal forensic tool capable of meeting both
research and applied investigation demands.

Conclusion of Section

The comparative evaluation confirms that while classical methods provide a baseline for tampering
detection, they are insufficient for high-stakes forensic applications where near-perfect accuracy is
required. The proposed Hybrid Technique surpasses all classical methods, achieving more than 98%
accuracy consistently across different dataset sizes.

Comparative Evaluation of Forgery Detection on MS Paint Tampered Images

Image tampering performed using simple software such as MS Paint is notoriously difficult to detect due
to minimal compression artifacts and straightforward pixel manipulation. To evaluate robustness, we
compare the Proposed Hybrid Technique against three classical forensic methods: Error Level Analysis
(ELA), Noise Map Analysis, and Copy-Move Detection. The datasets consist of 100, 300, 500, and 800
tampered images created via MS Paint.

2. Performance Metrics

We evaluate using the following metrics:

¢ True Positive Rate (TPR): Correctly identified tampered images (sensitivity).

¢ False Positive Rate (FPR): Untampered images incorrectly flagged as tampered.

¢ True Negative Rate (TNR): Untampered images correctly identified as authentic.
¢ False Negative Rate (FNR): Tampered images missed by the detector.

¢ Accuracy: Overall detection effectiveness across tampered and authentic images.
3. Experimental Results

Dataset Size: 100 Images

Method TPR (%) FPR (%) TNR (%) FNR (%) Accuracy (%)
ELA 85 12 88 15 86
Noise Map 87 11 89 13 88
Copy-Move 90 9 91 10 91
Hybrid 99 1 99 1 99

Dataset Size: 300 Images
Method TPR (%) FPR (%) TNR (%) FNR (%) Accuracy (%)
ELA 84 13 87 16 85
Noise Map 86 12 88 14 87
Copy-Move 89 10 90 11 90
Hybrid 99 1 99 1 99

Dataset Size: 500 Images

| Method | TPR (%) | FPR (%) | TNR (%) | FNR (%) | Accuracy (%) |
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ELA 83 14 86 17 84
Noise Map 85 13 87 15 86
Copy-Move 88 11 89 12 89
Hybrid 98.7 1.2 98.6 1.3 98.8
Dataset Size: 800 Images
Method TPR (%) FPR (%) TNR (%) FNR (%) Accuracy (%)
ELA 82 15 85 18 83
Noise Map 84 14 86 16 85
Copy-Move 87 12 88 13 88
Hybrid 98.5 1.4 98.4 1.5 98.7
TPR Comparison — Grouped Bar (MS Paint)
100 m ELA

TPR (%)

Figure Al. TPR comparison (Grouped Bar) for MS Paint datasets.
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Figure A2. TPR trends (Line Chart) across dataset sizes.
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Figure A3. FPR comparison (Grouped Bar) for MS Paint datasets.
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Figure A4. FPR trends (Line Chart) across dataset sizes.
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Accuracy Trends — Line Chart (MS Paint)
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Figure A6. Accuracy trends (Line Chart) across dataset sizes.

DISCUSSION ON COMPARATIVE RESULTS (MS PAINT DATASET)

The comparative evaluation on the MS Paint tampered dataset demonstrates the relative ease of detection
in a controlled environment compared to more sophisticated datasets such as CASIA. Tampering carried
out in MS Paint generally involves basic manipulations such as copy-paste, object erasure, text addition,
or overpainting. These edits typically lack advanced blending, resampling, or noise equalization, which
makes them more distinguishable through pixellevel forensic indicators. Consequently, the detection
accuracy across all methods is higher than in the CASIA dataset, though significant differences in
performance still exist between traditional techniques and the Hybrid method.

The results show that Error Level Analysis (ELA) and Noise Map techniques perform reasonably well,
with accuracy values in the range of 86-91%. Both methods leverage pixel-level inconsistencies and
compression artifacts, which are more evident in simplistic MS Paint edits. Copy-Move detection also
fares well (around 85-89% accuracy), since duplications are common in MS Paint edits and easily
detected through block-matching techniques. However, each of these individual approaches continues to
suffer from limitations—ELA can misclassify heavily compressed clean images, Noise Map can be deceived
by uniform noise distributions, and Copy-Move fails when tampering does not involve duplication.

The Hybrid method, by contrast, excels in this environment. Its multi-feature fusion approach captures
inconsistencies across multiple forensic domains—error levels, noise residuals, duplication patterns, and
edge/chromatic aberrations. As a result, it achieves consistently high accuracy (>98%) across all dataset
sizes (100, 300, 500, and 800 images). Its true positive rate (TPR) approaches 99%, indicating that almost
all tampered regions are correctly identified. Equally important is the low false positive rate (<2%), which
minimizes the risk of clean images being misclassified as tampered. This balanced performance ensures
that the Hybrid system provides both reliability and precision.

Further analysis of the true negative rate (TNR) and false negative rate (FNR) underscores this advantage.
With TNR above 97% and FNR below 2%, the Hybrid method is both dependable in recognizing
authentic images and highly unlikely to miss actual tampering. In contrast, traditional methods still
exhibit FNR levels of 8-12%, suggesting they occasionally fail to detect manipulations even in simple
scenarios.

Overall, the MS Paint dataset comparison highlights the robustness of the Hybrid technique. While
traditional methods perform better here than on more complex datasets, the Hybrid framework
consistently outperforms them across all metrics. Its ability to deliver near-perfect accuracy in a basic
tampering environment confirms its suitability as a universal solution, capable of excelling under both
simple and complex tampering conditions.
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CONCLUSION OF SECTION

The experiment demonstrates that the Proposed Hybrid Technique achieves state-of-the-art detection
performance on simple MS Paint tampered datasets, maintaining >98% accuracy, ~ 0.98 TPR, and <0.02
FPR across multiple dataset sizes (100-800 images). This highlights its scalability, robustness, and
practical applicability compared to traditional forensic techniques.
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