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Abstract. The Internet of Things (IoT) transforms everyday objects into smarter devices using technologies such as
sensor networks. The routing Protocol for Lossy and Low-Power Networks (RPL) is a key protocol suitable for IoT
environments, which often consists of devices with limited processing power, memory, and networking capabilities.
Recent research has focused on developing IDS approaches that are more suitable for the IoT. In recent studies,
machine learning has been used for feature selection in the IoT dataset, which helps to reduce the dimensions of the
features and improve the detection accuracy. In some studies, deep learning methods have been used to handle large
amounts of data and provide real-time analyses. Transfer learning has also evolved to adapt to IoT threats. This paper
presents a novel approach for identifying intrusions in IoT networks. A hybrid approach using deep learning methods
that combine trust-based parameters to enhance the early detection of known and unknown attacks in IoT traffic.
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1 INTRODUCTION

With rapid changes in the IoT landscape, security has become increasingly important. Among the mali-
cious threats to loT systems are rank attacks. In rank attacks, hackers manipulate rankings to interfere
with operations or steal data. The descriptive analysis of methods for detecting rank attacks in IoT devices
explores the common vulnerabilities that make these devices susceptible to such attacks and delves into
the impacts that rank attacks can have on IoT systems. For the detection of rank attacks on IoT devices,
a multifaceted approach is required: monitoring the patterns of network traffic, data transmission rate
anomalies, and implementing anomaly detection algorithms (Alsukayti and Alreshoodi 2023; Anitha and
Arockiam 2019; Yavuz et al. 2018).

By monitoring interactions with IoT devices, network usage patterns such as an abrupt increase in data
transmission can be viewed as a potential sign of a rank attack. Furthermore, advanced anomaly detection
algorithms can alert users to normal device behavior, enabling them to mitigate the impact of such attacks
by intervening in a timely manner.

The lack of secure authentication measures, insufficient encryption protocols, and insecurity in firmware
and software updates make IoT devices an appealing target for rank attacks. Low-grade authentication
control systems allow adversaries to access IoT devices and perform undesired manipulations such as
changing the ranking of the devices and other turn-off functionalities. Additionally, weak ciphering tech-
niques applied to device-to-device communication links provide easier interception and modification of
the data being transferred, increasing the susceptibility to rank attacks. In addition, providing possibilities
for attackers to penetrate the overall security of [oT environments is a weakness associated with firmware
and software updates.

Consequently, these types of attacks can seriously disrupt the provision of service availability in IoT net-
works, compromise sensitive data, and cause loss of device performance as well as reliability. In this sense,
there is an alteration of the normal functioning of IoT devices and persistent disruption of the critical
services that these devices are meant to provide. In addition, the loss of Privacy or Intellectual Property
can stem from the loss of sensitive data that are kept or sent by these IoT devices. Finally, the disruption
of rank attacks on the performance and reliability of devices can affect the level of acceptability and ease
of use of IoT, which threatens the sustainability of the systems. default passwords and badly designed
communication channels open IoT devices to these attacks, together with unencrypted communication
and security issues. As a result, both [oT devices and users must understand these threats and take appro-
priate measures in the form of secure security protocols to counter them.

To decrease the possibility of scarce resources being compromised and real-time detection of intrusion,
the proposed R-Trust model is developed using a lightweight, high-level approach that comprises several
phases, starting with data preprocessing (Alsukayti and Alreshoodi 2023). In addition, the features were
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normalized using min-max scaling to remove the worst overfitting that occurred because of training sam-
ples having fewer data, and then key features were selected. To ensure the survival of the service, the best
runtime for the training accuracy was achieved through binary classification. Traditional IDSs that employ
machine learning are not well equipped to deal with the specific challenges presented by loT traffic be-
cause of the high dimensionality of data and the diverse nature of IoT devices (Zahra et al. 2022). These
innovative approaches aim to create IDS solutions that are lightweight, efficient, and capable of detecting
a wide range of attacks specifically tailored for the IoT ecosystem. This is an ongoing field of research, as
the dynamic and diverse nature of [oT devices continues to present new challenges for security (Al-Amiedy
et al. 2022). This study aims to validate the effectiveness of the IRAD dataset proposed by Yavuz et al.
(2018) for classifying different types of attacks and validating the efficiency of the proposed hybrid 1DS
model. The classification of known and unknown attacks with the help of the proposed IDS model would
be greatly beneficial to IoT networks in enhancing security because such networks are widely integrated
into contemporary infrastructure.

The key contributions of this study can be summarized as follows:

The idea is to use the IRAD dataset for building and implementing an IDS that meets protocol require-
ments for loT rather than other datasets where there are certain problems encountered in the process of
collection over a traditional network.

A trust factor for building contextual information creates an efficient detection model.

¢ Developing an efficient lightweight IDS model for [oT networks.

e To compare the performance of the proposed models against that of existing approaches

The following section provides an overview of the RPL protocol in a DODAG network. Section 3 dis-
cusses work on deep learning and intrusion detection systems (IDSs) regarding routing attacks in the RPL
protocol.

The implementation phases, preprocessing data, and framework architectural sequence of the R-Trust
model are covered in Section 4. Section 5 presents the findings of the analysis and evaluation and classifies
the data by contrasting the R-Trust model with recent studies.

2 RPL Protocol

The Routing Protocol for Low-Power and Lossy Networks is designed as routing protocol designed for
IoT networks, which are typically characterized as low-power and lossy in nature. RPL is intended for
heterogeneous traffic networks, such as those in loT, where devices often have limited power, memory,
and processing capabilities. It is based on the IEEE 802.15.4 standard and allows both many-to-one and
one-to-one communication (Han et al. In 2022 (Nayak et al. 2021). The RPL uses a tree-like structure
called the destination-oriented directed acyclic graph (DODAG), which has a root node and a sink node
that is rooted towards a node. The topology of the network is determined by an Objective Function that
defines the best-optimized route among sensor devices based on their number (Alsulaiman and Al-Ah-
madi 2021). RPL defines two modes of operation: the storing mode, which copies the entire routing table
to all nodes, and the non-storing mode, which copies a list of default routes from parents to border
routers.

DODAG, a Destination Oriented Directed Acyclic Graph, is a fundamental concept in the Routing Pro-
tocol for Low-Power and Lossy Networks (RPL), which is used in IoT networks (Saba et al. 2022). There
are no cycles in a DAG-directed graph. Nodes in an RPL network self-organize into a DODAG based on
an Objective Function (OF), which determines the best path through the network based on certain crite-
ria such as link quality, hop count, or energy consumption (Saba et al. 2022; Saba et al. 2022; Sawafi et
al. 2023). Each node in a DODAG is assigned a rank based on its distance from its root.
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Fig. 1. RPL DODAG Structure
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The rank increases as one moves away from the root, thereby ensuring a loop-free topology (Moham-
madazadeh et al. 2022). Nodes select one or more parent nodes with a lower rank and provide a path
towards the root. The preferred parent, or primary next hop for traffic heading towards the root, is usually
one of these parents.

As shown in Figure 1, the DODAG structure allows for efficient routing in low-power and lossy networks
by ensuring that all paths are oriented towards a common destination, minimizing the number of hops,
and optimizing the use of limited resources.

2.1RPL Attacks

Many attacks can change the routing properties and parameters of an loT network. Some attacks are
WSN inherited, and some are RPL specific attacks. A rank attack is a more disruptive attack that affects
the routing properties of the network. In this research rank attacks are considered as being more disrup-
tive in nature.

2.2.1 Rank Attacks

The principal characteristic of RPL is the rank. It facilitates efficient and suitable routing mechanisms.
Rank is responsible for monitoring control overhead, optimizing network topologies, and preventing the
formation of loops. An assault on the rank property significantly impacts RPL's overall functionality and
routing architecture. RPL lacks a mechanism to regulate node behavior, thereby increasing the potential
for the emergence of rank-related attacks. The node selects a preferred parent based on the objective
function, and its rank value is determined as disseminated by DIO messages within RPL routing. In the
context of the DODAG, the rank ascends in the downward direction, specifically from the root to the
leaf node. A rank attack occurs when an adversary manipulates the rank values.
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Fig. 1. An overview of RPL and Security solutions for RPL

3 Related Work

This section presents the work done in the past related to the detection of anomalies in loT networks.
Ioannou and Vassiliou (2019) proposed a ¢-SVM machine learning model to determine malicious and
begin nodes. The proposed model achieved 100% detection of blackhole and sinkhole attacks and stated
that the complexity of the SVM model depends on the location of the IDS in the network.

Anitha and Arockiam (2019) proposed an artificial neural network-based IDS system to detect DIS and
version-number attacks in IoT. The proposed system was able to detect both RPL attacks very well; how-
ever, no algorithm was mentioned and no calculation was performed in terms of accuracy, precision, etc.
Han et al. (2022) focused on the difficulty of detecting anomalies in IoT networks with low data quality
using machine learning. The authors concentrated on the system's overall performance, and resilience
can be increased by combining several models or algorithms. The proposed algorithm can vary in different
environments with diverse characteristics.

In this study (Janani and Ramamoorthy, 2022), the author proposed a threat analysis model that employs
deep learning techniques to effectively identify and control routing attacks. The authors used the Mayfly
optimization algorithm to optimize the features. The proposed methodology lacks computational effi-
ciency and scalability.

In this study (Ali-Eldin 2022), the authors used trust in social IoT scenarios to identify trusted and un-
trusted users. User ratings were calculated based on different social aspects of the interaction of users in
society. Furthermore, a machine learning algorithm was used to classify users. This method is used in
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social aspects of society; therefore, it requires heavy computation and updating of tables according to the
parameters chosen for identification.

Saba etal. (2022) used the TON-IoT smart-city telemetry dataset to apply artificial intelligence techniques.
The suggested methods were applied to seven TON-IoT datasets, including the garage door, thermostat,
GPS tracker, and Modobus datasets. Compared to various voting classifier techniques such as Random
Forest, ANN, and CNN; the proposed SMOTE voting classifier achieved 99.7% accuracy. The scalability
and integration issues associated with implementing deep learning-based security frameworks in sizable
smart-city [oT settings are not well covered by this study.

Authors in study (Sawafi et al. 2023) proposed Intrusion Detection system incorporates hybrid supervised
and semi supervised machine learning algorithms used to identify RPL attacks. The proposed algorithm
was based on Autoencoder and Artificial Neural Network. The proposed algorithm achieved better accu-
racy, but computation time is very high as the proposed algorithm used threshold calculation at two stages.
However, system performs better in terms of detection accuracy but required complex calculations at
hidden layers of the proposed algorithm.

In study (Shafi et al. 2023) machine learning and trust-based model is proposed by the authors. However,
the authors considered the mobility parameters of a network in calculation of trust value of a node, but
no proper algorithm is discussed. The model achieved better accuracy by considering 10-50 nodes.

In this study (Mahmood and Shafi 2023) authors focused on detecting zero-day attacks by using machine
learning algorithm as multi-classifier. The proposed Intrusion detection system utilized Snort signature
updating method for identification of anomaly in IoT systems. Although system achieved better accuracy
as compared with other models, but no proper algorithm was designed for identification of malicious
activities.

In this study (Dalal et al. 2023) authors enhance IoT security by utilizing multi class Support Vector
Machine algorithm to classify the attack types. It employs an optimized CHAID decision tree to categorize
the attack. Although it provides scalable solutions to handle the large volumes of IoT traffic with an
accuracy 99.72%. But these types of models can be resource intensive and may struggle to adapt to new
and emerging threats.

In this study (Albishari et al. 2022) authors used Advanced neural network models in deep learning-based
early-stage detection (DL-ESD) for routing threats in Internet of Things (IoT) networks to detect and
mitigate the attacks in their early phases. By analyzing network traffic patterns, DL-ESD aims to detect
irregularities suggestive of routing attacks like blackhole, wormhole, or selective forwarding assaults, em-
ploying deep learning algorithms for this purpose. The primary goal is to minimize false positives while
achieving high accuracy in identifying these types of attacks, emphasizing early detection to prevent or
mitigate their adverse effects on IoT network security or performance. However, the implementation of
DL-ESD may face challenges due to the significant computational resources required, making it poten-
tially impractical for resource-constrained IoT devices or networks due to the associated computational
overhead and energy consumption.

In this paper (Kim et al. 2024) authors proposed a framework that utilized the transfer learning process
for detection of malicious behavior in the network. Detecting known and zero-day cyberattacks in IoT
systems is an issue that these researchers seek to address by applying pre-trained model knowledge and
optimizing it for IoT scenarios. High accuracy, low false prediction rates, and enhanced detection capa-
bilities for a range of attack types are all displayed by the suggested solutions. The study also highlights
the significance of customized models for 5G IoT scenarios with imbalanced and sparsely labeled infor-
mation, demonstrating the potential of transfer learning to enhance IoT network cybersecurity.

The detailed literature survey of related studies is presented in Table 1 provided below. As the IoT land-
scape evolves, it is essential to continue to research and develop new technologies to remain ahead of
cyber threats.

Table 1. Survey on related research studies.

Re- Year | Methodology Dataset Results Limitation

search

Paper

(Ioan- {2019 | Support Vector Machine | KDD Accuracy=81% | Implemented on traditional da-
nou taset

and
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Vassil-
iou
2019)
(Anitha {2019 | Artificial neural network | NA Not mentioned | Testing on traditional network
and and multilayer percep-
Arock- tron
iam
2019)
(Han et|2022 | support vector machine | KDDCup9 | Not evaluated | Focuses on low quality data
al. (SVM), Logistic regres-|9 and
2022) sion (LR), decision tree | Kitsune

(DT), random forest (RF), | network at-

naive Bayes (NB), multi- | tack

layer perceptron (MLP)
(Janani | 2022 | LSTM network and adap-| Own  da-| accu- Heavy computation is required
and tive and Mayfly Optimiza- | taset racy:99.94% due to optimization algorithm
Rama- tion Algorithm multiclass classi-
moor- (LAMOA) fication 99.92%
thy accuracy for bi-
2022) nary

classifications,

(Ali- 2022 | Social Trust and K near- | Brightkite | Accuracy:100% | Computation costs are very high.
Eldin est Neighbor data- Trust calculation take more
2022) Set calculation time.
(Saba et|2022 |SMOTE voting classifier, | TON-IoT | Accuracy: Test size is very small, and number
al. Random Forest, ANN, | datasets 99.7% of trees increases complexity
2022) and CNN
(Sawafi [2023 | Autoencoder and Artifi- | [oTR-DS | Average Accu-| Computation cost is very high.
et al cial Neural Network racy:98% Threshold calculation take more
2023) power consumption.
(Shafiet|2023 |Support Vector Machine | NA Accuracy: NIL | No proper algorithm was pro-
all. posed; Machine learning parame-
2023) ters were not analysed.
(Mahm |2023 |Support Vector Machine, | CICIDS- | Accuracy:99.9% | Similarity index of the Snort Sig-
ood and Random Forest and K|2018 natures is calculated but no
Shafi Nearest Neighbor. proper
2023) algorithm was proposed.
(Dalal {2023 |CHAID and Support|Online IoT | Accu- More complex to implement, re-
et al Vector Machine attack  da-|racy:99.97% quire significant computational
2023) taset power, having overfitting issue
(Al 2023 | Deep Neural Network IRAD Accu- computational overhead and en-
bishari racy:98.85% ergy consumption.
et al
2022)
(Kim et|2024 |Transfer learning with |BotloT Accu- Does not provide comprehensive
al. CNN and IoT In-| racy:99.94% comparison with other state-of-art
2024) trusion techniques

As a result, artificial neural networks, and in particular deep learning algorithms, enhance IoT network
security, ensuring smart devices and applications are protected from cyber-attacks.
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4 Proposed Modelling

This section begins with a discussion of the neural networks (NN) topology. It then delves into the spe-
cifics of the loss function and concludes with a brief overview of the training procedure and algorithm
that was used.

4.1Dataset

This section will outline the attributes (features) of the IRAD dataset as well as the modeling of the dif-
ferent attacks that result in traffic sample subsets (Yavuz et al. 2018). The attribute of dataset is presented
in Table 2. When data packets reach the network layer, some routing attributes, DIO, DIS, Rank, and
others are appended. Additionally, the root node will attach certain attributes, such receiving Time and
total packets, that pertain to the data packet. The literature claims that these characteristics are helpful,
and that the IDS system uses them to look for unusual activity. Normally, the values of nodes may change
when they are joined to a tree, have their parent changed, or rank changed. It is expected that the network
will be affected when malicious nodes initiate an attack. The basis of our detection system is the idea of
trust. The degree of confidence a single thing has over another to do a task successfully and without
compromising security is known as trust.

The three aspects that are most important taken into consideration are contextual information, service
quality, and peer-to-peer communication quality. The security requirements to handle attacks in the IoT
mobile environment are addressed by these dimensions. The dynamic and adaptable approaches that are
employed in trust calculation and mechanism provision were used. Additionally, these methods improve
network performance. The necessary parameters must be considered to carry out the analysis. The trans-
action history and weight assigned to each parameter are used to determine how well a device performs
overall in terms of services supplied. Generally, the packet delivery ratio of the network, availability,
throughput, and proportion of successful interactions as factors for assessing the quality of the service
(Ali-Eldin 2022) (Alghofaili and Rassam 2022).

Table 2. Attributes of IRAD dataset (Yavuz et al. 2018).

Name/Abbreviation Description

TIME Simulation time

SOURCE Source Node IP

DESTINATION Destination Node IP

LENGTH Packet Length

INFO Packet Information

TR Transmission Rate(per 1000_ms)
RR Reception Rate(per 1000 ms)

TAT Transmission Average Time

RAT Reception Average Time

TPC Transmitted Packet Count(per second)
RPC Received Packet Count (per second)
TTT Total Transmission Time

TRT Total Reception Time

DAO DAOQO Packet Count

DIS DIS Packet Count

DIO DIO Packet Count

CATEGORY Attack Type or Normal

LABEL Normal/Malicious Label

Our approach to this dimension includes both direct information and observations, including infor-
mation history as well as direct information from recent years. The sum value of trust between entity A
and entity B is determined by combining the calculated trust across many dimensions using equation 1.

n
TAB = Z w1(PDR) + w2(Average Delay)

i=1
+ w3(Throughput) (D
Where wl+w2+w3=1
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T represents the total trust from node A to Node B and w1, w2 and w3 are the weights that influence the
trust levels during the transactions in the network.

4.2Data Preprocessing

The first phase of the framework is presented in this section. Pre-processing of the data is done before
training the DL models. Network traffic must be properly pre-processed for DL models to predict results
without bias and to prevent overfitting issues. Data processing and feature selection are the two phases of
pre-processing.

Every feature is converted to a floating-point value. This implies that all IP addresses are treated as distinct
integers in the IRAD dataset, thus considering all network sizes. Because there are fewer features in the
dataset, feature selection is not necessary. In both cases, traditional normalization of the dataset is then
carried out to avoid DL model overfitting and potentially skewed outcomes.

4.3 Avoid Overfitting

To counteract the overfitting tendency in DL, our framework incorporates specific strategies to ensure
the authenticity of results. These methods enable the models to simulate realistic scenarios and maintain
equal probability for each type of attack encountered in IoT devices. Furthermore, we treat IP addresses
as floating-point numbers to accommodate various network types. Additionally, we integrate dropout
techniques in certain DL models to avert excessively high performance that may not be realistic.

This approach facilitates the exploration of optimal hyperparameter combinations to maximize model
performance. Throughout this exploration, training and validation losses serve as key indicators in the
fine-tuning process, thereby mitigating the risk of overfitting. Overfitting significantly impacts model per-
formance by causing a model to learn the training data too well, including its noise and outliers. Because
of this, some model perform abnormally well on training data, but poorly on unseen data due to their
inability to generalize. As a result of overfitting, the model becomes overly sensitive to the training data,
making it less accurate and reliable when predicting new, real-world data. Preventing overfitting is crucial
for developing models that are robust and perform consistently across different datasets.

One approach to prevent overfitting is to omit IP addresses during dataset preprocessing. This ensures
that the model isn’t exposed to the same attacker IPs in both training and validation sets, preventing it
from memorizing specific numerical patterns associated with attacker IPs due to their absence. Under-
standing the behavior of IP attackers is essential for future preventative strategies that rely on tracking. A
promising research direction could involve employing explainable Al to determine if there’s a tangible
link between IP addresses and attack methodologies, particularly concerning DoS attacks.

4.4Attack Detection Framework

The neurons or nodes that make up a neural network are interconnected with one another. In machine
learning, these networks process and learn from data and enable tasks such as pattern recognition and
decision making.

Unlike pre-programmed systems, neural networks extract identifying features from data. Networks such
as these can identify patterns, classify data, and make decisions based on that data. Input Layer receives
data from external sources. Hidden Layers used to transform input data into valuable features (Moham-
madazadeh et al. 2022). Output Layer provides the network’s response (e.g., predictions or classifications).
Units (neurons) are interconnected with weighted connections.

Every connection has a weight that establishes how much of an impact one unit has on another. During
training, these weights are adjusted to improve model performance. In the Internet of Things (IoT) eco-
system, artificial neural networks (ANNs) serve as crucial to enhancing security and identifying cyberat-
tacks.

The security of each node is crucial for the overall trustworthiness of the loT network. With secure and
reliable nodes, the entire network benefits from a distributed attack detection system. This section out-
lines an innovative Contextual Based Attack Detection Architecture that positions attack detection pro-
cesses closer to the node, utilizing distributed IoT nodes to scrutinize network traffic and pinpoint cyber
threats. This approach enhances current models by facilitating faster local training and fine-tuning of
parameters.

4.5Structure of Artificial Neural Network

Figure 3 depicts the ANN structure, which is mathematically represented as:

v,8 = ¢ (t ,b)
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Where the functiond™ h* 4 h* represents the neural network with L number of layers; t € h* is the
input to the input layer and y,6 € h are the outputs; w € h™™ and b € h™ are the artificial neural
parameters.
An artificial neural network is a feed forward network where input is supplied to the first layer, input is
supplied to the second layer, and so on. The fundamental equation of artificial neural network can be
represented below:
x' = o(wl.xI71 + bb), ief{0,......... L}

Where i denotes the layer number, o': h™ 4 h* the activation function that adds nonlinearity to the
artificial neural network, ! and b are the weights and biases of the specific layers.
In our proposed model, a 5- layer neural network, i.e L=5 can be represented by:

x! = ol(w!x? + bl)

x? = 0% (w?x! + b?)

x3 = 63 (w3x? + b?)

x* = o*(w*x3 + b*)

x° = (w°x* + b°)

Where x%¢ tand x° £ (y,8) ,The output of the final layer is indication whether node is malicious or
benign. The artificial neural network input layer, hidden layer and output layer is represented in Fig 3.

—
:’._
_
Input Cuput
layvers Hidden layvers

Layers

Fig. 3. Artificial Neural Network

The steps involved in pre-processing, model and gradient weight updates, and model validation are de-
tailed in Algorithm 1, which outlines the distributed attack detection strategy.

Algorithm

Input: Balanced IRAD train dataset (Xtrain), learning rate(lr), training epochs(ep), batch size, test dataset
(Xtest)

Output: Classification results

1 split the IRAD dataset into training dataset and validation dataset
2 drop the irrelevant features and insignificant features

3 select important features for ANN model

4 initialise weights and bias for j=1,,...., m, k=1,....... n

5 initialise the ANN model with selected parameters

6 Repeat

7 for for input layer training epochs ep=1,2, ......... , Tdo

8 for for hidden layer neurons=1 to n do

9 Train ANN network

10 Calculate loss according to equation (2)

11 Optimizing the ANN model by back propagation of loss function and also updating weights of
ANN network

12 Validation ANN model using validation dataset Xtest

13 end

14 end

15 until Equation (1) gains maximum weights
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16  Analyze test data to evaluate model performance on different metrices and predict attack types

17 Return model accuracy and loss

The architecture of the neural network is tailored based on the chosen deep learning ANN model and its
intended function, which is detection, and on the specific dataset. The necessity to utilize distinct models
for each dataset arises from the unique nature of the attacks encapsulated within them.

The ANN tailored for IoT attack detection within the IRAD dataset is structured with five hidden layers,
containing 1250, 1000, 750, 500 and 250 neurons each, all utilizing ReLU activation functions. In the
output layer a Softmax activation function is used. ReLU is chosen to prevent weight saturation, ensuring
a continuous adjustment of weight values during training. For binary classification tasks like this one,
mean absolute error is the preferred loss function, and Softmax is the only compatible activation function
because it produces the necessary logarithmic outputs ranging from O to 1. Model is compiled using
Nadam optimizers and mean absolute error losses over ten epochs. These parameters were empirically
determined and fine-tuned using the Hyperband method.

Table 3. Hyperparameters of ANN model.

Parameters Binary Classification
Number of Hidden layers 5

Number of neurons on hidden layers 1

Dropout 0.2

Activation Function in Hidden layers ReLu

Activation Function in Output Layers Softmax

Optimizer Nadam

Loss Function Mean absolute error
Learning rate 0.0001

No. of epochs 10

The current research paper's entire proposed modeling and architecture is presented in this section.

5 RESULTS

In our experimental setup, all deep learning models are developed using Keras with TensorFlow as the
backend. Their performance is assessed using various metrics designed to validate and measure their ef-
fectiveness. These metrics include Accuracy (ACC), Loss, Precision, and Recall.

5.1Evaluation Metrices

These metrics can be derived from a confusion matrix—a tabular summary of the classification outcomes
(refer to Table 5). In this matrix, True Positives (TP) and True Negatives (TN) represent the counts of
attack and normal instances that are correctly identified, respectively. Conversely, False Positives (FP) and
False Negatives (FN) represent the counts of normal and attack instances that are misclassified, respec-
tively.

ACC, as defined is the ratio of accurately classified predictions to the total number of evaluated examples.

TP + TN
TP + TN + FP + FN

Precision measures the proportion of accurately classified items to all predicted information.

TP

TP + FP
Recall is the proportion of all items that were class C to all items that were accurately classified as class C

(attack or normal)

Accuracy =

Precision =

TP

TP + FN
Table 4 shows the confusion matrix of the predicted class normal and predicted class attack.

Table 4. Confusion Matrix.

Recall =

Normal Class (Pre- Attack Class (Pre-

dicted) dicted)
Actual Normal TN FP
Class Attack FN TP
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The mean absolute error loss is the most widely used loss (see Eq. 2). Keep in mind that the y value
indicates the actual output, while the P indicates the estimated output.
By computing the mean absolute error (MAE), which characterizes the change between the original and
predictable values, the total change mean of the dataset is determined.

n
1
MAE == |y; - 3 @
i=1

5.2Evaluation Results

We used several ratios based on the size and composition of the dataset, and the 0.2 ratio produced the
best performance outcome. Additionally, the chosen ratio corresponds to the midpoint of our data, which
is divided into 30% for the testing set and 70% for the training set. Using a biased evaluation function,
assess the given model using the training dataset. Figure 4 illustrates that the rate of training epochs is
suitable and can be deduced and in terms of accuracy during testing and training, the R-Trust model has
done the best.

- Predicted vs Actual

—— Actual
0.0 ——— Predicted

T T T T T T T T
o 200 400 600 800 1000 1200 1400

Fig. 4. shows the scatter plot of real and predicted values

Accuracy
1.000 -
0.998 -
0.996 -
0.994 - —— train
0.992 —— test
L T L) T T
0 2 4 6 8

Fig. 5. shows the accuracy curve of the Proposed System

Among all the instances, accuracy is the percentage of instances correctly classified by the model. Essen-
tially, the accuracy curve shows how well the model fits the training data, increasing its ability to make
accurate predictions. Fig 5 shows that our model is better model and having high accuracy.

Loss
0.329 A
0.328 1 ain
— test
0.327 +— T T T T
0 2 4 6 8

Fig. 6. shows loss curve which tells that during training and testing phase our model performs well and
there is negligible loss of information

The maximum TPs, TNs, and fewest FN occurrences are effectively attained by the suggested detection
technique. It is generally high for TN and it is the prediction ratio for TP's input values that determines
classification. Meanwhile, for the malicious, classifier has a low-level FN and FP. Additionally, it shows
that the classifier's performance and the predicted ratios meet expectations. Based on the DNN technique,
the binary classification strategy is generated for the testing and training phases.
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To gain a deeper understanding of the strength of the classifier, it is required to rely on classification
reports because it is not possible to quantify the bias ratio among the classes in the classifier.
The performance measures for our model are compared in Table 5 with those of earlier studies that have
utilized the same dataset and with recent studies that generated the IRAD dataset.
During training, our model included nine features with varying correlation levels for every attack. Alt-
hough the suggested model evaluated the performance in comparison to a single classifier, the training
results showed best results over IRAD dataset. On the other hand, ANN algorithms were used in our
suggested classifier to assess performance accuracy. It is evident that our model is more effective with
accuracy 99.80 in minimum number of epoch (10 epochs).
Table 5. Comparison of the related research and this research ( v': Topic is covered, %: Topic is not
covered).

Related  Methodol-  IoT  Da- Contextual Machine Learning Accuracy Loss

Research ogy taset Information Techniques

(Nayak et GAN-C IRAD v Decision Tree 91 9.08

al. 2021)

(Yavuz et DNN IRAD v Deep neural Net- 96.53 4.11

al. 2018) work

(Almusay- SRPL-RP x v x 98.30 1.70

lim et al.

2020)

(Al DL-ESD IRAD x Deep neural Net- 98.85 2.50

bishari et work

al. 2022)

-~ R-Trust IRAD v Artificial ~ Neural 99.80 0.2
Network

6 CONCLUSIONS

In conclusion, detecting and mitigating rank attacks in IoT devices is crucial to ensuring the security and
reliability of interconnected systems. By understanding the methods for detecting such attacks, addressing
common vulnerabilities, and recognizing the potential impacts of rank attacks, stakeholders can proac-
tively safeguard loT systems against malicious manipulation. As the IoT ecosystem continues to expand,
vigilance and robust security measures are essential to protect against the evolving threat posed by rank
attacks. This study includes contextual information for detection of routing attacks that is more important
apart from other information of the network. A novel approach known as R-Trust has been implemented
to identify routing attacks in network layers. The contextual features were extracted for the training
model. Simultaneously, min-max scaling was used to standardize the data, removing the worst overfittings
in training samples. The proposed model efficiently identified the normal and malicious nodes and at-
tained better accuracy as compared with other models on same dataset. In future the model will be im-
plemented with more routing attacks that dataset has covered and over the fog environment.
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